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260 VMS Camera License o
2 VMS License for ANPR e
5 2MP ANPR IR Varifocal Bullet 3
Network Camera

4MP IR Varifocal Dome Network 4

201

Camera
44 4MP IR Varifocal Bullet Network .5
Camera
3 2MP 32 x Network IR Speed Dome 6
9 NVR 32 Channels 8 SATA HOD 7
1 NVR 64 Channels 16 SATA HOD .8
16 24-Port 100 Mbps Long-Range .9
Unmanaged PoE Switch
1 24-Port Gigabit Full Managed Non- .10
POE Switch

17 24-Ports Patch Panel A1
1 DECODER A2
9 LCD Display (Video Wall) 13
1 Server 14
1 Rackmount Workstation 15
1 Site Technician 16
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Deviation Sheet

Specifications to be shown clearly for consideration. Deviations from owner’s If no such

deviations are shown, owner’s specifications will be final .

Item No. Owner’s Specification Deviation
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SCOPE OF WORK
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STATE OF KUWAIT
ENVIRONMENT PUBLIC AUTHORITY
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SUPPLY, INSTALLATION, OPERATION AND
MAINTENANCE OF IP CCTV FOR ENVIRONMENT
PUBLIC AUTHORITY HEAD OFFICE
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SCOPE OF THE PROJECT

The Environment Public Authority (EPA) invites bidders to quote for maintain, upgrade,
Testing and Guarantee of the IP CCTV. The work of this contract is to provide all labor,
materials, equipment and incidentals necessary to install close circuit television equipment at
EPA Head office. Contractor will be responsible to maintain and upgrade cameras in selected
areas, make all connections, programming and test the system, and ensure system is
operational.

GENERAL, SPECIAL AND TECHNICAL CONDITIONS

The following terms and conditions must be met by bidding companies:

Bidder must have initiated and completed similar projects with the government sector.
(Such projects to be documented and attached including contact information of the
person in charge from the benefiting governmental agency)

Bidder must be registered with the Central Agency for Information Technology.
Bidder must have a minimum experience of 5 years in the same field. (Related
information to be documented and attached)

A site visit will be setup within one week afier the semi tender publication by EPA.
Bidder need to provide the ministry with civil identification copies of all the employees
involved in the project.

Bidder must appoint and provide contact information of a project manager from the
bidder’s own staff.

Bidder must hand in weekly progress reports throughout the duration of the project
execution.

All switches are to be rack mounted in the racks, connected through cat6 or fiber and all
connections to switches should go through patch panels first.

Execution time of the upgrade should not exceed 3 Months.
Services for implementation of the proposed systems.
Computer software providing the functional coverage outlined in this document.

System software required to operate the functional modules (including operating
system and database software and any other software licenses required to meet
functional and non-functional requirements of the project.).

The installation and implementation of the software and hardware proposed.

The training of technical and user staff in the operation and functional use of the




systems proposed.

Ongoing Support Agreement as proposed in the bidder proposal.

Project R ibili

This project shall be exccuted and handed over to EPA under the full responsibility of the
contractor.

|psurance;

The Contractor shall insure the materials, software and works in the joint name of the
contractor and the Authority to full value of them against any loss or damage. The
said insurance shall take effect in such a manner that both parties are covered during
the period from the date of signing the contract until the end date of the contract.

All materials and system drawings are to be approved by EPA at least ONE WEEK before
implementation onsite. Accessibility of components/units and ease of maintenance shall be taken
into consideration in the layout of different equipment/units.

€ ate e
e

The contractor shall submit two sets of the following:
- Detailed description of equipment.
- Qperation/Instruction/Service manual/s.

. Parts list catalogue (including mechanical parts).

s

Components layout.




\vailability of Spare Parts:

The Contractor shall undertake, as part of the contract to make available to EPA all necessary
spares whenever needed for at least 3 years after Project Acceptance. Any spare part/s
ordered during this period should be delivered without delay to ensure continuity ofthe service.

Local Training:

The Contractor is responsible (fully undertake to bear all the expenses) for training
of (10) EPA engineers and technicians and it shall take place during the one-month
trial period after commissioning and upgrade. This training shall be comprehensive,
regarding theoretical and practical aspects of the offered equipment. The training
period shall not be less than 5 working days (3 hours/day). Contractor should provide
training plan schedule and the training should be in Arabic language

Warranty:

The Contractor shall guarantee all offered equipment of the project, for the full contract
period (24) _months _after signing the contract. All defective units, devices or

components during this period shall be replaced or repaired by the contractor, free of
any charge to EPA.

If during the maintenance period repetitive or epidemic faults take place in such a
way that affects the performance, reliability or availability of any of the project
equipment, the contractor shall bear full responsibility to remedy and rectify these
problems in a good engineering practice to EPA.

EPA has the right to:

Select the most preferred Manufacturer to EPA for the same type of product for
any item, which must be in conformity with the Semi Tender Document’s
specifications and requirements.

It is confirmed that canceled items -if any- shall not affect the overall performance
of this turnkey system.
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The Assistant under Secretary shall issue this PHOC, within one week after PHOC
Test completion date. In case of abnormal defects, PHOC shall be delayed until
restoring the equipment to the normal acceptable state.

The Assistant under Secretary shall issue this FHOC, at end date of the contract.
FHOC shall be delayed until restoring the system to the normal acceptable state,
if necessary as indicated above.

Site Visits:

For proper/realistic pricing of the offers, all Bidders MUST visit the site for each name
given later. The site visits dates and timing shall be made and agreed upon during the
preliminary meeting.

o Technical Specifications shall be considered as an integral part of the Contract

» Any work or material shown on the drawings, even if not specifically described in
the Technical Specifications, or vice versa, is to be done or supplied by the Contractor
in order to deliver turnkey system which will operate in full power making all system
components compatible with each other and existing systems,

e For all the purposes of the Sub-Contractors, the Contractor shall assume full
responsibility for the interpretation of the drawings and requirements.

e The approval of the Contractor's drawings by EPA shall not in any way
relieve the Contractor's responsibilities or liabilities under the Contract.

e Drawings submitted to EPA for approval shall be signed by the Contractor's Project
Manager. Unsigned drawings will be returned unchecked.

e All copies of the Technical Specifications, together with drawings and its
other annexes, remain the-property of EPA and must be returned to EPA if
requested.

e Drawings and sketches supplied by EPA are for purposes of illustrating the
facilities required. The systems components shown on these drawings are
illustrative, and do not necessarily represent correct design, the responsibility
for which rests with EPA.




Any changes subsequent to the approved original design as submitted in the
proposal shall be forwarded to EPA in writing for approval before incorporation
and or installation. EPA will not recognize any verbal instruction in contradiction
to or altering the contract Document.

This is a turnkey project. Any item/work not mentioned in the semi tender
document or BOQ but indispensable for the proper Installation/
Implementation/Performance of this project must be added to the BOQ priced and
described.

The contractor shall also have the responsibility to supply and install the equipment
necessary to meet the requirements as well as to provide all labor and
materials, whether or not described in full, necessary to reproduce complete and
fully operational systems, in accordance with the intent of this document. The
contractor shall ensure being aware of the operational requirements under which
the systems and associated facilities are to be installed and operated. Specialized
engineers of the field will ensure the installation and the final tuning of the
equipment. The contractor shall install the system, in a way so that in the events
of failure it will be possible for a technician to locate and certify casily the faulty
equipment. To assist in this respect, the contractor shall ensure that enough
connector access points and switching are available to enable faulty equipment to
be located.

The contractor shall ensure that free and fixed connections and all controls of the
installation are properly and permanently labelled in a clear and unambiguous way.
During the course of the project delivery and maintenance periods, it is possible
that the contractor may recommend changes and/or improvements to the products
in line with technological changes. In this regard, any change of product or
improvement in product delivery must be previously approved by EPA. And, n
any case, must maintain full compatibility with the previously installed equipment
and/or equipment supplied as a spare.

The contractor shall arrange the grounding for equipment within the systems/
installation so that hum resulting from carth loops is eliminated. Whatsoever the
arrangement used, he must not compromise the grounding procedure necessary
to comply with electrical safety requirements. From experience, inside
Production Building of EPA, there is a good and stable grounding system, but
contractor should check it and approved this.




The Contractor shall label or designate all controls and indicators as to function or meaning
by agreement with EPA. This designation shall be uniform as to type of characters used
and of neat appearance throughout the system, The size or characters used shall be as
large as possible, consistent with neatness and the size of the unit. Technical and other
outlets shall be of different color for easy distinguishing.

All equipment shall be clearly labeled with an identification relating to the designation of
that component on the relevant functional or schematic diagrams.

Finishes on racks, equipment, control panels, etc.. shall be submitted to EPA for approval
in relation to color, texture and gloss. Generally, preferred colors will be subdued, ofa smooth
finish, and non-glossy.

All cables at source & destinations will be marked with proper labeling equipment or markers,
sleeved with color-coded sleeves in par with the schematic diagrams provided.

The Contractor shall take all necessary steps to ensure that ¢lectrical interference to other
equipment is kept below a level which would degrade the signal-to-noise ratio of other
equipment.




Existing system Brief

1.

EPA has Milestone XProtect Professional 2018 R2 VMS system installed and
connected to the existing cameras so the new cameras which will be installed instead
of the old analog cameras should be added to the same system. Therefore, the bidder
should provide the license for Milestone camera channels for the new cameras. In
addition, provide the license for the integration with Lenel Onguard Access Control
System.

The existing cameras connected to Milestone is 60 Cameras with the following
brand (QTY: 24 Uniview Cameras — QTY: 29 Interlogix Cameras — QTY: 7
Hikvision). So the existing camera license on Milestone is 60 Cameras. We asked
for 260 Camera license more, so the total number of camera license should be 320
Camera license. As we expecting expansion on the svstem later.

The total number of analog cameras need to be replaced to 1P Cameras is 51
Cameras.

Existing analog Cameras:

The below table showing the existing analog cameras installed and EPA need to
replace it by IP cameras.

Location T Qry | Model |

“Basement 2 _ T Bullet |

| ~:_~Iiascmcnt 1 11 _ Bullet i
Ground Floor 8 Dome ,

- First Floor 4 Dome ‘
Second Floor . 4 _ Dome |

" Third Floor ! 4 " Dome !|

Fourth Floor o 4 ‘ Dome ]

- Fifth Floor A . Dome |
L 'l'otaL'No. OF Camera | 51 |

Expansion:

1. The total number of the new [P cameras need to be added and installed is 199

Cameras.

New IP cameras:

The below table showing the number of the new 1P cameras, the model and the
locations, which will be installed:

Location [ QTY" '| ~ Model \
Basement 2 22 | Bullet |
Basement 1 32 ! Bullet

Gro und Floor 13 . Dome




B Ground Floor 3 etz ]

Ground Floor ] 2 ANPR
o First Floor s Dome |
Second Floor T 28 ] Dome
~ ThidFlor | 28 | Dome
" Fourth Floor :—mﬂ 28 | "Dome
Fifth Floor 25 | Dome
Total No. OF Camera | 199 o

The aforementioned locations are not final and may be altered by the Authority during
the semi tender execution.

Upgrade and Expansion:

The below table, showing the total number of the IP Cameras will be installed on
cach floor (replacement for the Analog cameras + the new IP cameras):

Location ' QTY ' Model i
Bascment 2 22 | Bullet
- Basement 2 o — Y Dome
[ Basement 1 22 Bullet
" Basement | B * I 1 Dome
Ground Floor 21 | Dome
I Ground Floor R 72
~ GroundFloor | 2 | ANPR |
First Floor o -M_ﬁtmw Dome
: Second Floor 32 4 ‘ Dome
Third Floor ) ' 32 | Dome
___T;()Lm_h_f]c_)or 1 32 ‘ Dome
Fifth Floor . 30 | Dome

1

Total No. OF Camera : 250
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Bidder is responsible to make a separate VLAN for the new CCTV system, this VLAN can be
connected to EPA LAN via one uplink cable from the main switch to EPA LAN Switch.



Product Specification

1) VIDEO MANAGEMENT SOFTWARE: (QTY: 260 Camera license)

e Live View and Playback

. Up to 256 channels live view simultaneously

2. Custom window division configurable

3. Viewing maps and real-time events during live view and playback

4. Adding tags during playback and playing tagged vidco

5. Transcoded playback, frame- extracting playback, and stream type self-adaptive

6. Fisheye Dewarping
¢ Visual Tracking
¢ Recording and Storage

. Recording schedule for continuous recording, event recording and command
recording

[]

Storing videos on encoding devices, cloud storage servers.
3. Providing main storage and auxiliary storage
4, Providing video copy-back
5. Storing alarm pictures on NVRs,
e Event Management
I. Camera linkage, alarm pop-up window and multiple linkage actions

2. Multiple events for video surveillance, access control, resource group, resource
maintenance, ete.

e Security Control
1. Real-time alarm management for added security control panels
2. Adding zone as hot spot on E-map and viewing the video of the linked camera
Event and alarm linkage with added cameras, including pop-up live view,
captured picture
4. Subscribing the events that the Control Client can display in real-time
5. Acknowledging the received alarm on the Control Client
¢ Network Management

]. Managing network transmission devices such as switches, displaying the




network connection and hierarchical relationship of the managed resources by a
topology

Viewing the network details between the device nodes in the topology, such as

downstream and upstream rate, port information, ectc. and checking the
connection path

(OS]

and health status

Devices and
Resources

Recording

_ Heat Map Cameras

Features

Exporting the topology and abnormal data to check the device connection status

Maximum Performance

Cameras

Centralized ' Deployment:

Alarm lr—w—pugu(l;aumaﬁg of Secufity Control
Devices) B
Alarm Qutputs
_Recording Servers

| 3,000
13,000

3,000D .

64

Streaming servers

“Secmit_y Audit Server

ANPR Cameras
People Counting Cameras

Thermal Cameras

Queue Management Cameras

Recording Schedule

| Recording Schedule Template -

Event & Alarm

Picture

| Data Storage

‘ Users and Roles

Event and Alarm Rules

Storage of Events or Alarms without Pictures

| Events or Alarms Sent to Clients
| *The clients include Control Clients and Mobile Chleg_ts.

Notification Schedule Templates

Picture Storage

| 3,000

64
8

Recom_rn_gnded: 300
Recommended: 70

Recommended: 20'% '

| 200 |

Recommendegiéggm
10,000

Centralized Deployment:

3,000 o

Centralized Deployment:

100/s

120/s
100Clients/s

200

20/s (Stored in SYS Server)

*Including event/alorm pictures, face pictures, and 120/s (Stored in Recording
vehicle pictures. - Server)
| Data Retention Period N . Stored for 3 Years l
People Counting | 5 millien
Heat Map B - - 0.25 million |
ANPR | 60 million o '
| Events = e § _60 million -
| Alarms 60 miltion |
| Operation Logs o | Smillion - ‘
Service Information Logs 5 million _ |
| Service Errortogs o - wS_mi]li_c)n B ]
| Recording Tags 60 million ‘
Concurrent Accesses via Web Clients, Control Clients, 100 |
~and OpenAPI Clients '
Concurrent Accesses via Mobile Clients and OpenAPI 100 |
| Clients .
 Users 3,000




| Roles i | 3,000
| Vehicle Lists 00 T
. Vehicles per Vehicle List 5,000
Vehicle (ANPR} - Under Vehicle Surveillance Systems o 4 ]
; Vehicle Undercarriage Pictures T 3,000
Decoding Devices B T _._32 ~
I'_Smart Walls B 32 T
| Views L “IEJOO o
Smart Wall | View Groups T 100 . |
| Views in One View Group 10 T |
| Cameras in One View 150 :
Views Auto-Switched Simultaneously B :~ 32 ‘

Streaming Server’'s Maximum Performance

| E=is s Wik 3
' Video Input Bandwidth per Streaming Server . _ [ 300x2 Mbps

; Video Output Bandwidth per Streaming Server | 300 % 2 Mbps “ ,_j

Recording Requirements:

- Minimum of 15 frames per second at the camera resolution.

Native recording and analyzing any picture (quality picture), which
comes from camera.

. 4 months (120 Days) of 24 Hours recording on motion detection with
proven calculations, for all cameras at their native resolution on an online
storage

. Calculation must be provided for recording servers and bandwidth usage.




2) IP. CAMERAS

2.1)
Camero
Image Sensor 1/2.5" Progressive Scan CMQS
Min. lHumination Color: 0.008 lux @(F1.2, AGC ON), 0.011 fux @(F1.4, AGC ONJ, 0 lux with IR
Shutter Speed 1/3 s to 1/100,000 s
Slow Shutter Yes
Day & Night IR Cut Filter
Digital Noise Reduction 3D DNR
WOR 120d8
3-Axis Adjustment Pan: 0° to 360°, tilt: 0° to 90°, rotate: 0° to 360°
Lens
Focal Length 2.7t013.5 mm
Aperture F1.4
Focus Auto
Auto-lris DC drive
FOV Horizontat FOV: 116° to 30°, vertical FOV: 60° to 17°, diagonal FOV: 144° to 33.5°
Lens Mount ®14
IR
IR Range Upto 60 m
Wavelength 850nm
Compression Standard
Main stream: H.265/H.264
Video Compression Sub stream: H.265/H.264/MIPEG
Third stream: H.265/H.264/MIPEG
H.264 Type Main Profile/High Profile
H.264+ Main stream supports
H.265 Type Main Profile
H.265+ Main stream supports
Video Bit Rate 32 Kbps to 16 Mbps

Scalable Video Coding (SVC)  H.264 and H.265 encoding
Smort Feature-set

Line crossing detection, 1 line configurable

intrusion detection, up to 1 region configurable
Unattended baggage detection, 1 region configurable
Object removal detection, 1 region configurable

Face detection: detects faces

Scene change detection

Smart Event

Basic Event Motion detection, video tampering alarm, exception {network disconnected, IP
address conflict, illegal login, HOD full, HDD error)




Linkage Method

Region of interest
image

Max. Resolution

Main Stream

Sub-Stream

Third Stream
image Enhancement
Image Settings

Target Cropping
Day/Night Switch

Netwark

Network Storage

Protocols

General Function

API

Security
Simultaneous Live View

User/Host

Web Browser

Interface

Audio

Alarm

Video Output
Communication interface
On-board storage

Reset Button

Trigger recording: memory card, network storage, pre-record and post-record
Trigger captured pictures uploading: FTP, HTTP, NAS, Email
Trigger notification: HTTP, ISAPI, alarm output, Email

Support 5 fixed regions for main stream and sub-stream

2688 x 1520

50Hz: 25 fps (2688 x 1520, 2304 x 1296, 1920 x 1080, 1280x720)
60Hz: 30 fps (2688 x 1520, 2304 x 1296, 1920 x 1080, 1280x720)

SO0Hz: 25 fps {640 x 480, 640 x 360, 320 x 240)
60Hz: 30 fps {640 x 480, 640 x 360, 320 x 240)

S0Hz: 25 fps {1280 = 720, 640 x 360, 352 x 288)
60Hz: 30 fps (1280 x 720, 640 x 360, 352 x 240)

BLC/3D DNR/HLC

Rotate mode, saturation, brightness, contrast, sharpness, AGC, and white balance are
adjustable by client software or web browser’

Yes

Day/Night/Auto/Schedule/Triggered by alarm in

MicroSD/SOHC/SDXC card (128 GB), local storage and NAS (NFS,SMB/CIFS), ANR

Together with high-end memory card, memory card encryption and health detection
are supported.

TCP/IP, ICMP, HTTP, HTTPS, FTP, DHCP, DNS, DONS, RTP, RTSP, RTCP, PPPoE, NTP,
UPRP, SMTP, SNMP, IGMP, 802.1X, QoS, IPv6, UDP, Bonjour, SSL/TLS

Anti-flicker, three streams, heartbeat, mirror, privacy masks, password reset via e-mail,
pixel counter, HTTP listening

ONVIF (PROFILE S, PROFILE G, PROFILE T), 1SAPI, SDK, ISUP

Password protection, complicated password, HTTPS encryption, 802.1X authentication
(EAP-TLS 1.2, EAP-LEAP, EAP-MDS), watermark, IP address filter, basic and digest
authentication for HTTP/HTTPS, WSSE and digest authentication for ONVIF, TLS1.2

Up to 6 channels

Up to 32 users
3 levels: Administrator, Operator and User

Plug-in required live view: [E8+
Plug-in free live view: Chrame 57.0+, Firefox 52.0+, Safari 11+
Local Service: Chrome 41.0+, Firefox 30.0+

1 input {line in, 3.5 mm), 1 output (line out, 3.5 mmj}, mono sound
1 input, 1 output (max. 12 VDC, 30 mA)

1Vp-p Composite Output{?50) (For adjustment only)

1 RJ45 10M/100M self-adaptive Ethernet port

Built-in micro SD/SDHC/SDXC slot, up to 128 GB

Yes




Audio

Environment Noise
Filtering

Audio Sampling Rate

Audio Compression
Audio Bit Rate

General

Web Client Language

Operating Conditions
Power Supply

Power Consumption and
Current
Protection Level

Material

fﬂ-‘f

' |
v

Yes

BkHz/16kHz/32kH2/44.1kHZ/48kHz
G722.1/G.711/G726/MP2L2/PCM/MP3

64Kbps(G.711)/16Kbps(G.722.1)/16Kbps(G.726)/32~192Kbps(MP2L2)/8Kbps-
320Kbps(MP3)

32 languages

English, Russian, Estonian, Bulgarian, Hungarian, Greek, German, Italian, Czech, Slovak,
French, Polish, Dutch, Portuguese, Spanish, Romanian, Danish, Swedish, Norwegian,
Finnish, Croatian, Slovenian, Serbian, Turkish, Korean, Traditional Chinese, Thai,
Vietnamese, Japanese, Latvian, Lithuanian, Portuguese {Brazil)

30 °C to +60 °C (-22 °F to +140 °F), Humidity 95% or less (non-condensing)

12 VDC + 25%, terminal block for DCinput
PoE(802.3at, class 4)

12VDC, 1.2 A, max. 144 W
PoE {802.3at, 42.5V to 57V), 0.5 Ato 0.3 A, max. 18 W

P67, IK10
Metal

2.2) 4 MP IR Varifocat Dome Network Camera, OTY(201),

Camera

Image Sensor
Min. fllumination
Shutter Speed
Slow Shutter

Day & Night
Digital Noise Reduction
WDR

3-Axis Adjustment
Lens

focal Length
Aperture

Focus

Auto-lris

FOV

Lens Mount
IR

IR Range
Wavelength

1/2.5" Progressive Scan CMOS

Color: 0.008 lux @(F1.2, AGC ON), 0.011 lux @(F1.4, AGC ON), O fux with IR
1/3 s to 1/100,000 s

Yes

IR Cut Filter

3D DNR

120d8B

pan: 0° to 355°, tilt; 0° to 75°, rotate: 0° to 355°

2.7t013.5mm
Fl.4

Auto

DC drive

Horizontal field of view: 116° to 30°
Vertical field of view: 60° to 17°
Diagonal field of view: 1447 to 33.5°

14

Uptod0m
850nm




Compression Standard

Video Compression

H.264 Type
H.264+

H.265 Type
H.265+

Video Bit Rate

Scalable Video Coding (SVC)

Smaort Feature-set

Smart Event

Basic Event

Linkage Method

Region of Interest
Image

Max. Resolution

Main Stream

Sub-Stream

Third Stream
Image Enhancement
Image Settings

Target Cropping
Day/Night Switch
Network

Network Storage

Protocols

General Function

Main stream: H.265/H.264

Sub stream: H.265/H.264/MIPEG
Third stream: H.265/H.264/MJPEG
Main Profile/High Profile

Main stream supports

Main Profile

Main stream suppaorts

32 Kbps to 16 Mbps

H.264 and H.265 encoding

Line crossing detection, 1 line configurable

Intrusion detection, up to 1 region configurable
Unattended baggage detection, 1 region configurable
Object removal detection, 1 region configurable

Face detection: detects faces

Scene change detection

Motion detection, video tampering alarm, exception (network disconnected, 1P address
conflict, illegal login, HDD fuli, HDD error)

Trigger recording: memory card, network storage, pre-record and post-record
Trigger captured pictures uploading: FTP, HTTP, NAS, Email
Trigger notification: HTTP, ISAPL, alarm output, Email

Support 5 fixed regions for main stream and sub-stream

2688 x 1520

SOHz: 25 fps {2688 x 1520, 2304 x 1296, 1920 x 1080, 1280x720)
60Hz: 30 fps (2688 x 1520, 2304 x 1296, 1920 x 1080, 1280x720)

50Hz: 25 fps (640 x 480, 640 x 360, 320 x 240)
60Hz: 30 fps (640 x 480, 640 x 360, 320 x 240)

SOHz: 25 fps (1280 % 720, 640 x 360, 352 x 288)
60Hz: 30 fps (1280 = 720, 640 x 360, 352 x 240)

BLC/3D DNR/HLC

Rotate mode, saturation, brightness, contrast, sharpness, AGC, and white balance are
adjustable by client software or web browser

Yes

Day/Night/Auto/Schedule/Triggered by alarm in

MicroSD/SDHC/SDXC card {128 GB), local storage and NAS (NFS, SMB/CIFS), ANR
Together with high-end memory card, memory card encryption and health detection are
supported.

TCP/iP, ICMP, HTTP, HTTPS, FTP, DHCP, DNS, DDNS, RTP, RTSP, RTCP, PPPOE, NTP, UPnP,
SMTP, SNMP, IGMP, 802.1X, QoS, IPv6, UDP, Bonjour, SSL/TLS

Anti-flicker, three streams, heartbeat, mirror, privacy masks, password reset via e-mail,
pixel counter, HTTP listening




APl
Simultaneous Live View

User/Host

Web Browser

Interface

Audio

Alarm

Video Output
Communication interface
On-board storage

Reset Button

Audio

Environment Noise Filtering

Audio Sampling Rate

Audio Compression
Audio Bit Rate

General

Web Client Language

Operating Conditions
Power Supply

Power Consumption and
Current
Protection Level

Material

ONVIF (PROFILE S, PROFILE G, PROFILE T), ISAPI, SDK, ISUP
Up to 6 channels

Up to 32 users

3 Levels: Administrator, Operator and User

Plug-in required live view: 1E8+

Plug-in free live view: Chrame 57.0+, Firefox 52.0+, Safari 11+
Local Service: Chrome 41.0+, Firefox 30.0+

1 input {line in, 3.5 mm), 1 output (line out, 3.5 mm), mono sound
1 input, 1 output {max. 12 VDC, 30 mA)

1Vp-p Composite Output{75Q1) (For adjustment only)

1 RJ45 10M/100M self-adaptive Ethernet port

Built-in micro SD/SDHC/SDXC stot, up to 128 GB

Yes

Yes
8kHz/16kHz/32kHz/44.1kHZ/48kHz
G722.1/G.711/G726/MP2L2/PCM/MP3

64Kbps|G.711)/16Kbps|G.722.1)/16Kbps(G.726)/32-192Kbps{MP2L2)/8Kbps-
320Kbps(MP3)

32 languages

English, Russian, Estonian, Bulgarian, Hungarian, Greek, German, Italian, Czech, Slovak,
French, Polish, Dutch, Portuguese, Spanish, Romanian, Danish, Swedish, Norwegian,
Finnish, Croatian, Slovenian, Serbian, Turkish, Korean, Traditional Chinese, Thai,
Vietnamese, Japanese, Latvian, Lithuanian, Portuguese (Brazil)

=30 °C to +60 °C{-22 °F to +140 °F), Humidity 95% or less {non-condensing)

12 VDC t 25%, terminal block for DC input
PoE(802.3af, class 3)

12VDC, 0.9 A, max. 10.5W
PoF (802.3af, 36V to 57V), 0.4 Ato 0.2 A, max. 12.5 W

IP66, IK10
Metal




2.3) x

Camera Module

Image Sensor

Min. lHlumination

White Balance

Shutter Time
Day & Night
Digital Zoom

Privacy Mask

Focus Mode

3D DNR

BLC

HLC

WDR

Defog

EIS

Regional Exposure
Regional Focus

Rapid Focus

Lens

Focal Length

Zoom Speed

Field of View

Aperture

PTZ

Movement Range (Pan)

Pan Speed

Movement Range (Tilt)

1/2.8" progressive scan CMOS

Color: 0.002 Lux @(F1.2, AGC ON)
B/W:0.0002 Lux @(F1.2, AGC ON})

0 Lux with IR

Auto/Manual/ATW (Auto-tracking White

Balance)/indoor/QOutdoor/Fluorescent Lamp/Sodium Lamp

110 1/30,000s
IR Cut Filter
16 x

Up to 24 masks, polygon region, mosaic mask, mask color

configurable
Auto/Semi-automatic/Manual
Yes

Yes

Yes

120 dB

Yes

Yes

Yes

Yes

Yes

4.8 to 153 mm, 32 x optical zoom

Approx. 5.6 s (optical lens, wide-tele)

Horizontal field of view: 58.4° to 2.14° (wide-tele)
Vertical field of view: 33.8° to 1.2° (wide-tele)
Diagonal field of view: 65.6" to 2.46° (wide-tele)
F1.2

360° endless

Configurable, from 0.1°/s t0 210°/s
Preset speed: 280°/s

From -15° to 90° {auto flip)




Tilt Speed

Proportional Zoom

Presets
Patrol Scan

Pattern

Power-off Memory

Park Action

3D Positioning

PTZ Status Display

Preset Freezing

Scheduled Task

Smart Features

Face Capture

Road Traffic

Basic Event

Smart Event

Smart Tracking

Alarm Linkage

Smart Record

ROI

IR

IR Distance
Smart IR
Image

Max. Resolution

&
,

Configurable, from 0.1°/s to 150°/s

Preset speed: 250°/s

Yes

300

8 patrols

4 pattern scans

Yes

Preset/Pattern Scan/Patrol Scan/Auto Scan/Tilt Scan/Random
Scan/Frame Scan/Panorama Scan

Yes

Yes

Yes

Preset/Pattern Scan/Patrol Scan/Auto Scan/Tilt Scan/Random
Scan/Frame Scan/Panorama Scan/Dome Reboot/Dome
Adjust/Aux Output

Support detecting up to 30 faces at the same time. Support
detecting, tracking, capturing, grading, selecting of face in
motion, and output the best face picture of the face.

Support vehicle detection (license plate number, vehicle model,
and vehicle color recognition)

Audio exception detection, motion detection, alarm input and

output

Intrusion detection, line crossing detection, region entrance
detection, region exiting detection, unattended baggage
detection, object removal detection

Manual tracking, auto tracking (support tracking specified target
types such as human and vehicle), event tracking

Preset, patrol scan, pattern scan, memory card video recording,
sending email, notify surveillance center, upload to FTP, NAS.
video recording

ANR (Automatic Network Replenishment), Dual-VCA

dynamic face tracking, dynamic license plate tracking, dynamic
target tracking

300m
Yes

1920 x 1080




Main Stream

Sub-Stream

Third Stream

SvC

Video Compression
H.264 Type

H.265 Type

H.264+

H.265+
Audio Compression

Network

Network Storage

Protocols

API

Simultaneous Live View

User/Host

Security Measures

Web Browser
interface
Alarm

Audio

Network Interface
RS-485
BNC

S5CHz: 50fps (1920 x 1080, 1280 = 960, 1280 x 720)

60Hz: 60fps (1920 x 1080, 1280 x 960, 1280 x 720}

S50Hz: 25fps {704 x 576, 640 x 480, 352 x 288)

60Hz: 30fps (704 x 480, 640 x 480, 352 x 240)

SQ0Hz: 25fps (1920 x 1080, 1280 x 960, 1280 x 720, 704 x 576,
640 x 480, 352 x 288)

60Hz: 30fps {1920 x 1080, 1280 x 960, 1280 x 720, 704 x 480,
640 x 480, 352 x 240)

Yes

H.265/H.264/MIPEG

baseline profile, main profile, high profile

main profile

Yes

Yes
G.711alaw/G.711ulaw/G.722.1/G.726/MP2L2/PCM

Built-in memory card slot, support Micro SD/Micro SDHC/Micro
SDXC, up to 256 GB; NAS (NFS, SMB/ CIFS), ANR

IPva4/IPv6, HTTP, HTTPS, 802.1x, Qos, FTP, SMTP, UPnP, SNMP,
DNS, DDNS, NTP, RTSP, RTCP, RTP, TCP/IP, DHCP, PPPoE, UDP,
IGMP, ICMP, Bonjour

ONVIF {Profile S, Profile G, Profile T), ISAPI, SDK

Up to 20 channels

Up to 32 users. 3 user levels: administrator, operator and user
User authentication (ID and PW), Host authentication {MAC
address); HTTPS encryption; |IEEE 802.1x port-based network
access control; IP address filtering

IE 8 to 11, Chrome 31.0+, Firefox 30.0+, Safari 11+

7-ch alarm input/2-ch alarm output

1-ch audio input, 2.0 to 2.4Vp-p, 1k Chm + 10%
1-ch audio output , line level, impedance: 6000
RJ4S, self-adaptive 10 M/100 M Ethernet interface
Half duplex, , Pelco-P, Pelco-D, self-adaptive

1.0 V [p-p]/75 Q, NTSC {or PAL) composite




General

Language

Power

Working Environment

Protection Level

2.4)

Camera
Jmage Sensor

Min. tlumination

Shutter Speed

Stow Shutter

P/N

Wide Dynamic Range
Day & Night
Power-off Memory
Lens

Focus

Lens Type & FOV

Aperture

tens Mount
Blue Glass Module
P-Iris

IHuminator

IR Range

32 languages. English, Russian, Estonian, Bulgarian, Hungarian,
Greek, German, Italian, Czech, Slovak, French, Polish, Dutch,
Portuguese, Spanish, Romanian, Danish, Swedish, Norwegian,
Finnish, Croatian, Slovenian, Serbian, Turkish, Korean, Traditional
Chinese, Thai, Vietnamese, Japanese, Latvian, Lithuanian,
Portuguese (Brazil)

24V, 3.0 A, 50/60Hz, AC {Max. 60 W), Hi-PoE, 42.5t0 57V, 1.41
A (Max. 50 W)

Total max. 60 W, including max. 18 W for IR, max. 6 W for heater
Temperature: -40°C to 70°C (-40°F to 158°F), humidity: £ 95%
IP66 Standard

1/1.8” Progressive Scan CMOS

Color: 0.001 Lux @ (F1.2, AGC ON); B/W:0.0003 Lux @ (F1.2,
AGC ON)

1sto 1/100,000 s

Yes

P/N

140 dB

IR cut filter

Yes

Auto, semi-auto, manual,

2.8 to 12 mm, horizontal FOV: 107.3° to 35.8°, vertical FOV:
55.9° to 22.3°, diagonal FOV: 130.1° to 45.7°

8 to 32 mm, horizontal FOV: 40.3° to 14.4°, vertical FOV: 22.1°to
8.2° diagonal FOV: 46.9° to 16.5°

2.8t012mm:F1.2t02.5

8to32mm:F1.7toF1.73

Integrated

Blue glass module to reduce ghost phenomenon.

Yes

28to12mm:30m
8to32mm:80m




Wavelength

Smart Supplement Light
Video

Max. Resolution

Main Stream

Sub-Stream

Third Stream

Fourth Stream

Fifth Stream

Custom Stream

Video Compression

Video Bit Rate
H.264 Type
H.265 Type
H.264+

H.265+

Bit Rate Control

Stream Type

Scalable Video Coding (5V()
Region of Interest (ROH)
Audio

Environment Noise Filtering
Audio Sampling Rate

Audio Compression

Audio Bit Rate

Audio Type

Network

Simultaneous Live View
API

Protocols

850 nm
Yes

1920 x 1080

50Hz: 50fps {1920 x 1080, 1280 x 720)

60Hz: 60fps (1920 x 1080, 1280 x 720)

50Hz: 25fps (704 x 576, 640 x 480)

60Hz: 30fps (704 x 480, 640 x 480)

SOHz: 25fps (1920 x 1080, 1280 x 720, 704 x 576, 640 x 480)
60Hz: 30fps (1920 x 1080, 1280 x 720, 704 x 480, 640 x 480)
50Mz: 25fps (1920 x 1080, 1280 x 720, 704 x 576, 640 x 480)
60Hz: 30fps {1920 x 1080, 1280 x 720, 704 x 480, 640 x 480)
S0Hz: 25fps (704 x 576, 640 x 480)

60Hz: 30fps {704 x 480, 640 x 480)

50Hz: 25fps {1920 x 1080, 1280 x 720, 704 x 576, 640 x 480)
60Hz: 30fps (1920 x 1080, 1280 x 720, 704 x 480, 640 x 480)
Main stream: H.265+/H.265/H.264+/ H.264
Sub-stream/Third stream/Fourth stream/Fifth stream/custom
stream; H.265/H.264/MIJPEG

32 Kbps to 16 Mbps

Baseline Profile/Main Profile/High Profile

Main Profile

Main Stream supports

Main Stream supports

CBR/VBR

Main stream/sub-stream/third stream/fourth stream/fifth
stream/custom stream

H.265 and H.264 support

4 fixed regions for each stream

Yes

8 kHz/16 kHz/32 kHz/44.1 kHz/48 kHz
G.711/6.722.1/G.726/MP21.2/PCM/MP3
64Kbps{G.711)/16Kbps{G.722.1}/16Kbps{G.726)/32-
192Kbps(MP212)/32Kbps(PCM)/8-320Kbps(MP3)
Mono sound

Up to 20 channels

ONVIF (PROFILE S, PROFILE G, PROFILE T), ISAPI, SDK, iSUP
TCP/IP, ICMP, HTTP, HTTPS, FTP, SFTP, SRTP, DHCP, DNS, DDNS,
RTP, RTSP, RTCP, PPPoE, NTP,UPNnP, SMTP, SNMP, IGMP, 802.1X,
QoS, |Pv6, UDP, Bonjour, SSL/TLS




Smooth Streaming
User/Host

Security

Network Storage

Web Browser

Image

Smart IR

Day/Night Switch

Target Cropping

Distortion Correction

Distortion

Picture Overlay

Image Enhancement
Image Parameters Switch

Image Settings

SNR
Interface
Alarm

Audio

RS-485

Video QOutput
On-board Storage
Hardware Reset

Yes

Up to 32 users. 3 user levels: administrator, operator and user
Password protection, complicated password, HTTPS
encryption,802.1X authentication (EAP-TLS, EAP-LEAP, EAP-
MDS5), watermark, IP address filter, basic and digest
authentication for HTTP/HTTPS, WSSE and digest authentication
for ONVIF, RTP/RTSP OVER HTTPS, Control Timeout Settings,
Security Audit Log, TLS 1.2

microSD/SDHC/SDXC card (256 GB) local storage, and NAS (NFS,
SMB/CIFS), auto network replenishment (ANR)

Together with high-end memory card, memory card encryption
and health detection are supported.

Plug-in required live view: IE8+

Plug-in free live view: Chrome 57.0+, Firefox 52.0+, Safari 11+
Local service: Chrome 41.0+, Firefox 30.0+

The IR LEDs on camera should support Smart IR function to
automatically adjust power to avoid image overexposure.

Day, Night, Auto, Schedule, Triggered by Alarm In, Triggered by
Video

Yes

Yes

LOGO picture can be overlaid on video with 128 x 128 24bit bmp
format

BLC, HLC, 3D DNR, Defog, EIS, Distortion Correction

Yes

Rotate mode, saturation, brightness, contrast, sharpness, gain,
white balance adjustable by client software or web browser

252 dB

2 input, 2 outputs (max. 24 VDC, 1 A)

With -Y:

1 input {line in), 3.5 mm connector, max. input amplitude: 3.3
vpp, input impedance: 4.7 KQ, interface type: non-equilibrium; 1
output (line out), 3.5 mm connector, max. output amplitude: 3.3
vpp, output impedance: 100 Q, interface type: non-equilibrium,
mono sound

With -Y: 1 RS-485(half duplex, Pelco-P, Pelco-D, self-adaptive)

1 Vp-p Composite Output(75(/CVBS)(For debugging only)
Built-in micro SD/SDHC/SDXC slot, up to 256 GB

Yes




Communication interface

Power Output

Heater
Smart Feature-Set

Basic Event

Smart Event

Counting
Intelligent

Premier Protection

General

Linkage Method

Online Upgrade
Dual Backup

Web Client Language

1 RJ45 10M/100M/1000M self-adaptive Ethernet port

With -Y: 12 VDC, max. 200 mA (supported by all power supply
types)

Yes

Motion detection, video tampering alarm, vibration detect;on,
exception (network disconnected, IP address conflict, illegal
fogin, HDD full, HDD error), black/white list of license plate
Line crossing detection, up to 4 lines configurable

intrusion detection, up to 4 regions configurable

Region entrance detection, up to 4 regions configurable
Region exiting detection, up to 4 regions configurable
Unattended baggage detection, up to 4 regions configurable
Object removal detection, up to 4 regions configurable
Scene change detection, audio exception detection, defocus
detection

Yes

Line crossing, intrusion, region entrance, region exiting

Support alarm triggering by specified target types {human and
vehicle)

Filtering out mistaken alarm caused by target types such as leaf,
light, animal, and flag, etc.

Upload to FTP/NAS/memory card, notify surveillance center,
send email, trigger alarm output, trigger recording, trigger
capture

Trigger recording: memory card, network storage, pre-record
and post-record

Trigger captured pictures uploading: FTP, SFTP, HTTP, NAS, Email
Trigger notification: HTTP, ISAP], alarm output, Email

Yes

Yes

33 languages

English, Russian, Estonian, Bulgarian, Hungarian, Greek, German,
Italian, Czech, Slovak, French, Polish, Dutch, Portuguese, Spanish,
Romanian, Danish, Swedish, Norwegian, Finnish, Croatian,
Slovenian, Serbian, Turkish, Korean, Traditional Chinese, Thai,
Vietnamese, Japanese, Latvian, Lithuanian, Portuguese (Brazil),
Ukrainian




General Function

Software Reset
Storage Conditions

Startup and Operating
Conditions

Power Supply

Power Consumption and
Current

Power Interface
Material

Metadata

Metadata

I ?:g';
]

Anti- flicker, 5 streams and up to 5 custom streams, EPTZ,
heartbeat, mirror, privacy masks, flash log, password reset via e-
mail, pixel counter

Yes

-40°C to 60 °C (-40 °F to 140 °F). Humnidity 95% or less (non-
condensing)

-40 °C to 60 °C (-40 °F to 140 °F). Humidity 95% or less {non-
condensing)

12 VDC + 20%, three-core terminal block, reverse polarity
protection; PoE: 802.3at, Type 2 Class 4

12VvDC, 1.33 A, max. 16.0W

PoE: (802.3at, 42.5V-57V), 0.43 A to 0.31 A, max. 18.0W
Three-core terminal block

Aluminum alloy body

Metadata of intrusion detection, line crossing detection, region
entrance detection, region exiting detection, unattended
baggage detection, object removal are supported.




3) NVR/RECORDING

Video/Audio
input

Network

Video/Audio
output

Decoding

Network
management

Hard disk

Disk array

External
interface

General

IP video input
Two-way audio
Incoming bandwidth

Qutgoing bandwidth

Remote connection

Recording resolution

CVBS output
{Optional}

VGA1 /HDMI1 output
resolution

VGA2 /HDMI2 output
resolution

Audio output

Decoding format

Live view/Playback
resolution

Network protocols

SATA

eSATA

Capacity

Array type
Number of arrays
Network interface
Serial interface
USB interface
Alarm infout
Power supply

Consumption
(without hard disk)

Waorking temperature

Working humidity

NVR 32-ch B SATA
32-ch
Up to 12 MP resolution
1-ch, RCA {2.0Vp-p, 1 k?)
320 Mbps
or 200 Mbps (when RAID is enabled)
256 Mbps, or 200 Mbps {(when RAID is enabled)
128

128 Mbps

12 MP/8 MP/6 MP/5 MP/4 MP/3
MP/1080p/UXGA/720p/VGA/ACIF/DCIF/2CIF/CIF/QCIF

1-ch, BNC (1.0 Vp-p, 75 Q), resolution: PAL: 704 x 576, NTSC: 704 x 480
HDMI1: 4K (3840 x 2160)/60Hz, 4K (3840 x 2160)/30Hz, 2K (2560 x
1440)/60Hz, 1920 x 1080p/60Hz, 1600 x 1200/60Hz, 1280 x
1024/60Hz, 1280 x 720/60Hz, 1024 x 768/60Hz

VGATL: 2K {2560 x 1440)/60Hz, 1920 x 1080p/60Hz, 1600 x 1200/60Hz,
1280 x 1024/60Hz, 1280 x 720/60Hz, 1024 x 768/60Hz

1920 x 1080p/60Hz, 1280 x 1024/60Hz, 1280 x 720/60Hz, 1024 x
768/60Hz

2-ch, RCA (2.0Vp-p, 1 K0}
H.265/H.265+/H.264/H.264+/MPEG4

12 MP/8 MP/6 MP/S
MP/1080p/UXGA/720p/VGA/4CIF/DCIF

J2CIF/CIF/QCIF

TCP/IP, DHCP, Rik-Connect, DNS, DDNS, NTP, SADP, SMTP, NFS, iSCS!,
UPnP™, HTTPS

8 SATA interfaces

1 eSATA interface

Up to 1078 capacity for each HDD

RAIDQ, RAID1, RAIDS, RAIDG, RAID10

2

2, RJ-45 10/100/1000 Mbps self-adaptive Ethernet interface
R8-232; RS-485; Keyboard

Front panel: 2 x USB 2.0; Rear panel: 1 x USB 3.0

16/4

100 to 240 VAC, 50 to 60 Hz, 2 A

MP/4 MP/3

<30W

-10°Cto 55 °C (14 °F to 131 °F)
10t0 90 %




Video/Audio
input

Video/Audio
output

Decoding

Network
management

Hard disk

Disk array

External
interface

General

IP video input

Incomin
bandwidth

Outsoip
bandwidth

Recording
resolution

CVBS output
(Optiona

VGAL /HDMI1
output resolution

VGA2 /HDMI2
output resolution

Audio output
Decoding format

Live view/Playback
resolution

Network protocols

SATA

eSATA

Capacity

Array type
Two-way audio
Network interface
Serial interface
USB interface
Alarm infout
Power supply

Consumption
{without hard disk)

Working
temperature

Working humidity

g

NVR 64-ch 16 SATA
64-ch
320 Mbps
or 200 Mbps (when RAID is enabled)

256 Mbps, or 200 Mbps (when RAID is enabled)

12 MP/8 MP/6 MP/S MP/4 MP/3 MP/1080p/UXGA/720p/VGA/4CIF/DCIF
BN /3 MP/1080p/UXGA/720p/NGA/ACIF/

1-ch, BNC {1.0 Vp-p, 75 Q}, resolution: PAL: 704 x 576, NTSC: 704 x 480

VGAL: ZKP—SZSGO x 1440)/60Hz, 1920 x 1080/60Hz, 1280 x 1024/60Hz, 1280
x 720/60Hz, 1024 x 768/60Hz

HDMI1: 4K (3840 x 21606{60Hz, 4K (3840 x 2160)/30Hz, 2K (2560 x
1440)/60Hz, 1920 x 1080/60Hz, 1600 x 1200/60Hz, 1280 x 1024/60Hz,
1280'% 720/60Hz, 1024 x 768/60Hz

1920 x 1080/60Hz, 1280 x 1024/60Hz, 1280 = 720/60Hz, 1024 x 768/60Hz

2-ch, RCA (Linear, 1 KQ)
H.265/H.265+/H.264/H.264+/MPEGA

12 MP/8 MP/6 MP/S MP/4 MP/3 MP/1080p/UXGA/720p/VGA/ACIF/DCIF
/ZCIF/CIF/Q(,ZlF / /720p/

TCP/IP, DHCP, Hik-Connect, DNS, DDNS, NTP, SADP, SMTP, NFs, iSCs],
UPNP™, HTTPS

16 SATA interfaces

1 eSATA interface

Up to 107TB capacity for each HDD

RAIDQ, RAID1, RAIDS, RAID6, RAID10O

1-ch, RCA (2.0 Vp-p, 1 k Q)

2, R1-45 10/100/1000 Mbps self-adaptive Ethernet interface
RS-232; RS-485; Keyboard

Front panel: 2 x USB 2.0; Rear panel: 1 x USB 3.0

16/8

100 to 240 VAC, 50to 60 Hz, 2 A

S45W

-10 °C to 55 °C (14 °F to 131 °F}

10t0 90 %




4) NETWORK SWITCHES
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o The switch should be at least a layer 2 100 Mbps PoE switch. Based on wire-speed
forwarding, the switch supports Ethernet PoE power supply and extend mode. The
power supply distance reaches as long as 300 m. Tt also supports prior and stable
transmission of the important surveillance area video when connected to the high
priority ports.

parameters transmission Ports 17 to 24
Link aggregation port Glto G2
MAC address table 4K
Switching capacity 8.8 Gbps
Packet forwarding rate 6.547 Mpps
internal cache 2.75 Mbits
PoE standard IEEE 802.3af, IEEE 802.3at
Ports for long-distance transmission (17-24) support 8-core power
supply, Ethernet cable 1/2/3/6 and 4/5/7/8 provide simultaneous
PoE power pin power supply
PoE power Ports for close-range transmission {1-16) support 4-core power
supply supply, Ethernet cable 1/2/3/6 provide power supply
PoE port Ports 1 to 24
Max. port power 30w
PoE power budget 370 W
Max. power consumption 400 W
Shell Metal material
Gross weight 3.62 kg (7.98 Ib)
Net weight 2.75 kg (6.06 1b)
Dimension (L x H x D} 440 mm x 44 mm x 220.8 mm (17.3" x 1.73"” = 8.7")
Operating temperature -10°C to 55 °C (14 °F to 131 °F)
General

Port number

Port type
Standard
Forwarding mode
Working mode

Storage temperature
Operating humidity
Storage humidity

Power supply

Power consumption in idle

SPECIFICATION
24 x 100 Mbps PoE ports, 2 x 1000 Mbps combos
RJ45 port, full duplex, MDI/MDI-X adaptive
IEEE 802.3, IEEE 802.3u, IEEE 802.3x
Store-and-forward switching
Standard mode (default); Extend mode

-40 °C to 85 °C (-40 °F to 185 °F)

5% to 95% (no condensation)

5% to 95% (no condensation)

100 to 240 VAC, 50/60 Hz, Max. 6.5 A
30w
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Port number
Switching capacity
Packet forwarding rate
MAC address table
Dimensions{L x H x D)
Consumption

Power supply

Environment

MAC exchange

VLAN

STP

Multicast

QoS

Security

Reliability

Management

SPECIFICATION
24 x 10/100/1000Base-T ports, 4 1000Base-X SFP ports, 1 Console port

56Gbps

42Mipps

8K
440 mm x 45 mm x 230 mm
<15W

AC: 100V-240V, 50Hz+10%
Operating temperature/humidity: 0°C-45°C, 5%-95% non-condensing

Storage temperature/humidity: -20°C-70°C; 5%-95% non-condensing
Static configuration and dynamic MAC {earning; MAC browsing and removal
Configurable aging time of the MAC address; Limited number of learnable
MAC addresses; MAC filtration

4K VLAN; GVRP; QinQ; Private VLAN

802.1D (5TP), 802.1W (RSTP) and 802.15 {MSTP)

8PDU protection, root protection, and loopback protection
IGMP v1/v2/v3

IGMP snooping

IGMP Fast Leave

Multicast group strategy and guantity limitation

Flow classification based on L2~4 protocols

CAR flow limit

802.1P/DSCP priority re-tabeling

SP, WRR, and “SP+WRR”

Congestion avoidance mechanisms like Tail-Drop and WRED
Flow monitoring and flow shaping

L2/1L3/L4 ACL flow identification and filtration

DDoS attack prevention, TCP's SYN Flood attack prevention, UDP Flood attack

preventicn, etc

Broadcast/multicast/unknown unicast storm-control
Port isolation

Port security, and “IP+MAC+port” binding
Static/LACP link aggregation

EAPS and ERPS

Console, Telnet, SSH2.0, Web

SNMP v1/v2/v3

TFTP

RMON




5) 24 ports Patch Panels -~ OTY( 17 ) :

® >

o

G.

IL

Category 6 hardware patch panel when loaded with RJ45 K6 jacks.

Compatible with jacks having keystone mounting optimized for the K6 and K5S¢
range.

Dust protected ports when loaded with K6 or KSe jacks.

Compact modular patch panel.

Cable management tray (Classic versions).

Flexible labelling facilities - port by port for black aluminum versions. according
EIA/TIA 606.

Port blanking and colored identification caps options.

Delivered with screws, cage nuts, carthing bolt, cable ties.

Note: The bidder should provide cabinets in each IT room to mount his switches and

patch panels inside it.

6) DECODER-OTY(1):

 SPECIFICATION

| WSXGA: 1680x1050/60Hz

WXGA: 1440x900/60Hz

WXGA: 1280x800/60Hz, 1366x768/60Hz,
1080p: 1920 x 1080@50/60Hz

Video/Aud | VGA and DVI-l | ;yca. 1600 x 1200@60Hz

io input input

XVGA: 1280 x 960@60Hz
720p: 1280 x 720@50Hz/60Hz
SXGA: 1280 x 1024@60Hz
XGA: 1024 x 768@60Hz

16-ch

4K: 3840 x 2160@30Hz ( for odd interface only)
| 1080p: 1920 x 1080@50/60Hz

WSXGA: 1680x1050/60Hz

: HDMI output
Video/Aud UXGA: 1600 x 1200@60Hz (for odd interface only)

io output

720p: 1280 x 720@50Hz/60Hz2
SXGA: 1280 x 1024@60Hz
XGA: 1024 x 768@60Hz

BNC output 8-ch, 2DB 15




Decoding

interface

resolution Up to 12MP ‘
Decoding |
N channel 128-ch '
Audio/ 12MP@20fps:16-ch
Video
Aol 8MP@30fps: 32-ch
decoding | Decoding ‘ SMP@30fp5' 48-ch
s capability [ ps:
3IMP@30fps: 80-ch
1080p@30fps/3 Mbps: 128-ch
Split'screen 1/4/6/8/9/12/16/25/36
2, 10/100/1000 Mbps self-adaptive management
Network network interface
interface 2, 10/100/1000 Mbps self-adaptive Ethernet interface
| 16, 10M/100 Mbps self-adaptive Ethernet interface @
Serial interface | 1 RS-232 (RJ45), 1 RS-485
'Extérnal ;Tr:/vo-way audio 1-ch, 3.5 mm connector (2.0 Vp-p, 1 KQ)

Two-way audio
out

1-ch, 3.5 mm connector (2.0 Vp-p, 1 KQ)

Audio output

16-ch, 2 DB 15

Alarm input

8

| Alarm out

8

‘General

Power supply

100 to 240 VAC

Power
consumption

<108 W

Working
temperature

-10 °Cto +55 °C (14 °F to 131 °F)

Working

L humidity

10% to 90%

1




== YR

7) LCD Display (Video Walh)- OTY(9 ) :

The Bidder is responsible to create a video wall using the 9 LCD display which should meet

the below specification:

e 4K signal input, auto loop up to 30 screens with HDMI/DP interfaces

e Switching between three picture modes: Monitoring, Meeting, and Movie

e Direct-lit LED backlight with uniform brightness and no boundary shadows

e 1920 x 1080 resolution, 178° viewing angle

e Ultra-narrow 3.5 mm bezel design

s Anti-glare, high definition, high brightness, high color gamut, and vivid images with rich
colors

e Stable and 24-hour continuous working

s Metal casing for preventing from radiation and magnetic & electric field interference

Display

Interface

Power

Working
Environment

General

Screen Size

Active Display Area
Backlight

Pixel Pitch

Physical Seam

Bezel Width
Resolution

Brightness

Viewing Angle

Color Depth

Contrast Ratio
Response Time

Color Gamut

Surface Treatment
Video & Audio input
Video & Audio Qutput
Control Interface
Power Supply

Power Consumption
Standby Consumption
Working Temperature
Working Humidity
Storage Temperature
Storage Humidity
Casing Material

VESA

Product Dimension (W x H x D)

Package Dimeansion (W x H x D)

Net Weight
Gross Weight

Packing List

SPECIFICATION
46 inch
1018.08 (H} mm = 572.67 (V) mm
Direct-lit LED backlight
0.53 mm
3.5 mm
2.3 mm {top/left), 1.2 mm (bottom/right)
1920 x 1080@60 Hz {downward compatible)
500 cd/m?
Horizontal 178°, vertical 178°
8 bit, 16.7 M
1200:1
g ms
72% NTSC
Haze 25%. 3H
VGAx 1, HDMix 1, DVIx 1, DPx1,USBx1
DP x 1, HDMIx 1
RS232 1IN x 1, RS2320UTx 1
100-240 VAC, 50/60 Hz
<111 W
<05W
0°Cto 40°C{32°F to 104°F)
10% to 80% RH (non-co_ndensing)
-20°Cto 60°C(-4°F to 140°F}
10% to 80% RH (non-condensing)
SECC
600 (H) mm x 400 (V) mm
1021.98 mm x 576.57 mim x 72.25 mm {(40.24" x 22.7" x 2.84")
Carton with twa displays: 1214 mm x 783 mm x 414 mm (47.8" x 30.83" x
16.3"
Carto)n with a single display: 1214 mm x 783 mm x 414 mm (47.8" = 30.83" x
16.3")
21.09 £ 0.5 Kg {46.50 + 1.1 1b) for single display
Cartoh with two displays: 52.68 £ 0.5 Kg (116.14 £ 1.1 1b)
Carton with a single display: 28.03 2 0.5Kg (61.80 £ 1.1 Ib)
LCO display x 1, power cable x 1, network cable x 1, screw x 4, remote control
% 1, IR receiver x 1, CD-ROM x 1, R$-232 converter x 1, quick start guide x 1




8) Server—OTY(1):

Below is the minimum specification for the CCTV server which should provide by the

bidder, but if the bidder see that this specification is not enough to handle such

number of cameras and NVR for his system, in this case it is obligatory for the bidder
__to provide the server specification which is recommended for his provided solution.

| 16G DDR4 DIMM slots, Supports UDIMM, up to 2666MT/s, 64G8 Max. |

Boot Optimized Storage Subsystem: 2x M.2 240GB (RAID 1 or No RAID),

Processor | Intel® Xeon® E-2124 or higher
Memory ) )
Supports registered ECC or higher
[nternal Controllers: SAS_H330
| Software RAID: PERC 5140
Storage Controllers | External HBAs: 12Gbps SAS HBA (non-RAID}
| | 1x M.2 240GB (No RAID Only)
| Drive Bays | 1T 7.2K SATAX2
| Power Supplies Single 250W (Bronze) power supply
' | Form Factor: Rack (1U)
1 | Chassis Width: 434.00mm (17.08 in)
Dimensions i

Chassis Depth: 595.63mm (23.45 in) (3.5”HHD)
Note: These dimensions do not include: bezel, redundant PSU

Dimensions with Package
(W x D x H)

| 750 mm x 614 mm %-259 mm

{29.53"x 24.17" x 10.2")

Device Access

Embedded Management

| Frant Ports:

Rear Ports:

iDRAC Direct

Integrations:
Microsoft® System Center

9) Rackmount WorkStation - OTY(1):

| DRAC RESTful AP with Redfish

| Net Weight | 12.2kg -
Weight with Package | 18.5kg o
Embedded NIC | 2x 1GbE LOM Network Interface Controller (NIC) ports

| 1x USB 2.0, 1 x IDRAC micro USB 2.0 management port

| 2xUSB 3.0, VGA, serial connector
| iDRACY with Lifecycle Controller

| Connections:

integrations and | VvMware® vCenter™
Connections | BMC Truesight (available
from BMC)
| Red Hat Ansible |
| Operating Systems | Microsoft Windows Server® with Hyper-V

Nagios Core & Nagios Xl

Micro Focus Operations Manager
{OMi)

IBM Tivoli Netcool/OMNIbus

The bidder should provide rackmount workstation to be fixed in the cabinet and each
bidder can select the specification of the workstation as per his recommendation for the
system capacity to be able to Handel the cameras stream and video wall.




10) CABLING - OQTY (To be decided by Bidders).

Bidder is responsible for all the cabling, piping, civil works as per site requirements:

GENERAL

A. The data System shall comprise of Supply, installation, testing & documentation
for a category 6 cabling for EPA project provisional that should be fully
comply with the CATG6 requirements of IEEE80-.3an with 250 MHz Frequency,
the complete CATG6 system for Data should be from end to end manufactured
from the same vendor with the same brand name as a homogeneous system.

B. Itis assumed that the contractor before signing the contract has surveyed the
site and ascertained the routes and hurdles.

C. The physical security must protect face place side, patch pancls and switch
with end user as well, disconnect the security must be thru special key can be
used only from authorized person.

D. All above mentioned points must be included in your proposal otherwise offers
will be excluded.

- SCOPE OF WORK

A. The contractor shall supply, install and commission as provisional items first
fix of the data System as ONE package, having the following as a minimum:
Computer cabling cabinets
Data Qutlets with UTP RJ45 Sockets Category 6¢
UTP CAT6 patch cords
Category 6 UTP cables
Raceways, trunks, conduits etc
All other components, accessories required to complete the first fix Data system.

B. Complete System bonding between the buildings floors departments and room
1o the edge switches and main data center.

¢. Bidder offer must include charges of all kind of civil work, material, etc. for the
cabling section

- CONTRACTOR OBLIGATIONS & QUALIFICATIONS

A. The contractor shall carefully examine all of the specifications to ensure that he is
fully conversant therewith & has included for everything necessary therein, either
expressly provided for or as would normally be expected to be provided for by a
reputable specializing in the type & nature of the services described in this
contract.

B. The contractor is advised that items or matters not specifically provided for, or
partially described or otherwise missing from the specifications, but which are
nevertheless necessary for the execution & completion of the services, shall be
deemed to have been included by the contractor. The specification and BOQ for
the data system are for the guidelines of the contractor for the purpose of bidding.
The contractor shall include all material and devices though not indicated but




required for the proper and efficient installation of the system

C. Authorized & certified installers from the manufacturer registered with their
respective manufacturers with trained & certified engineers shall execute the
installation of the system.

D. The contractor shall carry out all the necessary surveys, design & engineering so
as to provide for the services, a whole & complete system to ensure full
compatibility o f the services with any existing facilities pertinent to the cabling
system applications/operations.

E. The scope of the services include the provision of all material, labor, supervision,
construction, equipment, Lools, temporary, spares, consumable & all other things &
services required to engincer, design, supply, install, test & commission the
cabling system.

- TESTING & COMMISSIONING

Acceptance testing shall be carried out by the contractor & witnessed by the
owner personnel. The contractor shall provide all necessary instruments &
accessories required to perform the testing, the cabling manufacturer should
inspect the installed site (after installation) and to approve the installations

standards in the building.

- WARRANTY

The system contractor shall warrant repairing or replacing & making good at its

expense any material found defective during a period of warranty as specified
in_this document from the date of the acceptance certificate.




- SPECIAL CONDITIONS
A. End to end Cameras, NVR/Storage, switches, CAT6 cabling solution with the same

B.

brand name (Manufacturer) as a homogeneous system.

The project should be planned, managed and installed through a certified (planners
and installers) directly from the full solution manufacturer.

EXECUTION
A.

All installation work shall be as per Data Transmission rules and regulations.
Where no regulation is available, IEE wiring regulation shall be followed.

The maximum horizontal portion of a cabling system from work area information
outlet to a mechanical termination at the patch-panel in the wiring closets must not
be more than 100 meters, the cable run must be free of bridges, taps & splices.
Cabling shall be as per ISO /IEC 11801 Standards.

Cables shall be of one continuous length. No joints are to be introduced in any
circuit starting from work area outlet to a mechanical termination at the patch
pancls in the wiring closets.

Cables shall be laid with bend radii and maximum pull through forces as per
manufacturer’s standards.

Conduit and ceiling distribution shall be according to EIA/TIA 569 standards
Drawing and specification arc complementary cach to the other.

Shall co-ordinate with other trades for the installation of the system,

The contractor /sub-contractor will be responsible for providing all access
equipment necessary to  cnable safc installation of the system.

Nodes shall be tested using scanner for category 6 outlets. The test shall be
performed in the presence of the engineer after termination.

Both ends of the cable shall be labeled for identification.

Detailed cable routing diagram must be produced for installation. This shall be
reference for future maintenance, expansion, fault tracing etc.

Contractor shall provide a full sct of manuals and operating instructions. It shall
include descriptive brochures. technical manuals for all equipment forming part
of the contract.




==

Responsibilities & Qualifications
1) EPA RESPONSIBILITIES

* Provide all necessary power to control desk to feed all equipment. All power
supplies will be from essential distribution boards.

2) BIDDERRESPONSIBILITIES

¢ Bidder must be partner and certified by the manufacturer(s) to implement the
proposed solution

e Partner agreement and an official letter from the Manu facturer(s) should be
submitted with the Bidder proposal as proof, any Bidder will not submit these
documents will be disqualificd from the tender

¢ Project implementation, configuration & Training must be done by the Bidder,
any additional charges to be included in the Bidder proposal.

e Professional documentation of project closure and handover must be done by the
Bidder.

* Project delivery, implementation and training should not exceed 4 months.

e Bidder must submit solution diagram/design with the proposal

e All products must be Internationally known branded companies

e Cabling/piping/civil works

e Warranty: All material supplied should be covered with | Year
warranty(replacement) by the Manufacturer

3) BIDDERQUALIFICATIONS

e Bidder must provide the following information with thewr proposal:
o Bidder organization/company
o Company certificates
o Team certificates and resumes (CVs)

e Bidder must have a Project Manager to manage the project implementation.

o Bidder must be Partner and certified by the manufacturer(s) to implement the proposed
solution. An official letter from the Manufacturer(s) should be submitted with the
Bidder proposal as proof. any Bidder will not submit these documents will be
disqualified from the tender

o Bidder is urged to ensure that all items in the requirement section are fully addressed;
Partial bidding will not be accepted by EPA. All Bidders must meet the requirements of
this RFP.
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