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1. System Administrator & Network support Services
2. Technical Support Services

3. PHP Systems Support Services

4. Data Entry Services
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(Service No.1): Providing System Administrator & Security
services

v The support must 24/7 and onsite for all the 6 branches
v" The selected bidder must provide EPA with proper support and
maintenance for the below Items:
* Monitoring, managing, and operating the data center to follow the
operating and organizational requirements
¢ Alcatel and Cisco Network Switch (Core, Server Farm and IDF ) and
Router Administration at Head Office and sixteen Branches
® Network Security Management including Fortinet Firewall, WAF,
Analyzer, Sandbox, F ortiClient, FortiMail High Auvailability
administration at Head Office and Branches
* Aruba and Alcate]l Wireless Access Point Management at HO and
Branch Offices
* Microsoft Azure Cloud Administration and Management including
FortiGate and Barracuda Security Administration

® Dell VXRail and Nutanix VMWare Server Environment
Management



e Windows AD, DNS, DHCP, Group Policy and SSL Certificate
Administration

* Windows Failover Cluster Administration

¢ Dell EMC Networker Backup Job Administration

¢ Kaspersky Antivirus Server and Client Administration

* EPA Application Services Troubleshooting

* Security Camera and Door Access Network Management
» Network Design, Documentation and POC implementation

I.  (Service No.2): Technical Support :

v" EPA has more than 1000 employees in more than 6 branches.
v' EPA own more than 2000 device between (Laptops, Computers,
Servers, Screens, Scanners, Printers, Switches & Routers).

v’ EPA is seeking for a 24/7 technical support for all the devices and in all
its branches.

The contractor will provide EPA with the below services:

. Providing technical support to more than 1000 users in all
branches of EPA
® Providing technical hands-on capabilities with Installation and

configuration, remote monitoring, help-desk customer service
technical support, maintenance, and troubleshooting.

. Assisting company personnel with desktop operation, including
both hardware and software-provided employee Training and
instructions regarding basic operation of software and
hardware, technical Support, and quality standards.

] Assisting users in the setup of both in person (presentations)and
online meetings (teams, zoom)

. Install and setup of EPA applications on mobile devices and
tablets

. Providing support for network issues and IP telephone’s

18
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Administration and troubleshooting servers, switches, and
firewalls.

Installing, set up, maintain network, and also configure the
peripherals, cabling and equipment’s accordingly as per the
requirement .

Maintaining the company strategy like designing, implementing
and maintenance of enterprise network components.
Managing user accounts and giving share &security level
permissions.

Monitoring whether all the components are available for
successful communication.

Troubleshooting Network connections related problems.
Maintaining the Backup network, hardware, software, files on a
regular basis accordingly as per the company policies.

Timely analyze whether any repairs or replacements is needed .
Monitoring complete Networks, backup Servers and providing
network statistics.

Managing Windows 2013 Active directory

Managing data base of server & creating new accounts.
Configuring & troubleshooting NETGEAR & CISCO ROUTER.
Configuring &troubleshooting SWITCHES.

Troubleshooting Microsoft windows issues.

Hardware installation, testing, cleaning, troubleshooting, repair
and maintenance, Installation, and configuration of network
Printers & scanners.

Hardware support also includes receiving and tagging of new
inventory, shifting hardware from one location to another, hard
disk swaps etc.

Configuring & troubleshooting Microsoft outlook accounts.
Installation of operating system.

Installation of software’s like antivirus, MS-office, adobe
&acrobat reader etc.

Maintaining the network &troubleshooting the network related
issues.




® Maintaining &troubleshooting Network printers. & Scanners

. Troubleshooting Internet issues.

ll.  (Service No.3): Maintetnace and support for the existing

systems in EPA:

v" The Bidder will provide 24/7 support and maintenance for all the

systems than are coded on PHP Language.
v’ The support must onsite, and no remote access is allowed.
v' Any issues must be fixed immediately.

The systems are:
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lll.  (Service No.4): Providing Data Entry Services

v Selected Bidder must provide the IT Department Data Entry Services.
v" The Bidder will provide the Data Entry Services during the working

hours or any time the IT Department need these services,

v" The selected bidder must provide Data Entry Services inside EPA Office

and not remotely.
Below are the main Administrative and Data Entry Services:
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