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1. INTRODUCTION

Environment Public Authority is in process of increasing the number of End Point Security
supporting the Head Office and remote branches as well as Internet access. Environment Public
Authority is looking to renew and, in some locations, replace the existing infrastructure with a
highly reliable, fault-tolerant, scalable, and cost-effective End point security solution that can
provide a robust perimeter defense with high availability.

This document constitutes a formal Request for Proposal issued by Environment Public Authority
for the supply and installation of product and services required as part of IT infrastructure.

2. ADMINISTRATION OF TENDER

2.1. Request for Proposal

This document constitutes a formal Request for Proposal for the supply of an end point
security solution which would meet Environment Public Authority immediate (Phase 1) and
future (Phase Il) needs and requirements. The solution proposed should be capable of
integrating with the current IT infrastructure.

The priorities for this project are as follows:
" Improve the security / Availability and performance of the Head Office
= Consolidate the entire management in a centralized system

* Increase the availability & Security of the hosted applications

The intent of this RFP is to provide potential vendors with sufficient information to enable
them to submit tender form acceptable by Environment Public Authority.

It is preferred that participants address this RFP as a complete integrated solution and include
all the details of each aspect of the solution with respect to the following:

* Hardware Equipment
= System Connectivity
= Subscriptions and updates

The proposal should also include details of the 3™ party involved if any.
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2.2.  Technical Point of contact

For questions related to technical issues pertaining to this RFP, please contact;
Information Systems Center — Environment Public Authority — Industrial Shuwaikh

All participants will have an opportunity to seek clarifications of any points within the
document.

2.3.  Confidentiality of the information

All information contained in the “Request for Proposal” is confidential. Likewise, all
information provided by participants in their proposal would be treated as confidential.

2.4. Completion and Submission of Tender

It should be understood that Environment Public Authority is not liable for any costs incurred
by the tenderer in the preparation of their response to this RFP or costs associated with
product demonstrations, presentations etc. The preparation of the tender shall be made
without obligation to acquire any of the items included in the tender, or justifications to
accept or reject proposals.

It should also be understood that if the tenderer were accepted, it would form part of the
contract, which would be negotiated before selection. The tenderer would be required to
sign the Environment Public Authority contract for products and services delivered.
Furthermore, all tenderers, whether successful or not, must undertake not to make any
reference to Environment Public Authority in any literature, promotional material,
presentation without express written consent from Environment Public Authority.

2.5. Matters of Principle

Should any query be raised concerning a matter of principle, the matter will be clarified in
writing to the tenderer at the earliest opportunity.

2.6. Assessment Criteria

The main criteria on which the proposals are assessed, not necessarily in priority order are:
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2.6.1. Ability of the proposed solution that meet Environment Public Authority
requirements.

2.6.2. The features and capabilities of the components being offered as part of the
solution and its ability to meet the requirement listed in the relevant sub-sections
within section 3.

2.6.3. The flexibility of the solution adapting the Environment Public Authority present
and future infrastructure requirements.

2.6.4. The reliability of the solution.
2.6.5. 3" party standard certifications, reliable lab reports and benchmarks.

2.6.6. The ability of tenderer to provide immediately contactable reference sites of
similar or key aspects of proposed systems in the proposal.

2.6.7. The ease and speed with which the proposed solution can be implemented and
upgraded.

2.6.8. The ability of the tenderer and/or agent to provide quality support for the
solution, both during and after the implementation.

2.6.9. Commitment of the tenderer to meet the schedule
2.6.10. The viability of the tenderer and agent in terms of financial soundness.
2.6.11. The cost of the solution, maintenance, and associated services.

2.6.12. The quality of the proposal submitted.

3. REQUIREMENT

3.1. General

The End Point Security solution is required to be implemented in multiple locations.

The design offered must support centralized management, logging and monitoring of the
entire hardware and all features on it. All appliances must support High-Availability in
Active/Active, load sharing with at least 2 WAN links to support multiple WAN connections.
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3.2. Functional Overview

The requirements from the functionality point of view have been listed below. This
provides the requirements to the nature of the solution expected; however, it doesn’t
qualify any particular design or architecture to be followed to meet the requirement of
High-Availability and resilience.

3.2.1. The solution should provide End point Security Anti-Virus

3.3.  Technical Specification Requirement

3.3.1 End Point Security Specification Requirement Qty: (2000)

Endpoint Protection Requirements

Endpot

Vendor must be a reputable Company and present in cybersecurity business for at least
| 1.1  20vyears

| Vendor experts must have proven experi;nce in discovery of ac_knowledged
1.2 | vulnerabilities
| . - - o |
| Vendor must possess a range of services that demonstrate overall strength in the
1.3 | domain

14 - Suggested endp_oﬂ\t solution must have Machine Learning Technologies

' The suég;sted solution must be able to manage up to 100,000 devices through sinéle

1.5  administration server.
The suggested solution must supﬁt secure communication between management_

1.6 | server and endpoints

' Suggested solution must support Eelow operating s_yst_ems:

Windows 7 Home / Professional / Enterprise Service Pack 1 or later;
Windows 8 Professional / Enterprise;

Windows 8.1 Professional / Enterprise;

Windows 10 Home / Pro / Education / Enterprise.

1.7

o 0 0 O
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O 0 0 0 0O O 0

o

o O O O © O O O O O O O O 0 O ©

o O O

(o]

Citrix Hypervisor 8.

Citrix XenDesktop 7.18.

Citrix XenApp 7.18.

Citrix Provisioning Services 7.18.

32 Bit Microsoft Windows Server operating system.

Microsoft Windows Server 2003 Standard / Enterprise / Datacenter SP2 or later
Microsoft Windows Server 2003 R2 Standard / Enterprise / Datacenter SP2 or
later

Microsoft Windows Server 2008 Standard / Enterprise / Datacenter SP1 or later
Microsoft Windows Server 2008 Core Standard / Enterprise / Datacenter SP1 or
later

64 Bit Microsoft Windows Server operating system.

Microsoft Windows Server 2003 Standard / Enterprise / Datacenter SP2 or later
Microsoft Windows Server 2003 R2 Standard / Enterprise / Datacenter SP2 or
later

Microsoft Windows Server 2008 Standard / Enterprise / Datacenter SP1 or later
Microsoft Windows Server 2008 Core Standard / Enterprise / Datacenter SP1 or
later

Microsoft Small Business Server 2008 Standard / Premium

Microsoft Windows Server 2008 R2 Foundation / Standard / Enterprise /
Datacenter SP1 or later

Microsoft Windows Server 2008 R2 Core Standard / Enterprise / Datacenter
SP1 or later

Microsoft Windows Hyper-V Server 2008 R2 SP1 or later

Microsoft Small Business Server 2011 Essentials / Standard

Microsoft Windows MultiPoint Server 2011

Microsoft Windows Server 2012 Foundation / Essentials / Standard /
Datacenter / MultiPoint Server

Windows Server 2012 Core Standard / Datacenter

Microsoft Windows Storage Server 2012

Microsoft Hyper-V Server 2012

Microsoft Windows Server 2012 R2 Foundation / Essentials / Standard /
Datacenter

Windows Server 2012 R2 Core Standard / Datacenter

Microsoft Windows Storage Server 2012 R2

Microsoft Hyper-V Server 2012 R2

Microsoft Windows Server 2016 Essentials / Standard / Datacenter / MultiPoint
Premium Server

Microsoft Windows Server 2016 Core Standard / Datacenter

Microsoft Windows Storage Server 2016

Microsoft Windows Hyper-V Server 2016

Microsoft Windows Server 2019 all editions (including Core / Terminal / Hyper-
V)

Windows Server 2019 Essentials / Standard / Datacenter.

Windows Storage Server 2019

Windows Hyper-V Server 2019

Windows Server IoT 2019 for Storage

Microsoft Terminal Servers

O © O O

Microsoft Windows Server 2008 Microsoft Remote Desktop Services
Microsoft Windows Server 2008 Microsoft Remote Desktop Services
Microsoft Windows Server 2012 Microsoft Remote Desktop Services
Microsoft Windows Server 2012 Microsoft Remote Desktop Services



m End Point Security Solution

Microsoft Windows Server 2016 Microsoft Remote Desktop Services
Microsoft Remote Desktop Services based on Windows Server 2019
Citrix® XenApp® 6.0,6.5,7.0,7.5-7.9,7.15

o Citrix XenDesktop® 7.0,7.1,7.5-7.9, 7.15
32-bit operating systems:

O O O

Ubuntu 16.04 LTS and later
Red Hat® Enterprise Linux® 6.7 and later
Cent0S-6.7 and later
Debian GNU / Linux 8.6 and later
Debian GNU / Linux 9.4 and later
Linux Mint 18.2 and later
Linux Mint 19 and later
Alt Linux SPT 7.0.6 (use of the GUI is not supported)
Alt Linux SPT 8.0.0 Work Station
Alt Linux SPT 8.0.0 Server
Alt Linux 8.2 Work Station
Alt Linux 8.2 Work Station K
Alt Linux 8.2 Server
Alt Linux 8.2 Education
Goslinux 6.6
Lotos
Mageia 4
Debian GNU / Linux 10
ALT Education 8
ALT Server 9
ALT Workstation 9
o ALT Education 9
64-bit operating systems:

0O 000000000000 00O 000 0 0

Ubuntu 16.04 LTS and later

Ubuntu 18.04 LTS

Red Hat Enterprise Linux 6.7 and later

Red Hat Enterprise Linux 7.2 and later
Cent0S-6.7 and later

Cent0S-7.2 and later

Debian GNU / Linux 8.6 and later

Debian GNU / Linux 9.4 and later

Oracle Linux 7.3 and later

SUSE® Linux Enterprise Server 15 and later
openSUSE® 15

Alt Linux SPT 7.0.6 (use of the GUI is not supported)
Alt Linux SPT 8.0.0 Workstation

Alt Linux SPT 8.0.0 Server

Alt Linux 8.2 Workstation

Alt Linux 8.2 Workstation K

Alt Linux 8.2 Server

Alt Linux 8.2 Education

Amazon Linux AMI

Linux Mint 18.2 and later

Linux Mint 19 and later

Micro Focus Open Enterprise Server 2018
Astra Linux Special Edition 1.5 (generic and PaX kernel)

©C 0O 0 0 0000 000000000 O0OO0O0O0O0 0



End Point Security Solution

1.8

1.9

1.10

1.11

1.12

1.13

1.14

1.15

1.16

Astra Linux Special Edition 1.6 (generic and PaX kernel)
Astra Linux Common Edition Orel 2.12
OS Rosa Cobalt 7.3 for client systems
OS Rosa Cobalt 7.3 for server systems
GoslLinux 6.6
Lotos
REDOS 7.1
RED0S 7.2
Red Hat Enterprise Linux 8.0 and later
CentOS 8.0 and later
Debian GNU / Linux 10.1 and later
Oracle Linux 8 and later
openSUSE® Leap 15 and later
ALT Workstation 9
ALT Education 9
ALT Server 9
AlterQS 7.5 and later
o Pardus0S191
Suggest solution support following virtual platforms

O 0 000000000000 0 o0 0

o VMware Workstation 15.

e  VMware ESXi 6.7 U2.

e Microsoft Hyper-V 2019 Server.
e  Citrix Hypervisor 8.

e  (itrix XenDesktop 7.18.

¢ Citrix XenApp 7.18.

e Citrix Provisioning Services 7.18.

Suggested solution must support protection to the latest Operating Systems versions

across all platforms {Windows, Linux, MacOS, i0S, Android)

' Suggested solution must be able to detect following type of threats:

- Viruses (including polymorphic), Worms, Trojans, Backdoors, Rootkits,
Spyware, Adware, Ransomware, Keyloggers, Crimeware, Phishing sites and
links, Zero-day vulnerabilities and other malicious and unwanted software

' Suggested solution must support Antimalware Scan Interface (AMSI)

' Suggested solution must have the integration with the Windows Defender Security

Center.

| Suggested solution must have for Windows Linux subsystem

Suggested solution must provide next gen protection technologies for example,

protection against file-less threats, provides multi-layered machine learning to offer
protection and behavioral analysis during different stages of kill chain.

Suggested solution must provide Memory Scanning for windows workstations

Suggested solution must provide Kernel memory scanning for Linux workstations
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1.17

1.18

1.19

1.20

1.21

1.22

1.23

1.24

1.25

1.26

1.27

Suggested solution must provide ability to switch to a cloud mode for threat protection,
while decreasing RAM and Hard disk drives usage for resource-limited machines.

' Suggested solution must have dedicated components to monitor, detect and block

activities on Windows, Linux and Windows Server and endpoints, to protect against
remote encryption attacks.

- Suggeste_d solution must provide signature-less components to provide the ability to

detect threats even without frequent updates. Protection must be powered by static
machine learning (ML) for pre-execution and dynamic machine learning for post-
execution stages of the kill-chain on endpoints and in the cloud for Windows server and
workstations.

' Suggested solution must provide behavioral analysis based on machine learning

' Suggested solution must per_ide integration with same vendors Endpoint Detection and

Response “EDR”, Anti-APT solution, for active hunting for threats, and incident response
automation.

' Suggested solution must support integration with the standalone/independent

automated threat detection and prevention sandbox solution which does not depend on
the EDR and /or Anti-APT solution.

' Suggested solution must provide ability to configure and manage firewall settings that

are built-in to the Windows Server and Linux operating systems through its
management console.

guggested solution must include following components in a single agent installed on the

endpoint:

- Application, Web and Device control
- Anomaly detection

- HIPS and Firewall

- Patch management

- Encryption

Suggest solution must include Application launch/start control for the windows server

operating system.

Suggested solution must provide application and device control for Windows servers
and workstations.

“_Su_ggest solution protection for servers and workstations must include dedicated

compaonent for the protection against ransomware/Cryptor viruses like activity on
shared resources.
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1.28

1.29

1.30

1.31

1.32

1.34

1.35

1.36

1.37

1.38

Suggest solution when detect ransomware/Cryptor like activity automatically blocks the
attacker computer for specified interval and list the information about the attacker
computer IP, timestamp, threat type.

I Suggested solution must have pre-defined list of scan exclusion for Microsoft

applications and services.

' Suggested solution should support installation endpoint protection on Servers without

restart

- Suggested endpoint solution must allow the following:

e Manual scanning

¢ On access scanning

¢ On demand scanning

e  Compressed File Scanning

Scan Individual file, Folder, and drive

Script blocking and scanning

Registry guard

Buffer Overflow Protection

Background/idle scanning

Removable drive scanning upon connection with system

Ability to detect untrusted hosts and block upon detection of encryption like
activities on the server shared resources

Suggested endpoint solution should be protected with a password to prevent

stopping/killing the AV process and for self-protection regardless of user authorization
level on the system

1.33 ' Suggested solution must have local and global reputation

| Scans both HTTPS, HTTP and FTP traffic against viruses and spyware or any other

malware.

' Solution must include a personal firewall capable of, but not limited to:

- Block network activates of applications based on their categorization

- Block/allow certain packets, protocol, IP addresses, Ports, and traffic direction

- Automatic and manual addition of network subnets and modify network
activity permissions

- Suggested solution must prevent connection of reprogrammed USB devices that

emulate keyboards and also allows to control the use of on-screen keyboard for
authorization.

" Solution must be able to block network attacks and report source of infection

Suggested solution must have local storage on endpoints to keep copie; of fifes that
have been deleted or modified during disinfection, those files must be stored in a
special format that do not impose any threat
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1.39

1.40

1.41

1.42

1.43

1.44

1.45

1.46

1.47

1.48

1.49

1.50

1.51

[ Suggested solution must have a proactive approach to prevent malwares from

exploiting existing vulnerabilities on servers and workstations.

' Suggested solution must Support for AM-PPL {Antimalware Protected Process Light)

technology that protects against malicious actions.

Suggested solution must include protectior? against attacks that exploit vulnerabilities in
the ARP protocol! to spoof the device MAC Address

| Suggested solution must include the control component which is adaptive and controls

the Anomaly to monitor and block the potentially harmful actions that are not typical of
the protected computer.

' Suggested solution must provide anti-Bridging functionality for Windows workstations

to prevent unauthorized bridges to the internal network that bypass the perimeter
protection tools. Administrators should be able to forbid establishing simultaneous
wired, Wi-Fi, and modem connections.

' Suggest solution must include a dedicated component for scanning of encrypted

connections.

' Suggested solution that can decrypt and scan network traffic transmitted over

encrypted connections support following protocols; SSL 3.0, TLS 1.0, TLS1.1, TLS1.2, TLS
1.3.

Suggested solution must have automated exclusion for web resources when scan error

occurs while performing the encrypted connection scan. This exclusion must be
individual for the host and must not be shared with other endpoints.

Suggested solution include functionality to remotely wipe the data one the endpoint

(workstations).

- Suggested solution must have following remote data wipe functionalities;

- Silent mode.
- On hard drives and removable drives.
- Forall user account on the computer.

' Suggested solution remote data wipe must support following modes:

- Immediate data deletion.
- Postpaned data deletion.

' Su_ggested solution remote data wipe must support following data deletion methods:

- Delete by using the operating resources, files are deleted but are not sent to the
recycle bin.

- Delete completely, without recovery. Making data practically impossible to
restore after is deleted.
Suggested solution must include functionality to automatically delete the data if there is

no connection to endpoint management server
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' Suggested solution must support signature-based detection in addition to cloud-assisted
1.52  and heuristics

| The proposed solution should have the ability to alert, clean, delete the detected
1.53 | threats

' Solution should have the ab_ility to accelerate scanning tasks skipping those objects that
1.54 | have not changed since the previous scan.

Suggested solution should have the ability to prioritize of custom and on-demand
1.55 scanning task for Linux workstations

' Suggest solution must allow administrator to exclude specified files / folders /
Application / By Digital Certificate from being scanned either in the on-access scan (real-

1.56
time protection) or during on-demand scans.

| Isolate infected computers in case no action have been taken against a new threatin
terms of applying more strict settings, initiate full system scan, DB update and even

157
cutting off network communication if necessary

' Automatically scans removable drives for malware upon insertion to any endpoint. Scan
1.58 | should be controlled based on drive size

Suggested solution must be able to block the usage of USB storage devices or only allow
access to whitelisted devices and allow read/write access by domain users to reduce

1.59 .
data theft and enforce lock policies

| Suggested solution must be able to differentiate among USB storage devices, printers,
1.60 | mobiles, and other peripherals

! Suggested solution must be able to log the file operations (Write and delete) on USB
storage devices. Stated functionality does not require any additional license or

161
component to installed on the endpoint.

Suggested solution must have ability to block the execution of any executable from the
1.62 | USB storage device.

' Suggested solution must have Ability to block/allow user access to web resources based
1.63 | on websites, content type, user, and time of day

1 é4 ' Suggested solution must have special detected category to block the website banners.

' Suggested solution must have ability to configure Wi-Fi networks based on Network
Name, Authentication Type, Encryption Type, that can later be used to block or allow
the Wi-Fi connections.

1.65

1.66 | User-based policies for device, web, and application control

167 : Suggested solution should allow blocking following devices:
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1.68

1.69

1.70

1.71

1.72

1.73

1.74

1.75

1.76

1.77

1.78

- Bluetooth

- Mobile devices

- External modems

- CD/DVDs

- Transferring data to mobile device
- Camera and Scanners

- MTP

I Suggested solution should contain cloud integration for most up to date updates on

malware and potential threats

' Suggested solution must have ability to manage user access rights for read and write

operations on CDs/DVDs, Removable Storage devices and MTP devices.

' Suggestedglution must have firewall filtering by local address, physical interface, and

packet time-to-live (TTL).

' Suggest solution must allow administrator to enlist and monitor the application that use

custom/random ports when launched.

- Suggested solution must support blocking blacklisted applications from being launched

on endpoints. Also, it must support blocking all applications except “whitelisted” ones

' Suggested solution must have cIoud—integrEted application control component to get

latest updates on applications’ rating and categories

- Suggested solution must offer protection to files executed in Windows Server

containers.

Suggested solution must include traffic malware filtering, web links verification and

web-resource control based on cloud categories.

Suggested solution web control / restriction component must include Cryptocurrencies

and Mining category. And must include predefined regional legal restriction for the
Belgian and Japanese Law.

- Suggested solution must have ability to whitelist application based on the digital

signature certificate, MDS, SHA256, META Data, File Path, Pre-defined security
categories.

' Suggested solution must have controls for downloads of DLL and Drivers,

1.79

1.80

1.81

Suggested solution application control must have blacklist and white list operation
modes

' Suggested solution must support control of scripts from PowerShell

Suggested solution must support Test mode with report generation on launch of

blocked applications
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- Suggested solution must have_ability that restrict application activities within the system -

according to the trust level assigned to the application and limits the rights of

1.82 | applications to access certain resources, including system and user files “HIPS
functionality”

- Suggest solution must have ability to control the system/user applications access to the
1.83 Audio and Video recording devices.

' Suggested solution must provide a facility to check applications listed in each cloud-
1.84 | based category

' Suggested solution must have ability to integrate with Vendor Specific Advance Threat
1.85 Protection system.

' Solution must have ability to automatically regulate the activity of the running
programs, access to the file system and registry as well as interaction with other
programs

1.86

Solution must have the ability to automatically delete application control rules for the
1.87 application if not launched from a specified interval. The interval must be configurable.

_Suggested solution must have ability to automatically categorize the applications
1.88 | launched before/prior to the Endpoint protection installation

- Suggested solution must have endpoi_nt mail threat protection with:

1.89 1-  Attachment filter and ability to rename attachments

| 2- Scan of mail messages when receiving, reading, and sending
Suggest solution must have ability to scan multiple redirects, shortened URLSs, hijacked

1.90 | URLs, and time-based delays

- Suggest solution must provide ability to the end user/user of the computer to perform
1.91 check on the file reputation from the file context menu.

: Suggested solution must include Scanning of scripts — scanning of all scripts, developed
in Microsoft Internet Explorer, as well as any WSH scripts (JavaScript, Visual Basic Script
1.92  WSH scripts (JavaScript, Visual Basic Script etc.), launched when the user works on the
computer, including the Internet.

" Protection against still unknown malware based of an analysis of their behavior and
1.93 examination of changes in the system register, with a strong remediation engine
’ automatically restore system changed by the malware.

" Protection against hacker attacks by using a firewall with an intrusion detection and
1.94 prevention system (IDS/IPS) and network activity rules for more popular applications
’ when working in computer networks of any type, including wireless networks.

1.95 ' IPv6 protocol support.
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1.96

' Application self-protection technology, prot_ecti_on from unauthorized remote

1.97

1.98

1.99

" Antivirus checking and disinfection of files in archives using the RAR, ARJ, ZIP, CAB, LHA

1.10C

1.101

Protection against still unknown malware belonging to;agistered families, based on

Security Solution

1 Scanning of critical sections of the computer as a standalone task.

management of an application service as well as protection of access to application
parameters via password, preventing the disabling of protection from malware,
criminals, or amateur users

A_bility to choose which threat pr&e_ction components will be installed.

Antivirus checking and disinfection of files packed us@ program like PKLIELZEXE,
DIET, EXEPACK, etc.

.

JAR, ICE formats, including password-protected files.

heuristic analysis.

[ Availa_bility of multiple ways to_notify administrator about in;portant events that have

1.107

‘ 1.103

2.2

: Sugge;ed solution must allow the administrator to create a single installer with

taken place (mail notification, audible announcement, pop-up window, log entry).

required configuration to non-IT literate users.

The proposed solution must support encryption on multiple levels:

Full disk encryption — including system disk

e File and folder encryption

Removable media encryption

Bit Locker and MacQS Filevault2 Encryption Management

' Integrated file level encryption (FLE) functionality that allows to encrypt_files on local

computer drives. Create encryption lists of files by extension or group of extensions and
encryption lists of folders on local computer drives.

: Ingg_rated file level encr&ption (FLE) functignality that allows to_er;crypt files on

2.3

2.4

2.5

removable drives. Specify a default encryption rule by which the application applies the
same action to all removable drives or configure encryption rules for files stored on
individual removable drives.

lntegrazed file level encryption (FLE) functionality that supports several file encryp_tion
modes for removable drives: encryption of all files stored on removable drives or
encryption of new files only as they are saved or created on removable drives.

' Integrateﬁe_level encryption (FLE) functionality that allows files on removable drives

be encrypted in portable mode. It allows access to encrypted files on remaovable drives
that are connected to computers without encryption functionality
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2.6

2.7

2.8

29

2.10

211

2.12

2.13

2.14

2.15

2.16

2.17

2.18

2.19

2.20

Integrated file level encryption (FLE) functionality that allows to encrypt all files that
specific applications create or modify on both hard drives and removable drives.

I lntég_ra_ted_ﬁle level eﬁcryption (FLE) functionality that allows to manage rules of

application access to encrypted files. Define an encrypted file access rule for any
application. It blocks access to encrypted files or allows access to encrypted files as
ciphertext only.

| Restoration of encrypted devices if an encrypted hard drive or removable drive is

corrupted.

' Integrated full disk encryption (FDE) functionality for hard drives and removable drives

that allows to encrypt removable drives. As with file level encryption of removable
drives, specify a default encryption rule by which the application applies the same action
to all removable drives, or configure encryption rules for individual removable drives.

' Encryption module should be managed centrally on all computers with ability to enforce '

encryption policies and modify/stop encryption settings

' Ability to centrally monitor encryption status and generate reports on encrypted

computers/devices

- Encryption should be fu_lly transparent to end users with no impact on system

performance and usage

Full disk encryption must support central management of authorized users, including
adding, removing and password reset. Only authorized users should have the permission
to boot the encrypted disk

' Solution must have the facility to block applications access to encrypted data if needed

Solution must support automatic encryption of removable storage devices and prevent

data being copied to unencrypted media

| Solution must provide facility to create password-protected containers which can be

used to exchange data with external users

Suggested solution must provide central location for encryption keys storage and

multiple recovery options

' Solution administrator/management server must have the ability to decrypt all

encrypted data regardless of location and/or user

Suggest solution must support following keyboard layouts for pre-boot authorization
(QWERTY and AZERTY)

Sugg_est solution must support pre-boot authorization following devices Safe Net eToken '

4100, Gemalto IDPrime .NET (511}, Rutoken ECP Flash
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2.21 | encryption.

- Suggested solution must have provided functionality to customize Microsoft Bit locker
encryption settings:

- Use Trusted Platform Module and password settings
2.22 - Use of hardware encryption for workstations and software encryption if
Hardware encryption not available
- use of authentication requiring data input in a preboot environment, even if
the platform does not have the capability for preboot input (for example, with
. touchscreen keyboards on tablets)
Suggested solution must support Encryption on Microsoft Surface Tablets

2.23

Systems Management, vulnerability, and patch management.

Suggested solution should include features to manage the computers remotely like
remote installation of third party software, removal of unauthorized software, reports

3.1 | on existing software and hardware in addition to monitoring computers for installation
of unauthorized software

Suggested solution should include patch_rr;anagement capabilities for Windows
3.2 | operating systems and installed third-party applications

| Patch management functionality should be fully automated with ability to detect,
3.3 download and push missing patches from endpoints

' Solution must provide facility to select which patches to be downloaded/pushed to
3.4 | endpoints based on their criticality

| Solution must be able to detgct_existing vulnerabilities in oper;ting_systems and other
installed applications with ability to automatically download/push necessary patches to :

35 ]
endpoints |
- Suggest:ed solution must provide comprehensive reports on discovered vulnerabilities a
36 and missing patches. In addition to information on endpoints and patch deployment
' status
| Solution should have the capability of pushing specific patches based on criticality or
3.7 | severity

Suggested solution management server must have ability to be configured as Updates
3.8 | source for Microsoft Updates and third-party applications.

i Suggested solution must include the vulnerability advisory of apaication vendor as well
3.9 | assecurity vendor

3 10'“ Suggested solution must provide ability to the administrator to approve updates.
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3.11

3.13

3.14

3.15

3.16

3.17

3.19

3.20

3.21

3.22

3.23

3.24

3.25

3.26

3.27

Solution should have the capability to automatically identify missing patches from
individual endpoints and push only needed/missing ones

312 ' Solution should support patches aggregation to minimize number of needed updates

' Solution should_suppc_)rt notifying the administrator of any missing patch from endpoints '

once relevant information is available

' Solution should provide the facility to manage missing patches for operating system and

third-party application separately

' Solution should provide the facility to either fix all existing vulnerabilities on any

endpoint or specific ones

' Solution should provide the facility to automatically detect/install all previously missed

patches required to apply selected patch
Suggested solution must support Automated distribution of patches

and updates for 150+ applications

3.18 ' Suggesjce_d solution must have Patch testing mode support

Suggested solution must include dedicated fields that contain information about the
“exploit found for the vulnerability”

' Suggested solution must include dedicated fields that contain information about the

“Threat found for the vulnerability”

; Suggested solution must include the functionality that allows the administrator to

restrict the client device user capability of installing Microsoft Updates on their own.

- Suggested solution must include the functionality that allows the administrator to

specify which updates can be installed by the users

' Suggested solution includes the option/functionality that allows the administrator to

view the list of updates and patches unrelated to the client devices.

' Suggested solution must support operating system deployment
' Suggested solution must support Wake-on LAN and UEFI

- Suggested solution must have inbuilt remote desktop sharing functionality. All file

operation performed on the remote endpoint during the session must be logged on the
Management Server.

' Suggested solution must have Ability to deliver vulnerability fixes to client computers

without installing the updates.
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Sug_gested solution must include the capability for the administrator to choose windows
updates to installed and then client device user is able to install only those allowed /
selected updates by the administrator.

3.28

Suggested solution must include capability to inform the administrator about the
3.29 | unrelated updates and patches on the client device.

' Suggested solution must have the ability to be configured / assigned as an update
3.30 | source for Microsoft and third-party updates

' Suggested solution must have the ability to allow the administrator to choose/select the
3.31  Microsoft product and languages for updates to be downloaded.

' Suggested solution must have the ability to remotely push/deploy EXE, MSI, bat, cmd,
MSP files and allow the administrator to define the command line parameter for the
remote installation.

3.32

' Suggested solution must have ability to remotely uninstall applications not limited to
3.33 | incompatible Anti-Virus programs

' Suggested solution must have the ability that allows the administrator to use single
task/job and define different vulnerability fix criteria/rules for Microsoft and Third-Party
Application updates

3.34

' Suggested solution must allow administrator set up rules for Microsoft and Third-party
patches/updates installation:

3.35 - Startinstallation at computer restart or shutdown
- Install required general system pre-requisites
- Allow the installation of new application version during the updates
_ - Download updates to device without installing.
Suggested solution must have ability to test the installation of updates on specified /
percentage of computers before they are applied to target computers. The time to take
3.36 | the decision to continue the installation and the percentage of the test computers must
be configurable whereas time in hours and percentage in numbers

' Suggested solution must have the ability to remove/uninstall specified application and
3.37 | operating system update.

- Suggested solution management server must have ability to send logs to SIEM, SYSLOG
3.38 servers

- Suggest solution must be able to administrate third party application licenses. And notify '
3.39 the violations.

3.40 ' Sugg?ested solution report must contain the CVE information in the reports.
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4.

4.2

4.3

4.4

4.5

4.6

4.7

4.8

4.9

4.10

411

Mobile Device Management

Suggested solution should be able to protect and manage mobile devices
including, but not limited to, i0S, BlackBerry and Android

¢ Android 4.2-11.
e i0S9.0-14.0.
Suggested solution must have Protection of the smartphone file system,

interception and scanning of all incoming objects transferred through wireless
connections (infrared port, Bluetooth), EMS and MMS, while synchronizing
with the personal computer and uploading files through a browser

Suggested solution must have the ability?o Blocks malicious sites de_sigﬁed to
spread malicious code and phishing websites designed to steal confidential
data of the user and access the user's financial info. It scans websites before
user open them using cloud reputation service. After scanning, it allows
trustworthy websites to load and blocks malicious/phishing ones. It's possible
to add sites excluded from the scan to a whitelist.

Suggested solution-must scan websites bhefore user open them using cloud
reputation service. After scanning, it allows trustworthy websites to load and
blocks malicious/phishing ones.

Suggested solution must have functionality to add a website excluded from
the scan to a white list.

ag_gested solution must have website filtering_b7categories and also lets the
administrator restrict user access to certain categories (for example, web

| pages from the Gambling, lotteries, sweepstakes or Internet communication

media categories).

Saggested solution must functionality that allow administrator to obtain
information about the operation of Anti-Virus, Call & Text Filter, and Web
Protection on the user's mobile device

Suggested solution must have the fur_wctionality to block unwanted incoming
calls and SMS messages.

§uggested solution must have functionality that Allows to receive notifications |
from Android devices when the SIM card is changed on the device or when
the device is turned on without a SIM card. Also, it lets you lock an Android
device. Ability to get current mobile number for the active SIM card.

Suggested solution must have functionality to Detect mobile device location
via GPS and show it on Google Maps.

_Saggested solution must have functionalit:/ that allows to take picture
{Mugshot) from the front camera of the mobile when it is locked.
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4.12

4.13

4.14

4.15

4.16

4.17

4.18

Suggested solution must have the functionality to Wipe All installed

Suggest sclution must have containerization capabilities for the Android
devices.

Suggested solution must have the functionality tc Wipe containerized data,
corporate email account, Touchdown profile, settings for connecting to the
corporate Wi-Fi network and VPN, Access Point Name (APN), Android for
Work profile, KNOX container, and the KNOX License Manager key on Android
Devices

configuration profiles, provisioning profiles, the i0S MDM profile, and
applications for which the Remove together with iOS MDM profile check box
has been selected, are removed from the i0S device.

Suggested solution must allow to encrypt all data on the device {for example,
data of user accounts, removable drives, and apps, as well as email messages,
SMS messages, contacts, photos, and other files). For access to encrypted
data, special key, device unlock password is required. If data is encrypted,
access to it can be obtained only when the device is unlocked.

guggested solution must Control devices for compliance with the corporate |
security requirements. Compliance control is based on a list of rules. A rule
includes the following components:

- Device check criteria

- Time period allccated for the user to fix the non-compliance

- action that will be taken on the device if the user does not fix the
non-compliance within the set time period

- Ability to remediate non-compliant devices.

Suggested solution must have functionality to detect and notify about device
hacks (root/jailbreak).

Suggested solution must allow the management the following device features: h

- Memory cards and other removable drives

- Device camera

- Wi-Fi connections

- Bluetooth connections

- Infrared connection port

- Wi-Fi access point activation

- Remote desktop connection
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4.19

4.20

4.21

4.22

4.23

4.24

4.25

4.26

- Desktop synchronization

- Configure the Touchdown mailbox s_ettings

- Configure Exchange Mailbox settings |

- Configure mailbox on i0OS MDM devices

- Configure Samsung KNOX containers.

- Configure the settings of the Android for Work_profile

- Configure Email/Calendar/Contacts

- Configure Media content restriction settings.

- Configure proxy settings on the mobile device

- Configure certificates and SCEP.

Suggested solution must allow the configuration of the connection to Airplay
devices to enable streaming of music, photos, and videos from the i0S MDM
device to Airplay devices.

Suggested solution must support all of the below deployment methods for the '
mobile agent:

e  Google Play and Apple App Store.
¢  KNOX Mobile Enrollment portal
e Standalone preconfigured installation packages

Suggested Solution must allow to configuration of Access Point Names (APN)
To connect a mobile device to data transfer services on a mobile network

Suggested solution must allow to reset PIN configured on mobile device
remotely

Suégged solution must include possibility to enroll Android devices using 3™
party EMM systems.

VMWare AirWatch 9.3 or later

Mobilelron 10.0 or later

IBM Maas360 10.68 or later
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127 Microsoft Intune 1908 or later

4.28 SOTI MobiControl 14.1.4 (1693) or late

Suggested solution must have ?unctionality to enforce the installation of
4.29 | mandatory app on the devices.

Suggested solution must support user-initiated enrollment of the Mobile
agent deployment via:

4.30 e Google Play and Apple App Store.
e On-premises Self-service portal
[ 431 Suggested solution must have Scanning of files opened on the smartphone.

Suggested solution must have Scanning of programs installed from the
4.32 | smartphone interface.

. Suggested solution must have Scanning of file system objects on the
smartphone or on connected memory extension cards upon request of the
user or according to a schedule.

4.33

Suggested solution must have Reliable isolation of infected objects in the
4.34 | guarantine storage location.

Suggested solution must have Update of antivirus databases used when
4.35 | searching for malicious programs and deleting dangerous objects.

Suggested solution must have Blocking of unsalicited SMS and MMS
4.36 | messages.

Suggested solution must have Privacy protection that provides to user easily
hide and unhide everything related to a particular contact, including their
phonebook entries, SMSs, and call logs.

4.37

Suggested solution must be able to scan mobile devices for malware and
4.38  other unwanted objects on-demand and on-schedule with automatic action

Suggested solution must be able to manage and monitor mobile devices from
4.39 | same console used to manage computers and servers

' Suggested solution must provide “anti-theft” function, where lost and/or
4.40 ' displaced devices can be located, locked, and wiped remotely

- Suggested solution must provide facility to block blacklisted applications from
4.41  being launched on the mobile device

i Suggested solution must be able to remotely install and remove applications
4.42 | from iOS devices
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Suggested solution must be able to enforce security settings on mobile
4.43  devices, like password restrictions and encryption

- Suggested solution must have an ability to pash application

4.44 | recommend/required by the administrator to the mobile phone.
|

4.45 ! Suggested solution must include suBscrip_tior_w model.

Centralized administration, monitoring and update software requirements

| Centralized administration, monitoring and update software should
implement the following functionality:

Suggest solution must include Installation of anti-malware software from a

5.1 single distribution.
B Suggested solution must have selected installation depending on the
5.2 number of protected nodes.

' Suggested solution must have Abilﬁy to read information from AD to obtain R
5.3 | data about computer accounts in the organization.

- Suggested solution must include inbuilt Web console for the management of |
54 | the endpoints that does not require any additional installation.

' Suggested solution web m_anagement console must have ease of use and ' ]
3.5 must support touch screens devices.

B Suggested solution must have Automatic distributiongcomputer accounts
by management groups in the event of new computers appearing on the

5.6

network. Ability to set the transfer rules according to IP address, the type of
the operating system, the location in QUAD.

Sugg_ested solution must have Centralized installation, update and removal |
5.7 of anti-malware software; configuration, administration, viewing of reports
and statistical information about its operation.

_Suggested solution must have Centralized removal {manual and automatic)
5.8 | of incompatible applications from the administration center.

Suggested solution must have Different methods of anti-malware agent
5.9 installation: RPC, GPO, administration agent for remote installation; the
option to create a standalone installation package for local installation.

Suggested solution must have Remote installation of anti-malware software

5.10 with the latest anti-malware databases.
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5.11

5.12

5.13

5.14

5.15

5.16

5.17

5.18

5.19

5.20

5.21

5.22

5.23

' Suggested solution must have Automatic update of anti-malware software
and anti-malware databases.

' Suggested solution must have Automatic search for vulnerabilities in
applications and the operating system on protected machines.

' Suggested solution must have Ability to manage the component prohibiting
the installation and/or running of programs.

' Suggested solution must have Ability to manage the component controlling
work with external I/O devices.

“Suggested solution must have Ability to manage the component controlling
user activity on the Internet.

- Suggested solution must have Tes_ting of downloaded updates by means of
the centralized administration software prior to distributing them to client
machines; delivery of updates to user workplaces immediately after
receiving them.

' Suggested solution must have Ability to execute an automatic deployment
based on the request of the dedicated protection system for virtual
infrastructures based on VMware ESXi, Microsoft Hyper-V, Citrix XenServer
virtualization platform or hypervisor.

Suggested solution must have ability to Creating multi-level administration
system that allows administrator and operator roles to be set, as well as the
reporting forms for each level.

| Suggested solution must have to Create a hierarchy of administration

servers at an arbitrary level and the ability to centrally managing the entire
hierarchy from the upper level.

Suggested solution must have Support of managed services mode for
administration servers, which allows to set up logically isolated
administration servers instances for different users and user groups.

Suggested solution must have Access to the anti-malware security vendor’s
cloud services via the administration server.

- Suggested solution must have Automatic distribution of licenses on client
computers.

' Suggested solution must have ability to perform Inventory of software and
hardware installed on user computers.
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5.24

5.25

5.26

5.27

Suggested solution must have Notification mechanism to inform users about
events in the installed anti-malware software and settings for distributing
notifications about events via email.

' Suggested solution must have Centralized installation of third-party

applications on all or selected computers.

' Suggested solution must have Ability to specify any computer in the

organization as a center for relaying of updates and installation packages to
reduce the network load on the main administration server system.

Suggested solution must have The ability to specify any computer in the
organization as a center for forwarding anti-malware agent events from the
selected group of client computers to the centralized administration server
to reduce the network load on the main administration server system.

| Suggested solutian must have Generation of graphical reports for anti-

5.28

5.29

5.30

5.31

5.32

5.33

malware software events and data about the hardware and software
inventory, licensing, etc.

Suggested solution must have Export of reports to PDF and XML files.

- Suggested solution must have Centralized administration of backup storages

and quarantine on all network resources where the anti-malware software
installed.

Suggested solution must have Creation of internal accounts to authenticate
administrators on the administration server.

' Suggested solution must have Creation of an administration system backup

5.34

5.35

5.36

5.37

5.38

5.39

copy with the help of integrated administration system tools.
Suggested solution must have Support for Windows Failover Clustering
Suggested solution must have Web console to manage the application.
Suggested solution must have System for controlling virus epidem?cs.

Suggested solution must have Ability to manage user roles

' Suggested solution must include Role Based Access which allows the

restrictions to be replicated the management servers in hierarchy.

- Suggested solution management server must include the pre-defined

security roles for the auditor, supervisor and security officer.

' Suggested solution must have Ability manage mobile devices with remote

commands
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5.40

5.41

5.42

5.43

5.44

5.45

5.46

5.47

5.48

5.49

5.50

A Sugg_ested solution must have ability to delete updates that have been

downloaded.

' Suggested solution must have Managing Administration Server updates from -

the application interface.

[ Suggested solution must have Ability to select an update agent for client

computers based on a network analysis.

- Suggested solution must have Ability to view information about the

distribution of vulnerabilities across managed computers.

' Suggested solution must have_Management server interface must support

Arabic language

Management server must maintain revision history of the policies, tasks,

packages, management groups created, so that modification of particular
policy/task can be reviewed.

' Management server must have functionality to create multiple profiles

within a protection policy with different protection settings that can be
simultaneously active on a single/multiple devices based on the following
activation rules:

- Device status

- Tags

- Active directory
- Device owners
- Hardware

" Must support following notification delivery channels:

- Emall
- Syslog
- SMS
- SEIM

' Suggest solution must have ability to define IP address range to limit the

client traffic towards management server based on time and speed

Suggested solution must have the ability to perform inventory on the Scripts
and dll files.

' Suggest solution must have ability to tag/mark computers based on:

e  Network Attributes
o Name
o Domain and/or Domain Suffix
o IP address
o  IP address to management server



End Point Security Solution

5.51

5.52

5.53

5.54

5.55

5.56

5.57

e Location in Active Directory
o Organizational Unit
o Group
e  QOperating System
o Type and Version
o Architecture
o Service Pack number
Virtual Architecture
Application registry
o Application name
o Application version
¢ Manufacturer

[ Suggest solution must the ability to create/define the settings based on the

computer location in the Network rather than the group to which belong in
the management server.

Suggested solution must have functionality to add a unidirectional
connection mediator between the Management Server and the endpoint
connecting over the internet/public network.

- Suggested solution allows the administrator to define restricted settings in

policy/profile settings as well a virus scan task that can be triggered
automatically when certain number of viruses detected in defined amount
of time. Values for number of viruses and time must be configurable.

' Suggested solution must have customizable able dashboard for real time

statistics of endpoints.

Suggested solution must allow administrator to customize reports.

' Suggested solution must have functionality to detect non-persistent virtual

machines and automatically delete them and their related data from the
management server when powered off.

' Sugge;ted solution must have functionality to delete automatically delete

them and related data from the management server when found not
connected to management server for period of time defined by the
administrator

- Suggested solution must have functionality that allows the administrator

5.58

create categories/group of application based on.

Application Name, Application Path, Application Metadata, Application
Digital certificate, Vendor pre-defined application categories, SHA,
Reference computers; To allow/deny execution on the endpoints.
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5.62

5.63

5.64

' Suggested solution must allow administrator to define different status

change conditions for group of endpoints in the management server

Suggested solution must allow the administrator to add custom/3 party
tools in management server for endpoint management

- Suggested solution must have inbuilt feature/module to remotely collect the |

data required for troubleshooting from the endpoints, without require a
physical access to the endpoint

| Suggested solution must allow the administrator to create Connection

tunnel between a remote client device and management Server is required
this required if the port used for connection to management Server is not
available on the device.

The port on the device may be unavailable in the following cases:

e The remote device is connected to a local network that uses a NAT
mechanism.

¢ The remote device is part of the local network of Administration
Server, but its port is closed by a firewall.

' Suggest solution must have in-built function to remotely connect to the

endpoint using Windows Desktop Sharing Technology. In-addition solution
must be able to maintain Auditing of administrator actions during the
session

Suggested solution must have feature create structure administration

groups using the Groups hierarchy and must be based on the following data:

e structures of Windows domains and workgroups.
e structures of Active Directory groups;
® contents of a text file created by the administrator manually.

| Suggested solution must be able to retrieve information about the

5.65

equipment detected during the network poll. Inventory covers all equipment
connected to the organization's network.

Information about the equipment must be updated after each new network
poll. The list of detected equipment should contain the following types of
devices:

®  Devices.
e  Mobile devices.
e Network devices.
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5.66

5.67

5.68

5.69

5.70

Virtual devices.

OEM components.
Computer peripherals.
Connected devices.
VolP phones.

Network repositories.

The administrator can add new devices to the equipment list manually or
edit information about equipment that already exists on the network.

The administrator can assign the "Enterprise equipment” attribute to
detected devices. This attribute can be assighed manually in the properties
of a device, or the administrator can specify criteria for the attribute to be
assigned automatically.

Device is written off functionality must be available, so that such device are
not displayed in the equipment list.

' Suggested solution single distribution/relay agent that must suppert at least

10,000 endpoints for the delivery of protection, updates, patches and
installation packages in the remote sites.

- Suggested solution_single distribution/relay agent that must be able to

relay/transfer or proxy the threat reputation requests from the endpoints to
the endpoints management server.

' Suggested solution must support download of differential files instead of

downloading full update packages

' Suggested solution must support OPEN AP and includes the guidelines for

the integration with the 3™ party external systems.

Suggested solution must include inbuilt tool to perform the remote

diagnostic collect the troubleshooting logs from the remote computer
without require any physical access to it.

| Suggested solution must in include Role Based Access Control (RBAC) and

571

the predefined roles and predefined roles must be customizable.
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5.72

5.73

5.74

5.75

5.76

5.77

6.1

6.2

6.3

6.4

' Suggeged solution must include the functionality to relay the RBAC to other
management servers when implemented in the hierarchal configuration

'_Suggested solution master/primary/parent management server must be able '
to relay the updates and cloud reputation services.

' Su_gggted solution reports must include the information about the threat
and the technology that detected it.

' Suggested solution repart must include the details about which endpoint
protection components are installed / not installed on the client devices
regardless of the protection profile applied / exists for these devices.

' Suggested solution master/primary/parent management must be able to
retrieve detailed information report, health status etc. of managed endpoint
on the secondary/slave management servers.

: Suggested solution must include option for the customer to either deploy
on-premises management console or use the vendor provided cloud-based
management console.

' Requirements for anti-malware database updates mechanisms

Updatable anti-malware databases should implement the following
functionality:

- M_ultiple ways of updating, including global communication channels over
the HTTPS protocol, shared resource at local network and removable media.

Verification of the i_ntegrity and authenticity of updates by means of
electronic digital signature.

; Supported operating_systems for the management server installation

*  Microsoft Windows 10 20H2 32-bit/64-bit (only for version 12.2
and later)

*  Microsoft Windows 10 20H1 32-bit/64-bit (only for version 12.1
and later)

s Microsoft Windows 10 Enterprise 2019 LTSC 32-bit/64-bit

*  Microsoft Windows 10 Enterprise 2016 LTSB 32-bit/64-bit

*  Microsoft Windows 10 Enterprise 2015 LTSB 32-bit/64-bit

*  Microsoft Windows 10 Pro RS5 (October 2018 Update, 1809) 32-
bit/64-bit
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e Microsoft Windows 10 Pro for Workstations RS5 (October 2018
Update, 1809) 32-bit/64-bit

e  Microsoft Windows 10 Enterprise RS5 {October 2018 Update, 1809)
32-bit/64-bit

o Microsoft Windows 10 Education RS5 (October 2018 Update, 1809)
32-bit/64-bit

e  Microsoft Windows 10 Pro 19H1 32-bit/64-bit

e  Microsoft Windows 10 Pro for Workstations 19H1 32-bit/64-bit

e  Microsoft Windows 10 Enterprise 19H1 32-bit/64-bit

e  Microsoft Windows 10 Education 19H1 32-bit/64-bit

e Microsoft Windows 10 Pro 19H2 32-bit/64-bit

e Microsoft Windows 10 Pro for Workstations 19H2 32-bit/64-bit

e Microsoft Windows 10 Enterprise 19H2 32-bit/64-bit

¢ Microsoft Windows 10 Education 19H2 32-bit/64-bit

¢ Microsoft Windows 8.1 Pro 32-bit/64-bit

e Microsoft Windows 8.1 Enterprise 32-bit/64-bit

¢  Microsoft Windows 8 Pro 32-bit/64-bit

e Microsoft Windows 8 Enterprise 32-bit/64-bit

e Microsoft Windows 7 Professional with Service Pack 1 and higher
32-bit/64-bit

e Microsoft Windows 7 Enterprise/Ultimate with Service Pack 1 and
higher 32-bit/64-bit

o Windows Server 2019 Standard 64-bit

e  Windows Server 2019 Core 64-bit

s  Windows Server 2019 Datacenter 64-bit

e Windows Server 2016 Server Standard RS3 (v1709) (LTSB/CBB) 64-
bit

® Windows Server 2016 Server Datacenter RS3 (v1709) (LTSB/CBB)
64-bit

¢ Windows Server 2016 Server Core RS3 {v1709) (Installation Option)
(LTSB/CBB) 64-bit

o  Windows Server 2016 Standard (LTSB} 64-bit

¢  Windows Server 2016 Server Core (Installation Option) (LTSB) 64-
bit
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6.5

6.6

Windows Server 2016 Datacenter (LTSB) 64-bit
Windows Server 2012 R2 Standard 64-bit
Windows Server 2012 R2 Server Core 64-bit
Windows Server 2012 R2 Foundation 64-bit
Windows Server 2012 R2 Essentials 64-bit
Windows Server 2012 R2 Datacenter 64-bit
Windows Server 2012 Standard 64-bit
Windows Server 2012 Server Core 64-bit
Windows Server 2012 Foundation 64-bit
Windows Server 2012 Essentials 64-bit
Windows Server 2012 Datacenter 64-bit
Windows Storage Server 2016 64-bit
Windows Storage Server 2012 R2 64-bit
Windows Storage Server 2012 64-bit

Suggested solution support following database servers

Microsoft SQL Server 2012 Express 64-bit

Microsoft SQL Server 2014 Express 64-bit

Microsoft SQL Server 2016 Express 64-bit

Microsoft SQL Server 2017 Express 64-bit

Microsoft SQL Server 2019 Express 64-bit

Microsoft SQL Server 2014 (all editions) 64-bit

Microsoft SQL Server 2016 (all editions) 64-bit

Microsoft SQL Server 2017 (all editions) on Windows 64-bit
Microsoft SQL Server 2017 (all editions) on Linux 64-bit
Microsoft SQL Server 2019 (all editions) on Windows 64-bit
Microsoft SQL Server 2019 (all editions) on Linux 64-bit
MySQL Standard Edition 5.7 32-bit/64-bit

MySQL Enterprise Edition 5.7 32-bit/64-bit

All supported SQL Server editions in Amazon RDS and Microsoft
Azure cloud platforms

MariaDB Server 10.3 32-bit/64-bit with InnoDB storage engine

6.7 ' Suggest solution support following virtual platforms

6.8

VMware vSphere 6.5

VMware vSphere 6.7

VMware Workstation 15 Pro

Microsoft Hyper-V Server 2012 64-bit
Microsoft Hyper-V Server 2012 R2 64-bit

Microsoft Hyper-V Server 2016 64-bit
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6.9

6.11

6.12

7.1

7.2

7.3

6.10

®  Microsoft Hyper-V Server 2019 64-bit
e  (Citrix XenServer 7.1 LTSR

e  Citrix XenServer 8.x

®  Parallels Desktop 14

® Oracle VM VirtualBox 6.x (Windows guest login only)

- Suggest solution must include following SIEM integration options;
" HP (Microfocus) ArcSight ESM 7.0

| HP (Microfocus) Ar(_:Sight ESM 6.8

' IBM QRadar 7.3

Suggested solution must include support for the cloud-based deployment;

Amazon Web Services:

" Administration Server: m5.4;<large

SQL Server: db.r5.4xlarge

Microsoft Azure

" Administration Server: mb.large

sQL Server: db.t2.small,

Requirements for the solution documentation. A documentation for all anti-

malware software, including administration tools, should include the
following documents:

Online help for Administrators

Online help for implementation best practices.

' The documentation provided along with the anti-malware software should

describe in detail the process of installation, configuration, and exploitation
of the anti-malware software.
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3.3.2 Office 365 End Point Security Specification Qty: (2000)

Kaspersky Office 365 with mail Security Protection Requirements

| Detect and block spam and malicious email before it becomes a problem — without slowing I
1 productivity or accidentally deleting legitimate traffic. Advanced heuristics, sandboxing and
machine learning protect email from spam, phishing, business email compromise {BEC) and other
| advanced threats. - - -
Multiple layers of next-generation technologies protect Office 365 email from spam, phishing,
2 malicious attachments, and unknown threats.

- Kaspersky Business Hub - a single, intuitive console manages all security, including a s_ingle view of |
detected threats and statistics. No need for training or new hardware - make the most of the
cloud's convenience, resource efficiency and cost-effectiveness.

' Kaspersky Security for Microsoft Office 365 uses advanced heuristics, sandboxing, machine learning 1
and other next-generation technologies to protect email from ransomware, malicious attachments,
spam, phishing, business e-mail compromise (BEC) and unknown threats. Like Microsoft Office 365
it’s hosted in the cloud. And like all Kaspersky Lab solutions it's built on the world’s most tested,
most awarded securityl. Keep communications flowing and cyberthreats out with Kaspersky
Security for Microsoft Office 365.

50% of emails sent are spar_n. Reduce the time, resources and risks associated with sEam by
stopping it before it gets through. Kaspersky Lab’s next-generation spam detection and analysis is
powered by machine learning and real-time, cloud-based intelligence from Kaspersky Security
Network.

No need for privacy worries: Right from set-up, administrators choose the data center assigned for
mail processing. Kaspersky Lab does not store the customers’ email — suspicious email is placed
inside an admin-only folder within the user’s Office 365 mailbox. Only the administrator can see or
access this folder via the Kaspersky Security for Microsoft Office 365 management console.

' 99% of malware is sent via email or web server and 66% is installed via malicious attachments.2
7 Prevent evolving email attacks while blocking unknown and zero-day malware lurking inside Word,
Excel, PowerPoint, and other application files.

Many users have issues with legitimate mail_being mistaken for_spam. With lower false pos_itives
and administrator control over what happens to suspicious mail, Kaspersky Security for Microsoft
Office 365 significantly reduces the chances of this happening. Deleted mails are placed in backups
and can be searched for and restored — no more ‘disappearing mails.’
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" Abusiness is attacked by ransomware every 40 seconds3 and email phishing is a popular vector for
launching these attacks. 78% of users say they understand the risks of unknown mails — yet one-in-
two still click4. Kaspersky Security for Microsoft Office 365 uses sandboxes and machine learning to
filter out threats before user can make a mistake.

' Intuitive, easy-to-use interface means there’s no need for additional staff training. A single
management console takes care of everything and provides a single view of detected threats and
statistics. Single, easy-to-use policy enables immediate protection. There’s no need to invest in
additional infrastructure or install a distributive to get started.

TERMS & CONDITIONS:

4.1.

4.2.

4.3,

4.4,

4.5,

4.6.

4.7.

4.8.

4.9.

The bidder should have minimum three certified engineers for the proposed solution.
The bidder should have minimum five years’ experience as security solution provider.

The bidder should deliver full documentation and manuals for EPA after the
implementation.

The bidder should have 24x7 call center & Help desk to support EPA.
Direct vendor support (24X7) for one year should be included for all proposed solution.
The bidder should provide one stand by appliance for immediate replacement.

The bidder should provide a certified resident engineer for three months after the
implementation and installation for daily trouble shooting.

The bidder should do the full installation and configuration on Antivirus server and for
office 365.

The bidder should provide a training for technical support team at EPA.

5. TENDER CONTENT AND FORMAT

Evaluation will be done in two stages, Technical Evaluation and Commercial Evaluation.

Technical evaluation will be used to identify product level of functionality and operability, vendor/dealer
relevant industry expertise and experience and support and maintenance. Commercial evaluation will
concentrate on the proposed costs including support and maintenance.
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The Technical Evaluation determines which submissions are technically acceptable and should proceed to

Commercial Evaluation.

Tenderers are asked to set out clearly in their tenders all information requested in the following sections.
The tender should be divided into numbered sections as specified below. In particular, the management
information sections requested, in both Technical Response and Commercial Response should appear at
the front of these sections. This is to assist the company’s senior management who may not wish to read
the complete tender. Where specific questions are asked, precise and factual replies must be given, not a
general or particular reference to sales or other published literature even if this forms part of the tender.

5.1. Technical Response

Do not include any products or services costs in this section. All costs related information
should be put into section 8.1 Commercial Response.

5.1.1. Management Information Security

Please describe your company’s background and proposed product and services
which are proposed in this RFP.

Vendor’s profile

Products profile and modules

Important features of the proposed solution
Support services from the tenderer
Reference site available with brief details
Indication of market share in UTM market

IDC & Gartner’s report and analysis.

5.1.2. Proposed Solution and Architecture

What's the name of the product(s) that form the backbone of your
solution?

Date the proposed model(s) was first introduced to the market?

Position of the product within the manufacturer’s product range

Provide a brief overview of each product in your proposal and diagram of the
overall architecture.
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State the hardware and the OS platform on which the product can operate.
5.1.3. Resources and Timescales
Please provide a plan covering the following phases:
®= Order Placement
= User Training
®  Solution Implementation
= Integration and fine tuning
= Hand over
5.1.4, Warranty and Maintenance

Please provide full details of escalation procedures for each type of warranty,
support and maintenance situation. A single point of contact should be specified
to initiate the procedure.

Information regarding any other support facilities offered should also be
included here.

6. INSTRUCTION TO TENDERER

6.1. General

6.1.1. The validity of the price quoted shall be minimum of 90 days from the last date
of submission of the bid

6.1.2. All prices quoted should be in KWD only.

6.1.3. The tenderer should prepare the bid in full. Bids received with incomplete
information shall be liable for rejection.

6.2.  Delivery of Equipment/Software

6.2.1. Any selected tenderer shall agree to deliver the solution within 3 Months of
receiving the formal agreement.

6.3. Acceptance Test

6.3.1. The tenderer shall agree to comply with the acceptance tests as agreed during
final negotiations at their own cost. The contractor shall supply any equipment,
manpower or facilities required to conduct the acceptance test.
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6.3.2. Environment Public Authority shall reserve the right to determine the duration of
the acceptance test.

6.4. Confidentiality

6.4.1. The tenderer and Environment Public Authority shall divulge confidential
information only to those employees who are directly involved in the tender or use
of the equipment and shall ensure that such employees are aware of and comply
with these obligations as to confidentially.

6.4.2. The tenderer shall ensure that its sub-contractors are bound by the requirements
of this clause.

7. SUBMITTAL REQUIREMENTS

Terms & Conditions:

1.

The contractor shall provide free-cost maintenance support in case any
issue related to the provided solutions to the EPA

The contractor shall produce summary reports of all activities, and
information on the service they provide, on a monthly and quarterly basis
to EPA. The format and detail of the reports shall be proposed by the
contfractor and approved by the corporation.

The monthly service reports shall be made available to EPA within seven
working days from the end of each reporting period.

All necessary data loading / file transfers shall have to be carried out by
the contractor prior to new installation.
1

The contractor shall be responsible for planning and managing all
equipment’s replacement exercises.

Contractor shall carry out regular preventive checks as may be required
to keep the equipment in good operating condition, in accordance with
the specific needs of the individual item of Equipment. Preventive
Maintenance will include lubrication, if applicable, adjustments,
modifications, repairs, or replacement of unserviceable parts. Contractor
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shall submit a Preventive Maintenance Program and follow it closely upon
approval by the corporation.

7. Contractor shall carry out regular check for any updates for OS / patches
and if applicable, shall update the required system with updated OS /
patch (with the latest new major releases of the soffware i.e. with the
latest OS / frmware and not the minor release).

General Instructions fo the Bidder

The bidder’s proposal must be well prepared. The quality and completeness of the offer will merit
initial recommendation for the bidder, and it will be important element in the evaluation

process.

The submission from the bidder, including drawings, diagrams and any other presentations shalll
cover in the most concise format his concept of the best way to tackle the project, how he
intends to proceed with it, and the manpower he intends to deploy. The proposal shall be
submitted exactly as stipulated by this section.

The proposal must clearly be divided into the following parts:

Participant Company Profile.

Technical Specifications and Catalogs.
Itemized Pricing and breakdown Cost.
Warranties and SLA

Bidder reference list similar to this project.

Information about Bidder

General Information

All Bidders must produce information on their organization in their proposal upon which
will evaluate the organization of the bidder itself. The bidder is urged to ensure that all
items in the requirement section are fully addressed. Any item or requirement not
addressed by the proposal may lead to the rejection of the proposal.

Bidder organization

Bidders should include general information about their organization structure, associated
firms, main activities financial status and human resources. The Bidder must also submit
team organization, the names and resumes of all personnel who will work on the
confract, specifically summarizing the details of their qualifications and positions on the
contract.
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Bidder's Experience

Specify Bidder experience in similar project including contract location, description, and
name of referenced customers.

Provide a sample list of the referenced instaliation in the State of Kuwait including project
or sub-project description indicating the specification of type and quantity of hardware
supplied and installed within these projects.

Additional information

The Bidder is encouraged fo submit any additional information deemed appropriate to
support the Bidder's proposal.

Note: any additional information or options should be priced separately from the main
RFP requirements.

Technical proposal

Two copies of the technical proposal, at least one copy of the offers must contain
original manufacturer brochures, manuals and catalogs containing full technical
specifications.

8. COMMERCIAL RESPONSE

8.1.1 Bill of Materials.

Unit price Total price

(KD) (KD})

Kaspersky End Point Security Protection
including Office 365 Integration for three

Years 2000

Total price in digits (KWD)

Total price in letters (KWD)
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