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SCOPE OF THE PROJECT

The Environment Public Authority (EPA) invites bidders to quote for supply, install, upgrade,
testing and guarantee of the IP CCTV. The work of this contract is to provide all labor,
materials, equipment and incidentals necessary to install close circuit television equipment at
EPA branches (Jahra Nature Reserve management buildings — AlAdan — AlZahra — Ras
Alard Building) Contractor will be responsible to install and configure the system in selected
areas, make all connections, programming and test the system, and ensure system is
operational.

GENERAL . SPECIAL AND TECHNICAL CONDITIONS

The following terms and conditions must be met by bidding companies:

Bidder must have initiated and completed similar projects with the government sector.
(Such projects to be documented and attached including contact information of the
person in charge from the benefiting governmental agency)

Bidder must be registered with the Central Agency for Information Technology.
Bidder must have a minimum experience of 5 years in the same field. (Related
information to be documented and attached)

A site visit will be setup within one week after the semi tender publication by EPA.
Bidder need to provide the ministry with civil identification copies of all the employees
involved in the project.

Bidder must appoint and provide contact information of a project manager from the
bidder’s own staff.

Bidder must hand in weekly progress reports throughout the duration of the project
execution.

A network schematic must be provided showing the number of edge switches
needed to cover all the cameras and the connections between them.

All switches are to be rack mounted in the racks, connected through cat6 or fiber and all
connections to switches should go through patch panels first.

Execution time of the installation should not exceed 3 Months.

Services for implementation of the proposed systems.

Computer software providing the functional coverage outlined in this document.

System software license required to operate the functional modules (including
operating system and database software and any other software licenses required to meet
functional and non-functional requirements of the project.).

The installation and implementation of the software and hardware proposed.
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The training of technical and user staff in the operation and functional use of the
systems proposed.

Ongoing Support Agreement as proposed in the bidder proposal.

Project Responsibility

This project shall be executed and handed over to EPA under the full responsibility of the
contractor.

Insurance:
The Contractor shall insure the materials, software and works in the joint name of the
contractor and the Authority to full value of them against any loss or damage. The

said insurance shall take effect in such a manner that both parties are covered during
the period from the date of signing the contract until the end date of the contract.

Approval of Materials and System Drawings:

All materials and system drawings are to be approved by EPA at least ONE WEEK before
implementation onsite. Accessibility of components/units and ease of maintenance shall be taken
into consideration in the layout of different equipment/units.

Manuals and Catalogue:
The contractor shall submit two sets of the following:

Detailed description of equipment.
Operation/Instruction/Service manual/s.
Parts list catalogue (including mechanical parts).

Components layout.
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Availability of Spare Parts:

The Contractor shall undertake, as part of the contract to make available to EPA all necessary
spares whenever needed for at least 3 years after Project Acceptance. Any spare part/s
ordered during this period should be delivered without delay to ensure continuity of the service.

Warranty:

The Contractor shall guarantee all offered equipment of the project, for the full contract
period (24) months after signing the contract. All defective units, devices or
components during this period shall be replaced or repaired by the contractor, free of
any charge to EPA.

If during the warranty period repetitive or epidemic faults take place in such a way
that affects the performance, reliability or availability of any of the project equipment,
the contractor shall bear full responsibility to remedy and rectify these problems in a
good engineering practice to EPA.

Selection. Rejection. Addition and/or Modification:

EPA has the right to:
Select the most preferred Manufacturer to EPA for the same type of product for
any item, which must be in conformity with the Semi Tender Document’s

specifications and requirements.

It is confirmed that canceled items -if any- shall not affect the overall performance
of this turnkey system.
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Preliminary/Provisional Handing Over Certificate (PHOC):

EPA shall issue this PHOC, within one week after PHOC Test completion date. In
case of abnormal defects, PHOC shall be delayed until restoring the equipment to
the normal acceptable state.

Final Handing Over Certificate (FHOC):

EPA shall issue this FHOC, at end date of the contract. FHOC shall be delayed
until restoring the system to the normal acceptable state, if necessary as indicated
above.

Site Visits:

For proper/realistic pricing of the offers, all Bidders MUST visit the site for each name
given later. The site visits dates and timing shall be made and agreed upon during the pre-
tender meeting.

Technical Specification & drawings

e Technical Specifications shall be considered as an integral part of the Contract

e Any work or material shown on the drawings, even if not specifically described in
the Technical Specifications, or vice versa, is to be done or supplied by the Contractor
in order to deliver turnkey system which will operate in full power making all system
components compatible with each other and existing systems.

e For all the purposes of the Sub-Contractors, the Contractor shall assume full
responsibility for the interpretation of the drawings and requirements.

e The approval of the Contractor's drawings by EPA shall not in any way
relieve the Contractor's responsibilities or liabilities under the Contract.

e Drawings submitted to EPA for approval shall be signed by the Contractor's Project
Manager. Unsigned drawings will be returned unchecked.

e All copies of the Technical Specifications, together with drawings and its
other annexes, remain the-property of EPA and must be returned to EPA if
requested.

e Drawings and sketches supplied by EPA are for purposes of illustrating the
facilities required. The systems components shown on these drawings are
illustrative, and do not necessarily represent correct design, the responsibility
for which rests with EPA.



Responsibility of Correct Design:

Any changes subsequent to the approved original design as submitted in the
proposal shall be forwarded to EPA in writing for approval before incorporation
and or installation. EPA will not recognize any verbal instruction in contradiction
to or altering the contract Document.

Installation and Tuning:

This is a turnkey project. Any item/work not mentioned in the semi tender
document or BOQ but indispensable for the proper Installation/
Implementation/Performance of this project must be added to the BOQ priced and
described.

The contractor shall also have the responsibility to supply and install the equipment
necessary to meet the requirements as well as to provide all labor and
materials, whether or not described in full, necessary to reproduce complete and
fully operational systems, in accordance with the intent of this document. The
contractor shall ensure being aware of the operational requirements under which
the systems and associated facilities are to be installed and operated. Specialized
engineers of the field will ensure the installation and the final tuning of the
equipment. The contractor shall install the system, in a way so that in the events
of failure it will be possible for a technician to locate and certify easily the faulty
equipment. To assist in this respect, the contractor shall ensure that enough
connector access points and switching are available to enable faulty equipment to
be located.

The contractor shall ensure that free and fixed connections and all controls of the
installation are properly and permanently labelled in a clear and unambiguous way.
During the course of the project delivery and Warranty periods, it is possible
that the contractor may recommend changes and/or improvements to the products
in line with technological changes. In this regard, any change of product or
improvement in product delivery must be previously approved by EPA. And, in
any case, must maintain full compatibility with the previously installed equipment
and/or equipment supplied as a spare.

The contractor shall arrange the grounding for equipment within the systems/
installation so that hum resulting from earth loops is eliminated. Whatsoever the
arrangement used, he must not compromise the grounding procedure necessary
to comply with electrical safety requirements. From experience, inside
Production Building of EPA, there is a good and stable grounding system, but
contractor should check it and approved this.



Labeling and Finishes

The Contractor shall label or designate all controls and indicators as to function or meaning
by agreement with EPA. This designation shall be uniform as to type of characters used
and of neat appearance throughout the system. The size or characters used shall be as
large as possible, consistent with neatness and the size of the unit. Technical and other
outlets shall be of different color for easy distinguishing.

All equipment shall be clearly labeled with an identification relating to the designation of
that component on the relevant functional or schematic diagrams.

Finishes on racks, equipment, control panels, etc., shall be submitted to EPA for approval
in relation to color, texture and gloss. Generally, preferred colors will be subdued, of a smooth
finish, and non-glossy.

All cables at source & destinations will be marked with proper labeling equipment or markers,
sleeved with color-coded sleeves in par with the schematic diagrams provided.

Electrical Interference to Other Equipment

The Contractor shall take all necessary steps to ensure that electrical interference to other
equipment is kept below a level which would degrade the signal-to-noise ratio of other
equipment.



Existing system Brief

1. EPA has Hikcentral Professional web client Version: 2.1.1 VMS system installed
and connected to the existing cameras installed in EPA HQ so the new cameras and
NVRs which will be installed in the branches should be full compatible and
integrated with the same VMS system. Therefore, the bidder should provide the
cameras as well as the license.

2. The existing cameras connected to Hikcentral is 302 Cameras (Dome, Bullet, PTZ
and ANPR). We asked for 110 Camera license more, so the total number of camera
license should be 412 Camera license.

Expansion:

1. The total number of the new IP cameras need to be added and installed is 97 Cameras.
The below table showing the item details for each site:

Item Ras AL-Ard | AL-Jahra | AL-Zahra | Al-Adan
Dome Camera 20 8 12 0
Bullet Camera 14 16 10 10
NVR 32 Channel 1 1 1 0
NVR 16 Channel 0 1 0 0
24 Port Gigabit Fu}l 1 1 1 0
Managed POE Switch

24 Port Smart Maqaged, ) 0 0 0
10/100M POE Switch

16 Port Smart Managed, 0 1 0 0

10/100M POE Switch

8 Port Smart Managed,

10/100M POE Switch 0 0 2 !
Hard Disk 10TB WD Purple 6 9 6 0
LED Screen 4K 65 inch 2 1 0 0
5G Data Link 0 0 1 1
Network Cabinet 3 2 1 1

The aforementioned locations are not final and may be altered by the Authority during
the semi tender execution.



Upgrade:

1. Hikcentral Professional web client Version: 2.1.1 VMS should be upgraded to the
latest version released by the manufacture with guarantee that all the existing
functions will work properly without any failure.

2. The existing Hikcentral Professional web client Version: 2.1.1 VMS has two
addition licenses as below:

e ANPR camera License.

e Video wall License.

So the bidder must guarantee all function and features of the system will work
properly after the upgrade.

Product Specification

1) VIDEO MANAGEMENT SOFTWARE LICENSE: (QTY: 110
Camera license)

The bidder should provide Hikcentral Camera license for all the new cameras which
will be added to the system.

Recording Requirements:

Minimum of 15 frames per second at the camera resolution.

Native recording and analyzing any picture (quality picture), which
comes from camera.

4 months (120 Days) of 24 Hours recording on motion detection with
proven calculations, for all cameras at their native resolution on an online
storage

Calculation must be provided for recording servers and bandwidth usage.



2) 1P CAMERAS

2.1)4 MP IR Varifocal Bullet Network Camera. QTY(45).

Image Sensor
Max. Resolution
Min. lllumination
Shutter Time

Day & Night
Angle Adjustment
Lens

Lens Type

Focal Length & FOV

Lens Mount
Iris Type
Aperture
DORI

DORI

llluminator

Supplement Light Type
Supplement Light Range

Smart Supplement Light
IR Wavelength
HEOP

Open Resources

Computing Power

Open Capability

Deep Learning Structure
Programming Language
Video

Main Stream

Specification
1/3" Progressive Scan CMOS
2688 x 1520
Color: 0.003 Lux @ (F1.4, AGC ON), B/W: 0 Lux with IR
1/3 s to 1/100,000 s
IR cut filter
Pan: 0° to 355°, tilt: 0° to 90°, rotate: 0° to 360°

Varifocal lens, motorized lens, 2.7 to 13.5 mm and 7 to 35 mm optional

2.7 to 13.5 mm: horizontal FOV 107.6° to 32.9°, vertical FOV56° to 18.5°, diagonal FOV
130.9° to0 37.8°

7 to 35 mm: horizontal FOV 28.7° to 10.5°, vertical FOV 16° to 6°, diagonal FOV 33.1° to
12.1°

2.7to 13.5 mm: @14

7 to 35 mm: Integrated

Auto-iris

2.7to13.5mm: F1.4

7 to 35 mm: F1.6

2.7t013.5mm:D:64to 187 m,0:25t0 74 m,R:12t037 m,:6to 18 m
7to35mm:D:218to 580 m, 0:86t0230m,R:43to 116 m, |:21to 58 m

IR

2.7t013.5mm:upto 60 m
7to35mm:upto80m
Yes

850 nm

Memory: 60 MB,

Smart RAM: 400 MB,

eMMC: 2 GB

1.5TOPS

HEOP 2.0 OpendevSDK

Caffe, PyTorch, TensorFlow, PaddlePaddle, ONNX
C, C++

50 Hz: 25 fps (2688 x 1520, 1920 x 1080, 1280 x 720)
60 Hz: 30 fps (2688 x 1520, 1920 x 1080, 1280 x 720)



Sub-Stream

Third Stream

Fourth Stream

Video Compression

Video Bit Rate

H.264 Type

H.265 Type

Bit Rate Control

Scalable Video Coding (SVC)
Region of Interest (ROI)
Target Cropping

e-PTZ

Audio

Audio Compression
Audio Bit Rate

Audio Sampling Rate
Environment Noise Filtering
Network

Protocols

Simultaneous Live View
API

User/Host

Security

Network Storage

50 Hz: 25 fps (1280 x 720, 640 x 480, 640 x 360)

60 Hz: 30 fps (1280 x 720, 640 x 480, 640 x 360)

50 Hz: 10 fps (1920 x 1080, 1280 x 720, 640 x 480, 640 x 360)
60 Hz: 10 fps (1920 x 1080, 1280 x 720, 640 x 480, 640 x 360)
50 Hz: 10 fps (1280 x 720, 640 x 480, 640 x 360)

60 Hz: 10 fps (1280 x 720, 640 x 480, 640 x 360)

Main stream: H.265/H.264/H.264+/H.265+,

Sub-stream: H.265/H.264/MJPEG,

Third stream: H.265/H.264,

Fourth stream: H.265/H.264/MJPEG

32 Kbps to 8 Mbps

Baseline Profile, Main Profile, High Profile

Main Profile

CBR, VBR

H.264 and H.265 encoding

5 fixed regions for main stream and sub-stream

Yes

Support Patrol and Auto Tracking settings

G.711/G.722.1/G.726/MP2L2/PCM/MP3/AAC-LC

64 Kbps (G.711ulaw/G.711alaw)/16 Kbps (G.722.1)/16 Kbps (G.726)/32 to 192 Kbps
(MP2L2)/8 to 320 Kbps (MP3)/16 to 64 Kbps (AAC-LC)

8 kHz/16 kHz/32 kHz/44.1 kHz/48 kHz

Yes

TCP/IP, ICMP, HTTP, HTTPS, FTP, DHCP, DNS, DDNS, RTP, RTSP, NTP, UPnP, SMTP,
IGMP, 802.1X, QoS, IPv4, IPv6, UDP, Bonjour, SSL/TLS, PPPoE, SFTP, ARP, SNMP,
WebSocket, WebSockets, SRTP

Up to 6 channels

ONVIF (Profile S, Profile G, Profile T), ISAPI, SDK, ISUP

Up to 32 users

3 user levels: administrator, operator, and user

Password protection, complicated password, HTTPS encryption, 802.1X authentication
(EAP-TLS, EAP-LEAP, EAP-MDS5), watermark, IP address filter, basic and digest
authentication for HTTP/HTTPS, WSSE and digest authentication for Open Network
Video Interface, RTP/RTSP over HTTPS, control timeout settings, security audit log, TLS
1.1/1.2/1.3, host authentication (MAC address)

NAS (NFS, SMB/CIFS), Auto Network Replenishment (ANR),

Together with high-end memory card, memory card encryption and health detection

are supported.



Web Browser

Image

Image Parameters Switch
Image Settings

Day/Night Switch

Wide Dynamic Range (WDR)

Image Enhancement
SNR

Privacy Mask
Interface

Ethernet Interface

On-Board Storage

Audio

Alarm
Reset Key

Event

Basic Event

Smart Event

Linkage

Deep Learning Function
Face Capture
People Counting

General
Power

Material
Storage Conditions

Startup and Operating
Conditions
General Function

Plug-in required live view: IE 10, IE 11,
Plug-in free live view: Chrome 57.0+, Firefox 52.0+, Edge 89+,
Local service: Chrome 57.0+, Firefox 52.0+, Edge 89+

Yes

Rotate mode, saturation, brightness, contrast, sharpness, gain, white balance,
adjustable by client software or web browser

Day, Night, Auto, Schedule

120 dB

BLC, HLC, 3D DNR, Defog

>52dB

4 programmable polygon privacy masks

1 RJ45 10 M/100 M self-adaptive Ethernet port

Built-in memory card slot, support microSD/microSDHC/microSDXC card, up to 512 GB
1input (line in), 3.5 mm connector, max. input amplitude: 3.3 Vpp, input impedance:
4.7 KQ, interface type: non-equilibrium

1 output (line out), 3.5 mm connector, max. output amplitude: 3.3 Vpp, output
impedance: 100 Q, interface type: non-equilibrium

1 input, 1 output (max. 24 VDC/24 VAC, 1 A)

Yes

Motion detection (support alarm triggering by specified target types (human and
vehicle)), video tampering alarm, exception

Line crossing detection, intrusion detection, region entrance detection, region exiting
detection (support alarm triggered by specified target types (human and vehicle)),
scene change detection, audio exception detection, defocus detection

Upload to FTP/NAS/memory card, notify surveillance center, send email, trigger alarm

output, trigger recording, trigger capture, audible warning

Yes

Yes

12 VDC + 25%, 1.08 A, max. 13 W, two-core terminal block, reverse polarity protection,
PoE: IEEE 802.3at, Class 4, max. 15 W

Aluminum alloy body

-30 °Cto 60 °C (-22 °F to 140 °F). Humidity 95% or less (non-condensing)

-30 °Cto 60 °C (-22 °F to 140 °F). Humidity 95% or less (non-condensing)

Heartbeat, anti-banding, mirror, flash log, password reset via email, pixel counter



Environment

Protection

CE-RoHS: 2011/65/EU,

WEEE: 2012/19/EU,

Reach: Regulation (EC) No 1907/2006

IP66: IEC 60529-2013, IK10: IEC 62262:2002

2.2)4 MP IR Varifocal Dome Network Camera. QTY(52).

Image Sensor
Max. Resolution
Min. lllumination
Shutter Time

Day & Night
Angle Adjustment

Lens
Lens Type

Focal Length & FOV

Lens Mount

Iris Type

Aperture
DORI

DORI

llluminator
Supplement Light Type
Supplement Light Range
Smart Supplement Light
IR Wavelength

HEOP

Open Resources

Computing Power
Open Capability
Deep Learning Structure

Programming Language

Specification
1/3" Progressive Scan CMOS
2688 x 1520
Color: 0.003 Lux @ (F1.4, AGC ON), B/W: 0 Lux with IR
1/3 s to 1/100,000 s

IR cut filter

Pan: 0° to 355°, tilt: 0° to 75°, rotate: 0° to 355°

Varifocal lens, motorized lens, 2.7 to 13.5 mm and 7 to 35 mm optional

2.7 to 13.5 mm: horizontal FOV 107.6° to 32.9°, vertical FOV 56° to 18.5°, diagonal FOV
130.9° to 37.8°

7 to 35 mm: horizontal FOV 28.7° to 10.5°, vertical FOV 16° to 6°, diagonal FOV 33.1° to
12.1°

2.7 to 13.5 mm: @14;

7 to 35 mm: Integrated

Auto-iris

2.7t013.5 mm: F1.4;

7 to 35 mm: F1.6

2.7t013.5mm:D:64to0 187 m,0:25t0 74 m,R:12t037 m,l:6to 18 m
7to35mm:D:218t0 580 m, 0: 86t0230m, R:43to 116 m, |: 21to 58 m

IR

2.7t013.5mm:upto40m; 7 to 35 mm: upto50 m
Yes

850 nm

Memory: 60 MB,

Smart RAM: 400 MB,

eMMC: 2 GB

1.5 TOPS

HEOP 2.0 OpendevSDK

Caffe, PyTorch, TensorFlow, PaddlePaddle, ONNX
C, C++



Video

Main Stream

Sub-Stream

Third Stream

Fourth Stream

Video Compression

Video Bit Rate
H.264 Type
H.265 Type
Bit Rate Control
Scalable Video Coding (SVC)
Region of Interest (ROI)
Target Cropping
e-PTZ
Audio

Audio Compression
Audio Bit Rate

Audio Sampling Rate
Environment Noise Filtering

Network

Protocols

Simultaneous Live View
API

User/Host

Security

50 Hz: 25 fps (2688 x 1520, 1920 x 1080, 1280 x 720)

60 Hz: 30 fps (2688 x 1520, 1920 x 1080, 1280 x 720)

50 Hz: 25 fps (1280 x 720, 640 x 480, 640 x 360)

60 Hz: 30 fps (1280 x 720, 640 x 480, 640 x 360)

50 Hz: 10 fps (1920 x 1080, 1280 x 720, 640 x 480, 640 x 360)
60 Hz: 10 fps (1920 x 1080, 1280 x 720, 640 x 480, 640 x 360)
50 Hz: 10 fps (1280 x 720, 640 x 480, 640 x 360)

60 Hz: 10 fps (1280 x 720, 640 x 480, 640 x 360)

Main stream: H.265/H.264/H.264+/H.265+,

Sub-stream: H.265/H.264/MJPEG,

Third stream: H.265/H.264,

Fourth stream: H.265/H.264/MJPEG

32 Kbps to 8 Mbps

Baseline Profile, Main Profile, High Profile

Main Profile

CBR, VBR

H.264 and H.265 encoding

5 fixed regions for main stream and sub-stream

Yes

Support Patrol and Auto Tracking settings

G.711/G.722.1/G.726/MP2L2/PCM/MP3/AAC-LC

64 Kbps (G.711ulaw/G.711alaw)/16 Kbps (G.722.1)/16 Kbps (G.726)/32 to 192 Kbps
(MP2L2)/8 to 320 Kbps (MP3)/16 to 64 Kbps (AAC-LC)

8 kHz/16 kHz/32 kHz/44.1 kHz/48 kHz

Yes

TCP/IP, ICMP, HTTP, HTTPS, FTP, DHCP, DNS, DDNS, RTP, RTSP, NTP, UPnP, SMTP,
IGMP, 802.1X, QoS, IPv4, IPv6, UDP, Bonjour, SSL/TLS, PPPoE, SFTP, ARP, SNMP,
WebSocket, WebSockets, SRTP

Up to 6 channels

ONVIF (Profile S, Profile G, Profile T), ISAPI, SDK, ISUP

Up to 32 users

3 user levels: administrator, operator, and user

Password protection, complicated password, HTTPS encryption, 802.1X authentication
(EAP-TLS, EAP-LEAP, EAP-MDS5), watermark, IP address filter, basic and digest
authentication for HTTP/HTTPS, WSSE and digest authentication for Open Network
Video Interface, RTP/RTSP over HTTPS, control timeout settings, security audit log, TLS
1.1/1.2/1.3, host authentication (MAC address)



Network Storage

Web Browser

Image
Image Parameters Switch
Image Settings

Day/Night Switch

Wide Dynamic Range (WDR)

Image Enhancement

SNR

Privacy Mask
Interface

Ethernet Interface

On-Board Storage

Audio

Alarm
Reset Key

Event

Basic Event

Smart Event

Linkage

Deep Learning Function
Face Capture
People Counting

General
Power

Material

Storage Conditions
Startup and Operating
Conditions

NAS (NFS, SMB/CIFS), Auto Network Replenishment (ANR),

Together with high-end memory card, memory card encryption and health detection
are supported.

Plug-in required live view: IE 10, IE 11,

Plug-in free live view: Chrome 57.0+, Firefox 52.0+, Edge 89+,

Local service: Chrome 57.0+, Firefox 52.0+, Edge 89+

Yes

Rotate mode, saturation, brightness, contrast, sharpness, gain, white balance,
adjustable by client software or web browser

Day, Night, Auto, Schedule

120 dB

BLC, HLC, 3D DNR, Defog

>52 dB

4 programmable polygon privacy masks

1 RJ45 10 M/100 M self-adaptive Ethernet port

Built-in memory card slot, support microSD/microSDHC/microSDXC card, up to 512 GB
1input (line in), 3.5 mm connector, max. input amplitude: 3.3 Vpp, input impedance:
4.7 KQ, interface type: non-equilibrium,

1 output (line out), 3.5 mm connector, max. output amplitude: 3.3 Vpp, output
impedance: 100 Q, interface type: non-equilibrium

1input, 1 output (max. 24 VDC/24 VAC, 1 A)

Yes

Motion detection (support alarm triggering by specified target types (human and
vehicle)), video tampering alarm, exception

Line crossing detection, intrusion detection, region entrance detection, region exiting
detection (support alarm triggered by specified target types (human and vehicle)),
scene change detection, audio exception detection, defocus detection

Upload to FTP/NAS/memory card, notify surveillance center, send email, trigger alarm

output, trigger recording, trigger capture, audible warning

Yes

Yes

12 VDC + 25%, 1.25 A, max. 15 W, two-core terminal block,

PoE: IEEE 802.3at, Class 4, max. 18 W

Metal

-30 °Cto 60 °C (-22 °F to 140 °F). Humidity 95% or less (non-condensing)

-30 °Cto 60 °C (-22 °F to 140 °F). Humidity 95% or less (non-condensing)



General Function

Environment

Protection

Heartbeat, anti-banding, mirror, flash log, password reset via email, pixel counter

CE-RoHS: 2011/65/EU, WEEE: 2012/19/EU,
Reach: Regulation (EC) No 1907/2006

IP66: IEC 60529-2013, IK10: IEC 62262:2002

3) NVR/RECORDING
3.1) NVR 32 Channels 8 SATA HDD — OTY (3).

Video and Audio
IP Video Input
Incoming Bandwidth

Outgoing Bandwidth

HDMI 1 Output

HDMI 2 Output

VGA 1 Output

VGA 2 Output

Video Output Mode

CVBS Output

Audio Output

Two-Way Audio
Decoding

Decoding Format

Recording Resolution

Synchronous playback

Decoding Capability

32-ch

320 Mbps

400 Mbps

8K (7680 x 4320)/30Hz, 4K (3840 x 2160)/60Hz, 4K (3840 x 2160)/30Hz, 2K (2560 x
1440)/60Hz, 1920 x 1080/60Hz, 1600 x 1200/60Hz, 1280 x 1024/60Hz, 1280 x 720/60Hz,
1024 x 768/60Hz

4K (3840 x 2160)/60Hz, 4K (3840 x 2160)/30Hz, 2K (2560 x 1440)/60Hz, 1920 x
1080/60Hz, 1600 x 1200/60Hz, 1280 x 1024/60Hz, 1280 x 720/60Hz, 1024 x 768/60Hz
*: When HDMI 1 output resolution is 8K, the maximum HDMI 2 output resolution is
1080p.

1920 x 1080/60Hz, 1280 x 1024/60Hz, 1280 x 720/60Hz, 1024 x 768/60Hz

1920 x 1080/60Hz, 1280 x 1024/60Hz, 1280 x 720/60Hz, 1024 x 768/60Hz

HDMI 1 and VGA 1 provide simultaneous video output, and work as the main output;
HDMI 2 and VGA 2 provide simultaneous video output, and work as the auxiliary output
1-ch, BNC (1.0 Vp-p, 75 Q), resolution: PAL: 704 x 576, NTSC: 704 x 480

2-ch, RCA (Linear, 1 KQ)

1-ch, RCA (2.0 Vp-p, 1 KQ, using the audio input)

H.265+/H.265/H.264+/H.264

32 MP/24 MP/12 MP/8 MP/7 MP/6 MP/5 MP/4 MP/3
MP/1080p/UXGA/720p/VGA/4ACIF/DCIF/2CIF/CIF/QCIF
16-ch

2-ch@32 MP (30 fps)/8-ch@8 MP (30 fps)/16-ch@4 MP (30 fps)/32-ch@1080p (30 fps)



Audio Compression

Network

Network Protocol

Network Interface
RAID

RAID Type
Auxiliary Interface

Serial Interface

SATA

eSATA

Capacity

Alarm In/Out

USB Interface

Ctrl 12V

DC 12V

General
Power Supply
Consumption
Working Temperature
Working Humidity
Chassis

Certification
Obtained Certification
FCC

CE

G.711ulaw/G.711alaw/G.722/G.726/AAC/MP2L2/PCM

TCP/IP, DHCP, IPv4, IPv6, DNS, DDNS, NTP, RTSP, SADP, SMTP, SNMP, NFS, iSCSI, ISUP,
UPnP™, HTTP, HTTPS

2, RJ-45 10/100/1000 Mbps self-adaptive Ethernet interface

RAIDO, RAID1, RAID5, RAID6, RAID10

1 RS-485 (full-duplex), 1 RS-232

8 SATA interfaces

1 eSATA interface

Up to 14 TB capacity for each disk

16/9

Front panel: 2 x USB 2.0; Rear panel: 2 x USB 3.0

Controllable 12 VDC, 1 A power output for external alarm device; The power will be turned
on when the alarm output is triggered.

*: The Ctrl 12V power is controlled by alarm output 9.

12 VDC, 1 A power output

100 to 240 VAC, 50 to 60 Hz
<50 W (without HDD)
-10°Cto 55 °C (14 °F to 131 °F)
10% to 90%

2U chassis

CE, FCC
Part 15 Subpart B, ANSI C63.4-2014

EN 55032:2015, EN 61000-3-2, EN 61000-3-3, EN 50130-4



3.2) NVR 16 Channels 8 SATA HDD — OTY (1).

Video and Audio
IP Video Input

Incoming Bandwidth

Outgoing Bandwidth

HDMI 1 Output

HDMI 2 Output

VGA 1 Output

VGA 2 Output

Video Output Mode

CVBS Output

Audio Output
Two-Way Audio

Decoding
Decoding Format

Recording Resolution

Synchronous playback
Decoding Capability

Audio Compression

Network

Network Protocol

Network Interface

16-ch
320 Mbps
400 Mbps

8K (7680 x 4320)/30Hz, 4K (3840 x 2160)/60Hz, 4K (3840 x 2160)/30Hz, 2K (2560 x

1440)/60Hz, 1920 x 1080/60Hz, 1600 x 1200/60Hz, 1280 x 1024/60Hz, 1280 x
720/60Hz, 1024 x 768/60Hz

4K (3840 x 2160)/60Hz, 4K (3840 x 2160)/30Hz, 2K (2560 x 1440)/60Hz, 1920 x
1080/60Hz, 1600 x 1200/60Hz, 1280 x 1024/60Hz, 1280 x 720/60Hz, 1024 x 768/60Hz
*: When HDMI 1 output resolution is 8K, the maximum HDMI 2 output resolution is

1080p.
1920 x 1080/60Hz, 1280 x 1024/60Hz, 1280 x 720/60Hz, 1024 x 768/60Hz

1920 x 1080/60Hz, 1280 x 1024/60Hz, 1280 x 720/60Hz, 1024 x 768/60Hz

HDMI 1 and VGA 1 provide simultaneous video output, and work as the main output;
HDMI 2 and VGA 2 provide simultaneous video output, and work as the auxiliary output
1-ch, BNC (1.0 Vp-p, 75 Q), resolution: PAL: 704 x 576, NTSC: 704 x 480

2-ch, RCA (Linear, 1 KQ)
1-ch, RCA (2.0 Vp-p, 1 KQ, using the audio input)

H.265+/H.265/H.264+/H.264
32 MP/24 MP/12 MP/8 MP/7 MP/6 MP/5 MP/4 MP/3

MP/1080p/UXGA/720p/VGA/4CIF/DCIF/2CIF/CIF/QCIF
16-ch
2-ch@32 MP (30 fps)/8-ch@8 MP (30 fps)/16-ch@4 MP (30 fps)/32-ch@1080p (30 fps)

G.711ulaw/G.711alaw/G.722/G.726/AAC/MP2L2/PCM

TCP/IP, DHCP, IPv4, IPv6, DNS, DDNS, NTP, RTSP, SADP, SMTP, SNMP, NFS, iSCSI, ISUP,

UPNP™, HTTP, HTTPS

2, RJ-45 10/100/1000 Mbps self-adaptive Ethernet interface



RAID
RAID Type

Auxiliary Interface
Serial Interface
SATA

eSATA

Capacity

Alarm In/Out

USB Interface

Ctrl 12V

DC 12V

General

Power Supply

Consumption
Working Temperature

Working Humidity

Chassis
Certification

Obtained Certification
FCC

CE

RAIDO, RAID1, RAIDS5, RAID6, RAID10

1 RS-485 (full-duplex), 1 RS-232

8 SATA interfaces

1 eSATA interface

Up to 14 TB capacity for each disk

16/9

Front panel: 2 x USB 2.0; Rear panel: 2 x USB 3.0

Controllable 12 VDC, 1 A power output for external alarm device; The power will be
turned on when the alarm output is triggered.

*: The Ctrl 12V power is controlled by alarm output 9.

12 VDC, 1 A power output

100 to 240 VAC, 50 to 60 Hz
<50 W (without HDD)

-10 °Cto 55 °C (14 °F to 131 °F)

10% to 90%

2U chassis

CE, FCC
Part 15 Subpart B, ANSI C63.4-2014

EN 55032:2015, EN 61000-3-2, EN 61000-3-3, EN 50130-4



4) NETWORK SWITCHES

4.1) 24 Port Gigabit Full Managed POE Switch— OTY (3):

Feature and Function
+ 24 Gigabit Poe electrical ports and 4 Gigabit combo ports
« Support static routing, policy routing, rip, OSPF and other three-layer routing protocols

» IGMP snooping and GRMP for filtering multicast traffic.

* Port-based VLAN, IEEE 802.1Q VLAN, and GVRP to ease network planning.

« Support IEEE 802.1x authentication, radius and bdtacacs + authentication

* Support EAPs and ERPs Ethernet ring network protection protocol

+ QoS (IEEE 802.1P/1Q and TOS/DiffServ) to increase determinism.

« Support IEEE 802.3af/at compliant PoE.

» Each PoE port provides up to 30W output power.

» PoE management: PoE device detection, POE power management

 Easy network management by web browser, Console, Telnet,SSH.

* SNMPv1/v2c/v3 for different levels of network management.

Specification
Port Number 24 Gigabit Poe electrical ports and 4 Gigabit combo ports
Forwarding Mode Store-and-forward switching
Network MAC Address Table 8K
Parameters | q\\itching Capacity 336 Gbps
Packet Forwarding
Rate 51 Mpps
PoE Standard IEEE 802.3af, IEEE 802.3at
PoE Power
Supply PoE Power Pin Mid-span: 1/2(-), 3/6(+)
PoE Port Ports 1 to 24
Max. Port Power 30 W
PoE Power Budget 370 W
Support Console, Telnet, SSH
Support web, http,https
Device Maintenance Support FTP, TFTP, Xmodem, SFTP
Support SNMP V1/V2c/V3
Support RMON
Software Support NTP
A Support STP/RSTP/MSTP
Support EAPS/MEAPS
Support MRD-Ring
Reliability Support ERPS
Support VRRP
Support BFD for OSPF
Support BFD for OSPF




Software
Function

VLAN

Support IEEE 802.1Q (VLAN), 4096 VLAN IDs

Support GVRP

Support QinQ

Support VLAN based on MAC/ protocol /IP subnet / policy / port
Support Private VLAN

Support 1:1 and N:1 VLAN Mapping functions

Port Mirroring

Support local and remote port mirroring
Support N:4 port mirroring

Support flow mirroring

Support MAC mirroring

Support Static routing, RIP, OSPF
Support IPv4/IPv6 ECMP
Support VRRP, VRRP v3

Routing Support IPv4/IPv6 Policy-based routing
Support IPv4/IPv6 Routing Policy
Support IPv4/IPv6 dual stack
Support IPv6 static routing, RIPng, OSPFv3
Support Diff-Serv QoS
Support 802.1p/DSCP priority mapping
Support Queue scheduling including SP, WRR, WFQ, SP+WRR, SP+WFQ
QoS Support Priority marking and remarking
Support Traffic shaping
Support Congestion avoidance, Tail-Drop and WRED
Support 802.1p, TOS, DSCP, and EXP priority mapping
Support Port/Flow- based Rate Limiting
Support IGMP v1/v2/v3 Snooping
. Support IGMP V1/V2/V3
Multicast Support MLD Snooping v1/v2
Support MLD v1/v2
Support IP-based ACL/MAC-based ACL
ACL Support based on MAC Address, IP Address, Ethertype, Protocol Type, VLAN ID,

DSCP, 802.1p Priority
Support up to 256 ACLs

Link Aggregation

Support IEEE 802.3ad LACP/static link aggregation

Support AAA, TACACS+ Radius Authentication

Support 802.1X authentication, MAC authentication, MAC bypass
authentication

Support to prevent DOS, ARP attack function, ICMP anti-attack

Security Support binding of IP, MAC, port and VLAN
Support MAC authentication
Support MAC address filtering
Support Broadcast/Multicast/Unknown-unicast Storm Control
Shell Iron shell, Fan cooling design
(0] ti
perating -10°C to 50°C (14°F to 122°F)
Temperature

Storage Temperature

-40°C to 75°C (-40°F to 167°F)




Operating Humidity

10% to 90% (no condensation)

Relative Humidity

5% to 95% (no condensation)

Idle

Power Supply AC: 100V-240V, 50/60Hz
Max. Powgr 387 W

Consumption

Power Consumption in 17 W

4.2) 24 Port Fast Ethernet Smart POE Switch —

Key Feature

TY(2):

+ 24 x 100 Mbps PoE RJ45 port, 2 x gigabit combo.

« |EEE 802.3at/af standard for PoE ports.

» Network topology management, alarm push, network health monitor.

» 6 KV surge protection for PoE ports.

« AF/AT camera can reach up to 300 m in extend mode

Network

Parameters

PoE Power Supply

Port Number

Port Type
Standard

High Priority Ports

Forwarding Mode
Working Mode

MAC Address Table
Switching Capacity
Packet Forwarding
Rate

Internal Cache

PoE Standard

PoE Power Pin

PoE Port
Max. Port Power

PoE Power Budget

Specification

24 x 100 Mbps PoE RJ45 port, and 2 x gigabit combo
RJ45 port, full duplex, MDI/MDI-X adaptive

IEEE 802.3, IEEE 802.3u, IEEE 802.3x, IEEE 802.3ab, and IEEE
802.3z

Ports 1to 8

Store-and-forward switching

Standard mode (default)

Extend mode

16 K

8.8 Gbps

6.5472 Mpps

4 Mbits

IEEE 802.3af, IEEE 802.3at

End-span: 1/2(-), 3/6(+)

Mid-span: 4/5(+), 7/8(-)

8-pin power: 1/2(-), 3/6(+), 4/5(+), 7/8(-)
Ports 1 to 24

30 W

370 W




Software Function

General

Device Maintenance

Port Configuration

Long Range

PoE Configuration

Port Rate-Limiting
Storm Control
Port Mirroring
Link Aggregation
Port Isolation

QoS

VLAN

STP

SNMP

LLDP

Shell
Operating

Temperature

Storage Temperature

Operating Humidity
Relative Humidity
Power Supply

Max. Power

Consumption

Power Consumption in

Idle

Remote upgrade, default parameters recovery, logs viewing,
basic network parameters configuration, import and export
configuration, time sync

Port rate configuration, slow control, and ports enabling

Up to 300 m transmission

PoE watchdog: Ports 1 to 24 auto detect and restart the
cameras that do not respond.

PoE enabling: Support

Rate-limiting for ingress and egress ports

Storm control of unknown unicast, multicast and broadcast
Support

Static link aggregation supported for G1 and G2 port

Ports in isolation group cannot communicate with each other.
WRR and SP scheduling and port priority

4094 VLANs

STP and RSTP protocols

SNMPv1 and SNMPv2c supported for obtaining node
information of the system and interfaces

LLDP protocol supported for port configuration, global
configuration and neighbour discovery

Metal material
-10°C to 55°C (14°F to 131°F)

-40°C to 85°C (-40°F to 185°F)
5% to 95% (no condensation)
5% to 95% (no condensation)

100 VAC~240 VAC, 50/60 Hz, Max. 6.5 A

400 W



4.3) 16 Port Fast Ethernet Smart POE Switch —

Key Feature

TY(1):

» 16 x 100 Mbps PoE RJ45 port, 2 x gigabit combo.

- |EEE 802.3at/af standard for PoE ports.

» Network topology management, alarm push, network health monitor.

» 6 KV surge protection for PoE ports.

+ AF/AT camera can reach up to 300 m in extend mode.

Network

Parameters

PoE Power Supply

Software Function

Port Number

Port Type
Standard

High Priority Ports

Forwarding Mode
Working Mode

MAC Address Table
Switching Capacity
Packet Forwarding
Rate

Internal Cache

PoE Standard

PoE Power Pin

PoE Port
Max. Port Power

PoE Power Budget

Device Maintenance

Port Configuration

Long Range

PoE Configuration

Port Rate-Limiting

Storm Control

Port Mirroring

Specification
16 x 100 Mbps PoE RJ45 port, and 2 x gigabit combo
RJ45 port, full duplex, MDI/MDI-X adaptive
IEEE 802.3, IEEE 802.3u, IEEE 802.3x, IEEE 802.3ab, and IEEE
802.3z
Ports1to 8
Store-and-forward switching
Standard mode (default)
Extend mode
16 K
7.2 Gbps

5.3568 Mpps

4 Mbits

IEEE 802.3af, IEEE 802.3at

End-span: 1/2(-), 3/6(+)

Mid-span: 4/5(+), 7/8(-)

8-pin power: 1/2(-), 3/6(+), 4/5(+), 7/8(-)

Ports 1to 16

30W

230 W

Remote upgrade, default parameters recovery, logs viewing, basic
network parameters configuration, import and export
configuration, time sync

Port rate configuration, slow control, and ports enabling

Up to 300 m transmission

PoE watchdog: Ports 1 to 16 auto detect and restart the cameras
that do not respond.

PoE enabling: Support

Rate-limiting for ingress and egress ports

Storm control of unknown unicast, multicast and broadcast

Support



Link Aggregation Static link aggregation supported for G1 and G2 port

Port Isolation Ports in isolation group cannot communicate with each other.

QoS WRR and SP scheduling and port priority

VLAN 4094 VLANs

STP STP and RSTP protocols

IO SNMPv1 and SNMPv2c supported for obtaining node information
of the system and interfaces

LLDP LLDP protocol supported for port configuration, global
configuration and neighbor discovery

Shell Metal material

General Operating
Temperature -10°C to 55°C (14°F to 131°F)

Storage Temperature  -40°C to 85°C (-40°F to 185°F)
Operating Humidity 5% to 95% (no condensation)

Relative Humidity 5% to 95% (no condensation)
Power Supply 100 VAC~240 VAC, 50/60 Hz, Max. 2.5 A
Max. Power

250 W

Consumption
Power Consumption in
Idle

4.4) 8 Port Fast Ethernet Smart POE Switch — QTY(2):
Key Feature
+ 8 x 100 Mbps PoE RJ45 port, 2 x gigabit combo.
« |EEE 802.3at/af standard for PoE ports.
» Network topology management, alarm push, network health monitor.
» 6 KV surge protection for PoE ports.

« AF/AT camera can reach up to 300 m in extend mode.

Specification
Port Number 8 x 100 Mbps PoE RJ45 port, and 2 x gigabit combo
Port Type RJ45 port, full duplex, MDI/MDI-X adaptive
IEEE 802.3, IEEE 802.3u, IEEE 802.3x, IEEE 802.3ab, and IEEE
Standard
802.3z
Forwarding Mode Store-and-forward switching
Network . Standard mode (default)
Working Mode
Parameters Extend mode
MAC Address Table 16 K
Switching Capacity 5.6 Gbps
Packet Forwarding
4.1664 Mpps

Rate
Internal Cache 4 Mbits



PoE Power Supply

Software Function

General

PoE Standard

PoE Power Pin

PoE Port
Max. Port Power

PoE Power Budget

Device Maintenance

Port Configuration

Long Range

PoE Configuration

Port Rate-Limiting
Storm Control
Port Mirroring

Link Aggregation
Port Isolation

QoS
VLAN
STP

SNMP

LLDP

Shell

Operating

Temperature

Storage Temperature

Operating Humidity
Relative Humidity
Power Supply

Max. Power

Consumption

Power Consumption in

Idle

IEEE 802.3af, IEEE 802.3at

End-span: 1/2(-), 3/6(+)

Mid-span: 4/5(+), 7/8(-)

8-pin power: 1/2(-), 3/6(+), 4/5(+), 7/8(-)

Ports 1to 8

30W

125 W

Remote upgrade, default parameters recovery, logs
viewing, basic network parameters configuration, import
and export configuration, time sync

Port rate configuration, slow control, and ports enabling
Up to 300 m transmission

PoE watchdog: Ports 1 to 8 auto detect and restart the
cameras that do not respond.

PoE enabling: Support

Rate-limiting for ingress and egress ports

Storm control of unknown unicast, multicast and broadcast

Support

Static link aggregation supported for G1 and G2 port
Ports in isolation group cannot communicate with each
other.

WRR and SP scheduling and port priority

4094 VLANs

STP and RSTP protocols

SNMPv1 and SNMPv2c supported for obtaining node
information of the system and interfaces

LLDP protocol supported for port configuration, global
configuration and neighbor discovery

Metal material

-10°C to 55°C (14°F to 131°F)

-40°C to 85°C (-40°F to 185°F)
5% to 95% (no condensation)
5% to 95% (no condensation)

100 VAC~240 VAC, 50/60 Hz, Max. 1.5 A

150 W



5) Patch Panels:

5.1) 24 Ports Patch Panels — QTY(5):

w >
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Patch Panel UTP 24 ports RJ45 cat. 6

solid and resistant terminations for copper cabling featuring connectors with gold
contacts from a minimum of 3 mm 50 micro-inches

Compatible with both 110 and Krone inserter

Supports rigid and flexible cable 22 to 26 AWG

For use with unshielded twisted-pair network cable (UTP) Cat6

The Cat6 performance is compliant with ANSI/ TIA / EIA 568 B.2-1

Ideal for Ethernet applications, Fast Ethernet and Gigabit Ethernet

Connects RJ-45 ports to the network

Can be fixed in rackmount

5.1) 16 Ports Patch Panels — OTY(1):

® >

—IeTMmMUO

Patch Panel UTP 16 ports RJ45 cat. 6

. solid and resistant terminations for copper cabling featuring connectors with gold

contacts from a minimum of 3 mm 50 micro-inches

Compatible with both 110 and Krone inserter

Supports rigid and flexible cable 22 to 26 AWG

For use with unshielded twisted-pair network cable (UTP) Cat6

The Cat6 performance is compliant with ANSI/ TIA / EIA 568 B.2-1
Ideal for Ethernet applications, Fast Ethernet and Gigabit Ethernet
Connects RJ-45 ports to the network

Can be fixed in rackmount

5.1) 8 Ports Patch Panels — OTY( 2):

b

OvozIr

Patch Panel UTP 8 ports RJ45 cat. 6

solid and resistant terminations for copper cabling featuring connectors with gold
contacts from a minimum of 3 mm 50 micro-inches

Compatible with both 110 and Krone inserter

. Supports rigid and flexible cable 22 to 26 AWG

For use with unshielded twisted-pair network cable (UTP) Cat6

The Cat6 performance is compliant with ANSI/ TIA / EIA 568 B.2-1
Ideal for Ethernet applications, Fast Ethernet and Gigabit Ethernet
Connects RJ-45 ports to the network

Note: The bidder should provide cabinets in each IT room to mount his switches and

patch panels inside it.



6) 65 inch 4K UHD Android Screen-QTY(3):

The Bidder should provide 65 inch 4K UHD Android Screen which should meet the below

specification:

Specifications
Screen Size 65 inch
Type DLED
General System of Digital TV (VIDEO/AUDIO) DVB-T+C+T2 H.265 S2
System of Analog TV (VIDEO/AUDIO) PAL
Smart TV Android 9.0
Aspect Ratio 16:9
Resolutions 3840*2160
Refresh Rate 60Hz
Contrast 5000:1
Panel Brightness(cd/m?2) 320
Response Time 80 ms
Color Depth 16.7M
Viewable Angle(H/V) 176/176
Picture Modes User, Standard, Vivid, Sport,
. Movie, Game, Energy Saving
Video Aspect Ratio 16:9
Noise Reduction YES
Audio Mode User, Standard, Vivid, Sport,
Movie, Music, News
Dolby Digital Decoding YES
AVL(Auto-Volume leveler) YES
Audio Audio Output Power 10W X 2
Stereo Speaker YES
Auto Volume Leveling YES
Sound balance YES
Mute YES
HDMI 4
uUsB 2
Tuner Input 2
Composite Input 1*MINI(with CVBS cable)
Input Component Input 1*MINI(with YPbPr cable)
HeadPhone 1
Wireless Wifi Access YES
Ethernet LAN YES
Micro CARD YES
. CPU ARM A55*4@1.2GHz
Functions Graphics Mali470MP3(openGL ES)




i |

e

RAM 1.5G Byte DDR3
ROM 8G Byte Flash
System Andorid 9.0
Applications-Netflix YES
Applications-Youtube YES
Applications-Google Play YES
Applications-Google Assistant YES
Amazon Prime Video YES
Local Multimedia(Movie/photo/Music) YES
Shopping Mode YES

Multi-Picture Modes

User, Standard, Vivid, Sport,
Movie, Game, Energy Saving

Multi-Audio Modes

User, Standard, Vivid, Sports,
Movie, Music, News

Wide Mode

Automatic, Super zoom, 4:3,
Movie expand 14:9, Movie
expand 16:9, Wide screen, Full

Unscaled

Multi-Energy Modes YES

Color temperature Yes(User,Cool,Standard ,Warm)

Chromecast YES

APP Store/Browser Google App Store

HDMI Version 2.0

Auto-Timer on/off YES

Bluetooth Remote YES

Digital Noise Reduction YES

No. of Built-in Speakers 2
SUUCtUre 1y iiaee Range 100-240V

7) 10TB SATA Surveillance Purple Hard Drive—=QTY(21):

Western Digital 10TB WD Purple Surveillance Internal Hard Drive HDD - 7200 RPM, SATA 6

Gb/s, 256 MB Cache, 3.5"

e Engineered specifically for mainstream surveillance systems

e Tuned out write - intensive, low bit - rate, high stream - count workloads typical to
most surveillance applications Tuned out write - intensive, low bit - rate, high stream -
count workloads typical to most surveillance applications

e 8TB and above have additional enhancements and higher workload rate for Al-enabled
recorder, systems and solutions

e Supports up to 180 TB/yr workload rate

e Support for more than 8 bays

e Tarnish-resistant components




8) CABLING - QTY (To be decided by Bidders).

Bidder is responsible for all the cabling, piping, civil works as per site requirements:

GENERAL

A. The data System shall comprise of Supply, installation, testing & documentation
for a category 6 cabling for EPA project provisional that should be fully
comply with the CATG6 requirements of IEEE80-.3an with 250 MHz Frequency,
the complete CATG6 system for Data should be from end to end manufactured
from the same vendor with the same brand name as a homogeneous system.

B. Itisassumed that the contractor before signing the contract has surveyed the
site and ascertained the routes and hurdles.

C. The physical security must protect face place side, patch panels and switch
with end user as well, disconnect the security must be thru special key can be
used only from authorized person.

D. All above mentioned points must be included in your proposal otherwise offers
will be excluded.

- SCOPE OF WORK

A. The contractor shall supply, install and commission as provisional items first
fix of the data System as ONE package, having the following as a minimum:

Computer cabling cabinets
Data Outlets with UTP RJ45 Sockets Category 6e
UTP CATG6 patch cords

Category 6 UTP cables
Raceways, trunks, conduits etc _ o
All other components, accessories required to complete the first fix Data system.

B. Complete System bonding between the buildings floors departments and room

to the edge switches and main data center.
C. Bidder offer must include charges of all kind of civil work, material, etc. for the
cabling section

- CONTRACTOR OBLIGATIONS & QUALIFICATIONS

A. The contractor shall carefully examine all of the specifications to ensure that he is
fully conversant therewith & has included for everything necessary therein, either
expressly provided for or as would normally be expected to be provided for by a
reputable specializing in the type & nature of the services described in this
contract.

B. The contractor is advised that items or matters not specifically provided for, or
partially described or otherwise missing from the specifications, but which are
nevertheless necessary for the execution & completion of the services, shall be
deemed to have been included by the contractor. The specification and BOQ for
the data system are for the guidelines of the contractor for the purpose of bidding.
The contractor shall include all material and devices though not indicated but



required for the proper and efficient installation of the system

C. Authorized & certified installers from the manufacturer registered with their
respective manufacturers with trained & certified engineers shall execute the
installation of the system.

D. The contractor shall carry out all the necessary surveys, design & engineering so
as to provide for the services, a whole & complete system to ensure full
compatibility of the services with any existing facilities pertinent to the cabling
system applications/operations.

E. The scope of the services includes the provision of all material, labor, supervision,
construction, equipment, tools, temporary, spares, consumable & all other things &
services required to engineer, design, supply, install, test & commission the
cabling system.

- TESTING & COMMISSIONING

Acceptance testing shall be carried out by the contractor & witnessed by the
owner personnel. The contractor shall provide all necessary instruments &
accessories required to perform the testing, the cabling manufacturer should
inspect the installed site (after installation) and to approve the installations
standards in the building.

- WARRANTY

The system contractor shall warrant repairing or replacing & making good at its
expense any material found defective during a period of warranty as specified
in this document from the date of the acceptance certificate.

- SPECIAL CONDITIONS
A. End to end Cameras, NVR/Storage, switches, CAT6 cabling solution with the same
brand name (Manufacturer) as a homogeneous system.
B. The project should be planned, managed and installed through a certified (planners
and installers) directly from the full solution manufacturer.



EXECUTION

A.

B.

I o mm

[

All installation work shall be as per Data Transmission rules and regulations.
Where no regulation is available, IEE wiring regulation shall be followed.

The maximum horizontal portion of a cabling system from work area information
outlet to a mechanical termination at the patch-panel in the wiring closets must not
be more than 100 meters, the cable run must be free of bridges, taps & splices.
Cabling shall be as per ISO /IEC 11801 Standards.

Cables shall be of one continuous length. No joints are to be introduced in any
circuit starting from work area outlet to a mechanical termination at the patch
panels in the wiring closets.

Cables shall be laid with bend radii and maximum pull through forces as per

manufacturer’s standards.
Conduit and ceiling distribution shall be according to EIA/TIA 569 standards

Drawing and specification are complementary each to the other.

Shall co-ordinate with other trades for the installation of the system.

The contractor /sub-contractor will be responsible for providing all access
equipment necessary to enable safe installation of the system.

Nodes shall be tested using scanner for category 6 outlets. The test shall be
performed in the presence of the engineer after termination.

Both ends of the cable shall be labeled for identification.

Detailed cable routing diagram must be produced for installation. This shall be
reference for future maintenance, expansion, fault tracing etc.

Contractor shall provide a full set of manuals and operating instructions. It shall
include descriptive brochures, technical manuals for all equipment forming part
of the contract.



Responsibilities & Qualifications

1) EPARESPONSIBILITIES

Provide all necessary power to control desk to feed all equipment. All power
supplies will be from essential distribution boards.

2) BIDDERRESPONSIBILITIES

Bidder must be partner and certified by the manufacturer(s) to implement the
proposed solution

Partner agreement and an official letter from the Manufacturer(s) should be
submitted with the Bidder proposal as proof, any Bidder will not submit these
documents will be disqualified from the tender

Project implementation, configuration & Training must be done by the Bidder,
any additional charges to be included in the Bidder proposal.

Professional documentation of project closure and handover must be done by the
Bidder.

Project delivery, implementation and training should not exceed 3 months.
Bidder must submit solution diagram/design with the proposal

All products must be Internationally known branded companies
Cabling/piping/civil works

Warranty: All material supplied should be covered with 2 Year
warranty(replacement) by the Manufacturer

3) BIDDER QUALIFICATIONS

Bidder must provide the following information with their proposal:
o Bidderorganization/company
o Company certificates

o Team certificates and resumes (CVs)
Bidder must have a Project Manager to manage the project implementation.

Bidder must be Partner and certified by the manufacturer(s) to implement the proposed
solution. An official letter from the Manufacturer(s) should be submitted with the
Bidder proposal as proof. any Bidder will not submit these documents will be
disqualified from the tender

Bidder is urged to ensure that all items in the requirement section are fully addressed;
Partial bidding will not be accepted by EPA. All Bidders must meet the requirements of
this RFP.
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Bill of Material (1)

ltems QTY Un}i(tvl\i;gce Tot;{NP[;ice
VMS Camera License 110
4 MP IR Varifocal Dome Network Camera 45
4 MP IR Varifocal Bullet Network Camera 55
NVR 32 Channels 8 SATA HDD 3
NVR 64 Channels 16 SATA HDD 1
10TB SATA Surveillance Purple Hard Drive 21
24 Port Gigabit Full Managed POE Switch 3
24 Port 10/100 Smart Managed POE Switch 2
16 Port 10/100 Smart Managed POE Switch 1
8 Port 10/100 Smart Managed POE Switch 2
24 Ports Patch Panel S
16 Ports Patch Panel 1
8 Ports Patch Panel 2
65 inch 4K UHD Android TV HDMI 2.1 3
5G Data Link 2 Years Subscription 2
Network Cabinet 7
Installation including supplying the materials, UTP To be
Cabling, Piping, configuration, testing and commissioning | decided by
the above mentioned hardware & software Bidder
Site Technician for 2 years 1
Total project price in
Kuwaiti Dinars
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