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(Position No.1): Senior System Administrator & Security

specialist
(Required Degree): Diploma or higher

(Required work experience): 12+ years

(Minimum Qualifications, Skills and requirements):

Skills & Responsibilities:

System Administration
Windows server 2008/2012/2016/2019
Active Directory user creation and management
Configuring and optimizing DNS, DHCP, WINS
Making backup for (exchange, active directory, and group policy user data)
Add emails & features to exchange server
Administering mail recipients and storage in exchange 2012 and designing
servers for backup and restore

Security:

Configuring FortiGate firewalls, FortiAnalayzer, FortiADC, FortiManager and
FortiMail.

Configuring the firewall operation mode-Route/NAT or Transparent.
Configuring Single Sign-On using LDAP and FSSO agent.

Configuring security Policies.

Configuring Virtual IP VIP.

Configuring HA Cluster A-A & A-P.

Configuring traffic shaping.

Configuring Unified Threat Management UTM Features.

Configuring Anti-Virus Profiles AV

Configuring Intrusion prevention system IPS

Configuring Application controller

PIConfiguring web filtering

Configuring Anti-Spam Profiles
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Configuring DMZ Interfaces.

Configuring VPN: SSL, IPsec Site to Site and FortiClient.
Monitor Firewall Network and security traffic.
Checking the latest firmware’s features

Configuring Cyberoam Firewall.

Using Wireshark Software for troubleshooting

Training course & Certificates

Microsoft Certified Professional (MCP) ID: 3115149

Microsoft Certified Systems Administrator (MCSA).

Microsoft Certified Systems Engineer (MCSE).

Microsoft Certified Technology Specialist (MCTS).

Microsoft Certified Systems Administrator: Messaging =

Microsoft Certified IT Professional, Enterprise Administrator (MCITP) =
Microsoft Technology Associate (MTA) =

HP - AIS - HP ProLiant ML/DL Servers [2007] Start for Upgrade =

Citrix CCA 4.0: Administrator 4.0 Citrix Certified. (47866653 =

McAfee Technical Professional System Security & Data Protection =

(Position No.2): Technical Support .II

(Required Degree): Diploma or higher - Bachelor of Technology (computer
science and engineering)

(Required work experience): 3+ years

25

(Minimum Qualifications, Skills and requirements):

Education:



Professionally qualified with CCNA, MS Server &Advanced diploma in Hardware
and Networking and have a Computer Knowledge:

Skills & Responsibilities:

Providing technical hands-on capabilities with Installation and configuration,

remote monitoring ,help-desk customer service technical support,

maintenance and troubleshooting

Assisted company personnel with desktop operation, including both hardware

and software-provided employee Training and instructions regarding basic

operation of software and hardware, technical Support and quality standards

Administration and troubleshooting servers, switches and firewalls.
Responsible to install, set up, maintain network and also configure the
peripherals, cabling and equipment’s accordingly as per the requirement.
Responsible for maintaining the company strategy like designing,

implementing and maintenance of enterprise network components.

Managing user accounts and giving share &security level permissions.
Responsible to monitor whether all the components are available for

successful communication.

Responsible for troubleshooting Network connections related problems.
Responsible for maintaining the Backup network, hardware, software, files on

a regular basis accordingly as per the company policies.

Timely analyze whether any repairs or replacements is needed.

Monitoring complete Networks, backup Servers and providing network

statistics.

Managing Windows 2013 Active directory

Managing data base of server & creating new accounts.

Responsible for configuring & troubleshooting NETGEAR & CISCO ROUTER.

Responsible for configuring &troubleshooting SWITCHES.

Responsible for troubleshoot Microsoft windows issues.

Hardware installation, testing, cleaning, troubleshooting, repair and

maintenance, Installation and configuration of network Printers

Responsible for configuring & troubleshooting Microsoft outlook accounts.

Responsible for the installation of operating system windows 7.

Responsible for the installation of software’s like antivirus, MS-office, adobe
&acrobat reader etc.
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Responsible for maintaining the network &troubleshooting the network
related issues.

Responsible for maintaining &troubleshooting Network printers.
Responsible for troubleshooting Internet issues.

(Position No.3): Senior PHP Developer .lli

(Required Degree): Diploma or higher - Bachelor of Technology (computer
science and engineering)

(Required work experience): 6+ years

(Minimum Qualifications, Skills and requirements):

Coordinate internal resources and third parties/vendors for the flawless
execution of projects.

Ensure that all projects are delivered on-time, within scope.

Assist in the definition of project scope and objectives, involving all relevant
stakeholders and ensuring technical feasibility.

Develop a detailed project plan to monitor and track progress.

Measure project performance using appropriate tools and techniques.

Report and escalate to management as needed.

Manage the relationship with the client and all stakeholders.

Establish and maintain relationships with third parties/vendors.

Create and maintain comprehensive project documentation.

Delegate project tasks based on junior staff members' individual strengths,
skill sets and experience levels.

Track project performance, specifically to analyze the successful completion of
short and long-term goals.

Develop comprehensive project plans to be shared with clients as well as other
staff members.

Use and continually develop leadership skills.

Attend conferences and training as required to maintain proficiency
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(Position No.4): Data Entry .1V

(Required Degree): High school diploma or equivalent

(Minimum Qualifications, Skills and requirements):

Data entry experience or related office experience e
Some basic computer courses e

(Required work experience): 2+ years

Proficient typing and transcription

Computer and technical skills (including software knowledge)
Organizational and time management abilities
Administrative skills

Communication (written and verbal)

Accuracy and attention to detail

Multi-tasking

Confidentiality

Ability to work independently and as part of a team
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Deviations from owners Specifications to be shown clearly for consideration if

no such deviations are shown, owners specifications will be final.

ltem No. Owners Specifications Deviation
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