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Deviation Sheet

Specifications to be shown clearly for consideration. Deviations from owner’s If no such

deviations are shown, owner’s specifications will be final .

Item No. Owner’s Specification Deviation

1-
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- Stackable 24710/100/1000 Ethernet ports with 10G uplink network modules
- Dual redundant, modular power supplies and fans
- Media Access Control Security (MACsec) hardware-based encryption &
Flexible NetFlow and switch-to-switch hardware encryption with the Service
Module uplink
- USB Type A and Type-B ports for storage and console respectively
- Support the following authentication methods: Kerberos, Secure Shell (SSH),
RADIUS, TACACS+

- Support up to 160 Gbps switching capacity.
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Wireless Controller technical specifications

Wireless solution vendor should be in the Leader’s Quadrant of the Gartner Report

for Wired and Wireless LAN Access Infrastructure.

The proposed solution must support Policy Enforcement Firewall (PEF) to enforce

policies based on user role, device type, application, and network location

The proposed solution must support Zero Touch Provisioning (ZTP) to simplify

deployment.

The proposed solution must support dynamic segmentation to enforce wired and

wireless access policies to simplify and secure the network

The proposed solution must support application awareness for 2,500+ applications

without additional hardware
The proposed solution should include built in Al-powered wireless/RF optimization
The proposcd solution should providc advanced spectrum analysis and wireless

intrusion protection to help identify and mitigate Wi-Fi and non-Wi-Fi sources of

interference,

e

e




- The proposed solution should include the latest Wi-Fi standard such as OFDMA,

1024 QAM, and bidirectional MU-MIMO.

The proposed solution must support WPA3 to bring stronger encryption and

authentication methods
The proposed solution must support applica(ion inte“igence that detects Microsoft
365, Teams and Skype for Business traffic and then prioritizes them over less critical

applications.

The proposed solution must support web content filtering without any extra

hardware.

The proposed solution should support third—party security integration for advanced

malware or antivirus protection.

The proposed solution should support minimum 8190 concurrent users/devices
The proposed solution should support minimum 1 Million active firewall sessions
The proposed solution should support minimum 4092 Concurrent SSL sessions

The proposed solution should support minimum (12 Gbps) wired bridged
throughput

The proposed solution should support minimum (5 Gbps) Encrypted throughput
AES-GCM-256




- The proposed solution should support the following Regulatory and Safety
Compliance

1. FCC Part 15 Class A CE

2. EN 55022 Class A (CISPR 22 Class A), EN 61000-3, EN 61000-4-2, EN 61000 43,
EN 61000-4-4,

3. EN 61000-4-5, EN 61000-4-6, EN 61000-4-8, EN 61000-4-11, EN 55024, AS/NZS
3548

4. CAN/CSA 22.2 #60950

5. UL 60950, EN60950

Wireless access points technical specifications:-

- Wireless solution vendor should be in the Leader’s Quadrant of the Gartner Report

for Wired and Wireless LAN Access Infrastructure.

- The proposed solution should support two spatial stream Single User (SU) MIMO for up to
1.2Gbps wireless data rate with individual 2SS HE80 802.11ax client devices, or with two 1SS

HE80 802.11ax MU-MIMO capable client devices simultaneously

- The proposed solution should support In Remote AP (RAP) and IAP-VPN

deployments.

- The proposcd solution should support Trusted Platform Module for secure storage

of credentials and keys, and boot code.
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The proposed solution should include two integrated dual-band downtilt omni directional

antennas for 2x2 MIMO with peak antenna gain of 4.9dBi in 2.4GHz and 5.7dBi in 5GHz.

The proposed solution should support up to 256 associated client devices per radio

The proposed solution must support the following features:

Transmit beamforming (TxBF)
Passpoint Wi-Fi (Release 2) (Hotspot
2.0)

Dynamic Frequency Selection (DFS)
Maximum Ratio Combining (MRC)
Cyclic Delay/Shift Diversity
(CDD/CSD)

The proposcd solution should have the following certifications

UL2043 plenum rating

Wi-Fi Alliance: Wi-Fi CERTIFIED a, b, g, n, ac

Wi-Fi CERTIFIED 6 (ax)

WPA, WPA2 and WPA3 — LEnterprise with CNSA option, Personal (SAE), Enhanced Open
(OWE)

WMM, WMM-PS, Wi-Fi Vantage, W-Fi Agile Multiband

Wi-Fi Location

Passpoint (release 2)




Cabling for wireless access points

- Supply and install (108) Network cables for the wireless access points including
testing, labeling and PVC pipes

- The proposed cabling should include the following minimum requirements:

1. High performance of transmission

2. Sweep frequency up to 600 MHz

3. EtherCAT industrial standard

4. Transmission of digital and analogue for data, video and audio applications
5. IEEE 802.3af (POE) and IEEE 802.3at (POE+) support

6. HDBaseT 2.0 standard

7. Pure copper, 99.998%

DNS Security | 4.5-10

Q’X‘\ E-o’ 9 4.-:4«1\ \?a'p)'; ;».x:u ;uu.} 1:2“ DNS SCCUI’ity M..o ;\.9}:- vpﬁ-’v-h\ \);Ju

24x7 & SRR IRIN WoE L aaad) aee A
24x7 \;}....3 ?‘é\v}k\é“‘ FA assl e @dia 2k




