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Bid Qualifications

The Requirements below are mandatory requirements. Bids which do not

meet any of the requirements below shall be disqualified:

1.

o
N

The bidder proposal submitted in response to this RFP should contain
sufficient detail to allow EPA to evaluate the bidders’ capabilities.

The bidder's proposal should be complete detailing all proposed solution
and services including and not limited to solution diagrams and flow charts,
solution specifications, services to be provided, implementation plan and
methodology, project team and experience...etc., and any other pertinent
information that would assist the Authority in evaluating the bidder technical
proposal.

The bidder's proposal should demonstrate the bidder's capabilities with
regards to the experience in executing similar projects, the technical staff
that will be assigned to this project during the implementation and also
during the post-implementation support of this project and any other
pertinent information that would assist the Authority in evaluating the bidder
credentials.

Quoted prices must be stated in Kuwaiti Dinars and include all costs.
The bidder proposal should be signed by the authorized person

The Proposal must respond and address all information as described in this
document

The bidder needs to provide the following documentation in his proposal:
e Implementation Methodology and Approach based on Best
Practices
e System Standard Documentations.

All proposals and any other material submitted in response to this RFP will
become the property of EPA.
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Bidder Qualifications

The Requirements below are mandatory requirements. Bidders who do not

meet any of the requirements below shall be disqualified:

The Bidder must have at least 10-years of experience with proven track-
record in implementing and supporting large scale IT Software Development
and Systems Integration Projects in the Kuwaiti market and public sector.

Bidder must have a valid registration in the Central Agency for Information
Technology (CAIT) for year 2020 in the specialization fields related to the
scope of this RFP and as per the socializations set in the section 2 of the

RFP (Special Terms).

The bidder must have a valid Microsoft Partnership with Golden competency
in the following essential areas of expertise:

e Content & Collaboration Competency
e Application Development Competency
e Application Integration Competency

Proof of certification must be provided with the offer, proving level of required
competencies

The Bidder must submit list of at least 3 client references of Implementation
of Digital Signature in Kuwait. Bidders who do not have at least three similar
projects implemented in the past 5 years shall be disqualified. Bidder shall
submit a list of project reference including client contact details and project

brief description.

The Bidder must submit list of at least 3 client references of Implementation
of Smart Cards and / or PKI Systems in Kuwait. Bidders who do not have at
least two similar projects implemented in the past 5 years shall be
disqualified. Bidder shall submit a list of project reference including client
contact details and project brief description.

The bidder must have a Project Management Office (PMO), to maintain
standards for project management within the organization and must submit
a detailed documentation of a Project Management & Implementation
Methodology (based on an Internationally Recognized standard such as
PMI) that will be used during the Implementation of this Project. The Bidders
who do not meet this requirement shall be disqualified
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10.

0.,

12.

13.

14.

The Bidder must have at least 2 Senior PKI Developers and 1 PKI Key
Manager under his direct employment. The Bidder should submit their CV's,
Copies of their Oracle Certification and copies of their Civil ID’s.

The bidder shall submit a detailed documentation of a Project Management
& Implementation Methodology (based on an Internationally Recognized
standard such as PMI) that will be used during the Implementation of this
Project. The Bidders who do not meet this requirement shall be disqualified.

The bidder must conduct local training sessions for various types of users,
via certified personnel.

The Bidder must comply with the project duration, which is 2years . The
Implementation of the project should include the following:

¢ New Requirements Implementation
e Support & Maintenances Services

The bidder must have an accredited facility for 24x7 reactive and proactive
support based on ITIL Standards in IT Services, ISO 20000, and ISO 27000
and including permanent competent Helpdesk Personnel (Helpdesk
Administrator, Software Support Engineers, and Hardware Support
Engineers) for providing the 24x7 support capabilities and Services.

EPA will be eligible to make site visits to get acquainted with the bidder’s
facility. If site visit is not as per EPA support requirement, bidder’s proposal

will be rejected.

The Bidder must provide the required support services during Working Days
of the Authority (Sunday To Thursday from 7:00 a.m. to 4:00 p.m.) and
outside the regular office hours in the emergency cases without any

additional charges

To ensure the quality of services provided to EPA, the bidders should adhere
to the International Standards during the execution of this project in regard
to the Quality of the Implementation, the Quality of the support services, and
the information security management.

A documentary proof of which must be submitted with the offer. Failure to
comply will result in disqualification.

The Bidder must handle all the information related to this RFP and its related
content with strict confidentiality during and after the completion of the
project; All materials and documents, forms, programs and data used and
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15.

16.

| f

18.

produced in this project are the property of the EPA and must be delivered
to the EPA at the end of the project.

The Bidder's proposal must be well prepared. The quality and completeness
of the offer will merit initial recommendation for the Bidder, and it will be
important element in the evaluation process.

All General Terms & Special Conditions is part of scope of work required

This Tender is indivisible and does not accept alternative offers

No sub-contracting is allowed for implementing this solution.
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1 Introduction

Environment Public Authority (EPA) of Kuwait has an existing Digital Signature
system that helps to guarantee that the contents of a message have not been
altered in transit as well as to provide the most advanced and secure type of
electronic signature to comply with the most demanding legal and regulatory
requirements because they provide the highest levels of assurance about each
signer's identity and the authenticity of the documents they sign. Moreover, it
securely associates a signer with a document in a recorded transaction.

EPA is requesting financial and technical Proposals from specialized bidders to
provide Support and Maintenance Services to support and maintain the existing
EPA Digital Signature System.

The existing Digital signature confirms that the information originated from the
signer and has not been altered and it fulfills and guarantee the following key
objectives for EPA:

e Authenticity The signer is confirmed as the signer.

e Integrity  The content has not been changed or tampered with since it
was digitally signed.

e Non-repudiation  Proves to all parties the origin of the signed content.
Repudiation refers to the act of a signer denying any association with the
signed content.

e Notarization  Signatures in Word, Excel, or PowerPoint files, which are
time stamped by a secure time-stamp server, under certain
circumstances, have the validity of a notarization.
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DEFINITION

DIGITAL SIGNATURE
10010 —
——— 01010 R J s Z.
HASH HASH SENDER SIGNED
ALGORITHM VALUE PRIVATE KEY MESSAGE

to’ 4—#J——> :52

\ —_—
SIGNED SENDER HASH
SENDER MESSAGE PUBLIC KEY VALUE RECEIVER

Creation & Verification of a Digital Signature

e 2 Scope of work

The bidder shall Support and maintain the existing Digital Signature System for
Two Years.

The Bidder shall describe in details all the required components for the proposed
support. These components should cover, but not limited to the following:

Support & Maintenance for Two (2) Years:

DSP Software (Local and Remote Signing)

Utimaco HSM (Vendor Back to Back)

Required Services:

Onsite Preventive Maintenance (Every 3 months)
Call-based Support

Troubleshooting & Bug fixes

Integration Support

DSP Product Updates

O O O O O

The Bidder should be capable of providing support and maintenance for
the existing Digital Signature System that has the following features and

functional capabilities:
o It consists of server/client components,

database/repository, administration console, SDKs, etc...
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o It is on Premise solution with unlimited number of users and
Supporting unlimited number of Applications for the integration with
EPA existing LOB Applications
o It Supports and Integrates with EPA existing Smart Card which is
used as a digital signature token.
o Support and Maintenance for Existing DSP Integration with the
following systems:
= Corresponding System
= Violation System
= Environment Qualification System
= eProcessing
= QOzone System
= Chemical System
= Project Management System
= OpenText Archiving
= Legal System
e Support and problem resolution for any bug fixes (if any)
« Installing updates and Patches when available and if applicable
e Assist EPA in error and failure recover and investigation of system and
application performance problems
e Upgrade the existing DSP to the latest version available during support
period
e Regular application and Database health check and preventive
maintenance
e provide guidance and consultancy to relevant IT person and end-users
related to best practice of Digital Signature
e Enables creation of industry-standard PKI-based digital signatures

All Bidders are invited to submit their proposal in line with EPA requirement listed
in this RFP. The Winning Bidder will be selected based on the quality of the
proposal in terms of providing a cost effective solution using the latest
technology that satisfy EPA’s Technical Requirements.

2.1 Project Management Services

Bidders are expected to include (as part of the overall Proposal Submission) a
detailed documentation of a Project Management & Implementation
Methodology (based on an Internationally Recognized standard such as PMI)
that will be used during the Implementation of this Strategic Project.

o)
o
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Bidders are expected to outline the coordinated and well-tested processes
designed to provide a consistent framework for Certified Project Managers and
the manner these assure that the project is undertaken in manageable steps,
and continue to stay on track till their successful completion. A description of any
Control Mechanisms, Planning Activities, or other that are built into the Process
to ensure that proactive and timely actions are taken to support the successful
completion of the project, must also be included.

2.2 Testing & Quality Assurance Services

Due to the Nature of this project, it is vital to the interests of a timely & successful
implementation that all Bidders adhere to an Internationally Accredited Quality
Assurance Standard (such as ISO 9001 and ISO 20000).

Throughout the Implementation of this Project, all Bidders must adhere strictly
to a Project Quality Assurance Process (QA) designed to ensure the delivery of
the Proposed Solution within committed resources, schedule, and budget.

Bidders are expected to include (as part of the overall Proposal Submission) a
detailed documentation of an Internationally Accredited Testing & Quality
Assurance Methodology to be used during the Implementation phase of the EPA
Project.

After the successful installation, configuration, and deployment of the E-Services
solution, the acceptance testing shall be carried out by the Bidder & witnessed
by the Authority’s personnel. The acceptance test should include a checklist of
all test cases, benchmarks, performance indicators, fault tolerance & reliability
scenarios to ensure that the system as delivered conforms to the specifications
of this contract. EPA must approve the acceptance test criteria and methodology
and reserves the right to modify the testing criteria when deemed necessary.
After receiving EPA’s approval for the acceptance test methodology, the
Contractor must submit an implementation schedule detailing dates, times, and
locations for carrying the acceptance test so that EPA can arrange qualified
engineers to witness and approve the test.

The Testing & Quality Assurance Methodology should convey an adequate and
efficient QA test plan for each phase of the project to ensure:

« All approved project plans, schedules, resources, and requirements, and
quality expectation are sound, reasonable, and realistic

e All possible measures are devised to ensure each phase of the plan are
thoroughly tested and verified on an agreed schedule

e Proper QA issues are timely and properly dealt with

In order to facilitate the completion of testing within the planned timeframe and
budget, EPA will ensure the following:

e It should be the endeavor of all concerned parties to complete acceptance

(o8]
(U8
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testing within the stipulated timeframe.

e A competent and dedicated onsite testing team is in place for conducting
the User Acceptance Tests. It is essential that this team be comprised of
those individuals who were involved in providing inputs for the solution.
The project team will continuously interact with this team from the start of
testing until acceptance of the delivered items,

e It is imperative that the EPA testing-team takes up testing immediately
upon the. Proposed solution being made available for testing.

The bidder shall provide all necessary technical resources, means, instruments
& accessories required to perform the testing. The allocated Project Manager
should be directly involved and approve the installations standards, successful
configuration and implementation of the project.

2.3 Support & Maintenance Services

Support and Maintenance Services period for this project is Two (2) years starting
after the Contract Signature by EPA. These Services must cover providing and
installing the software updates, hot fixes, patches, best practices, and
recommendations ...etc.

All of the above must be supplied on a 24x7x365 basis via a Local Service Center
and in accordance with internationally recognized incident management process
(such as ITIL or similar).

Bidders must outline the procedures, which will be implemented to provide the
required support services to EPA related to this project, which will be based on the
service agreement after the designated period.

2.4 Manpower & Project Personnel

Bidders must include (as part of the overall Proposal Submission) a description of
the Proposed Project Team Structure and outlining the various Roles &
Responsibilities of each of the Team Members.

CV's for Candidate Team Members must be included, on condition that all
Personnel presented are currently in the Employ of the Bidder and Sponsored
Accordingly. Valid Civil ID & Residency Documents and Certifications attesting to
the above must be supplied with each CV.

The Bidder Team must consist of the minimum following staff:

e Project Manager:
The bidder should assign a project manager that holds a PMI-PMP
Certificate for the duration of the project responsible of the following:
o University Degree in Computer/Electronics/Engineering
o Minimum 10 years of experience in IT field
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Provide a detailed description of the methodology to be used to ensure a
successful implementation

Submit a detailed project schedule and plan

Conduct progress reviews detailing quality and performance reports
Co-ordinate with EPA and Take the necessary approvals

Work with EPA to define business requirements in order to develop the
solution

Provide and co-ordinate all necessary resources to meet EPA requirements.
Organize and control the meetings between EPA and the bidder team. In
addition, scheduling presentations for evaluating the work in progress.
Prepare minutes of meetings, status reports, work progress and all other
documents needed for project management all in Arabic Language. Using
English language within the Arabic language for technical expressions and
terms is acceptable.

For more details regarding Project Plan/Management bidder should refer
back to Special Terms and Conditions Document

Senior PKI developers

O

(0]
O
O
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University Degree in Computer/Electronics/Engineering

Minimum 7 years of experience in IT field,

2 years of proven PKI experience.

Participation in at least 3 projects with PKI system/application
implementation

Experience with Smart Card and Smart Card Integration

Experience with HSMs and HSM integration and operation

Knowledge and experience working throughout the System Development
Life Cycle

Provide/Supervise necessary documentation regarding Requirement
Analysis and Design

PKI Key Manager

O
o
o

at least 5 years’ experience in the PKI domain

Hands-on experience in PKI Key Management.

The key manager should have completed a formal PKI Key Management
course.

The bidder shall submit the CV of the Key Manager.

The Key Manager shall oversee the Digital Signature Solution
implementation and shall be present onsite at client premise, as needed, to
provide the required consultancy.

.NET Certified Developer

@)
)

Bachelor Degree in Computer/Electronics Engineering/Science
University Degree specialization in Computer Information Systems
/Computer Science/Electronics/ Engineering or related field
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Minimally 10 Years’ experience in Dot Net Development

Analyze, Design, and Develop integration standard for the system.

Dot net programming Certified (.Net 3.5 Plus)

Microsoft Certified Solution Developer (MCSD)

Experienced in building custom solutions based on .Net Technology
Experienced in using LINQ, and CAML for development

Experienced in developing RDLC Reports, and Dashboards

Experienced in dealing with SQL Databases

Experienced in .NET development with C#: ASP.NET, and Web Services.
Excellent communication skills.

O O 0O 0O OO0 OO0 O O

e Support Engineer
o University Degree in Information Technology
At least five (5) years of experience in IT Field and Support Services
Fluent in Arabic and knowledgeable in English
Good communication skills (both oral and written)
Computer skills is a must

O O O O

o Quality Assurance & Solution Delivery Engineer:

o University Degree in Computer Science or equivalent
5+ years as a QA Engineer doing performance testing
Web based or enterprise software based QA experience
Strong automation test skills
Excellent Communication skills
API testing as well as black/white box testing

O O O O O

2.5 Documentation, Deliverables and Submittals

The Bidder must provide a list of all products, reports, and plans that will be
delivered to EPA and propose a delivery schedule. EPA requires documentation
for all the E-Services solution components. All documentation must be submitted
in hard copy and electronic searchable format.

2.6 Implementation Schedule/Project Plan

The Bidder must submit a detailed Implementation Schedule in Gantt Chart
Format. The Implementation Schedule should cover the Project Implementation
phases, from Contract Signing to Go-Live, in addition to outline the various
Milestones and expected Deliverables. This preliminary schedule of events
proposed by the Bidder represents a general guideline for the project phases. The
schedule may change such that a final schedule will be established with the

successful Bidders.
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2.7 Solution Handover & Training Plan

The bidder is required to conduct Training & Knowledge Transfer Sessions
for EPA Selected Users

End User Knowledge Transfer Training for 20 Employees: This training Will
cover all the activities that the end user has to know in order to do his job
successfully [using the E-Services application etc.]
Technical/Administration Knowledge Transfer Training for 5 Users

2.8 Basis of Selection

The main criteria for the selection of a particular bidder — apart from the
price —will be the quality and reliability of bidder in providing an enterprise
solution and his services in past, with the references of their existing
customers

Well-Prepared Proposal, Quality and Completeness of the offer will be the
initial recommendation for the bidder, EPA may reject any proposal which
is conditional or incomplete

EPA will not allow any type of subcontracting for this project or any part
of it

The bidder should be an authorized reseller/distributor or partner of the
currently existing Digital Signature solution.

The bidder must have implemented similar projects for other government
organizations (at least 3 Projects) in the categories referred earlier in the
subject document

EPA will appoint a Project Manager and evaluation committee. The Evaluation
Committee will be headed by the Project Manager and will conduct the process of
evaluation of the presented offers. The evaluation committee will conduct stringent
evaluation points to evaluate vendors, solutions, methodology, experience, and

price.
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Existing Digital Signature System
The existing Digital Signature system has the following functions and technical
features and specifications:

It consists of server/client components, database/repository, administration
console, SDKs, etc...

It is on Premise solution with unlimited number of users and Supporting
unlimited number of Applications for the integration with EPA existing LOB
Applications

It Supports and Integrates with EPA existing Smart Card which is used as a
digital signature token.

Allows integration with different other systems within the same environment
Enables creation of industry-standard PKIl-based digital signatures

Meets the following digital signature objectives:
o Authentication
o Data Integrity
o Non-Repudiation

It is an appliance-based
o Security hardened
o Backed with Hardware Security Module (HSM)
= Used to store solution secret keys and user signing keys (for
server-side signing)
= HSM Minimum Specifications
e US odr European Brand
e FIPS 140-2 Level3 Certified
e LAN or PCl based
e API Support for PKCS#11, CNG, CSP, JCE
e Support for RSA/DSA/ECDSA

Supports document signing and transaction signing
Compliant with Kuwait National PKI
Fully compliant with Kuwaiti e-Transaction Law (2014/20)

Supports client-based signing using PKI tokens including smart cards, Civil
ID, USB Tokens, HSMs

Supports server-side signing
Supports Batch document signing

Open platform for integration with different application platforms including

plaal) adle A g g a33




web-based applications, Windows-based applications, tablet apps, mobile
apps.
e Supports standard solutions including SharePoint, FileNet, Oracle ERP

e Supports industry standard signature formats

o PAdES (-B, -T, -LT, -LTA)
o XAdES (-T, -C, -X, -X-L)

e Supports RFC 3161 time-stamping authority service
e Supports CRL & OCSP embedding for long term signature validity

e PDF Signature Features

o What You See Is What You Sign (WYSIWYS)

o Enable user to select signature display image size and location
through an interactive Ul (Drag and drop)

o Enable user to specify signature Reason and Location

o Support Counter Signatures

o Built-in PDF document viewer and navigator

e Support multiple signature profiles

o Highly configuration profiles

o Support Certificate filters in token

o Support Token Management

o Support multiple Timestamp Authorities

o Preferred verification method (CRL/OCSP)

e SOA based architecture, support for standard SOAP web services
e Provide SOAP based signature verification API

o enable verification of documents with multiple signatures

o API to return details on each embedded signature

o Full signature verification process including by not limited to
Certificate Trust (Chain Check)

Time-stamp Check

Certificate Revocation Check

Signature vs. Document Check

Embedded Certificate Verification Data Check

e Supports following PKI token formats

o PKCS#11
o CSP
o MS CAPI

e Support following crypto standards

o RSA (1K, 2K, 4K)
o SHA1/SHA256
o X.509
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Client-Side Signing
Support for different browsers (IE, Chrome, FireFox)
Support for Zero-Footprint Mode (No installed components on client)

O

O]

o PKI Token Signing (Smart Card / USB Token)
o PIN Entry to authenticate usage of private keys

Server-Side Signing
o Application level (automated) signing
o Supports User-based server held certificates and provides the
following functions:

= User Self-Enroliment
» Certificate Enroliment & Lifecycle management
e Manual certificate loading (admin based)
e Automate certificate provisioning
= Support for multiple signature authorization mechanisms
o Soft Keys and HSM-Protected Keys
o Support for server certificate lifecycle management (CSR
Generation, Load Certificate, Renew Certificate, Revoke Certificate,

)

Control Panel

o Audit Trail / Advanced Search
o Signature Profile Management
o Configuration Management

o Statistics and Reporting
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