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Executive Summary

EPA is planning and seeking to implement Security to ensure providing best possible protection and
support to EPA’s environment and ensure cyber security monitoring around the clock for the IT
Infrastructure.

RFP Purpose

This Request for Proposal document (RFP) has been prepared solely to enable EPA in the selection of
suitable Security and Support Consulting Company, to match EPA’s minimal business-core needs and
requirements.

EPA seeks to hire the services of a qualified information security services firm to build customized fully
managed Security operation centre SOC along with penetration test services

EPA invites security specialized companies to participate in this tender by presenting their security and
support credentials and propose the right and accurate solution fully meeting the requirements as
detailed in this document, to meet and obtain EPA’s minimal requirements.

Project’s Timeline
The duration for this project is a one (1) year, starting from the day of signing the contract with the vendor.

General Conditions
The requirements stated in the RFP document are the minimal requirements acceptable to EPA.

e EPA has the right to disqualify Bidders that do not meet any requirements mentioned in this RFP
document.

e EPA has the right to audit the bidder’s security center and contact the references provided.

e EPA has the right to request evidence /proof for any requirements within this RFP document,
failing to provide such evidence will lead Bidder to automatic disqualification.

e This document provides the technical specifications and managed security services conditions for
a successful offer. Bidder must provide all necessary information required in this RFP (Request for
Proposal), as minimal to EPA 's requirements.

e Subcontracting any part of the service is not acceptable by EPA. Bidder must have the experience

and expertise to deliver the requested services.

Bidder Qualifications
The followings are mandatory requirements. Bidder shall meet all these requirements by providing
supportive evidence.




Failure to meet any requirement or providing supportive evidence shall lead to Bidder disqualification.

S.N. Requirement Compliance | Supportive Evidence
(Yes/No) Submitted? (Yes/No)

1. | Bidder shall be an established Kuwaiti company
with local offices and local staff

z. Bidder shall have been in Kuwaiti IT market for |
more than 10 years

3. Bidder must have a Security Operations Center
(SOC) in Kuwait with redundant SOC preferably in
GCC or Mideast

4, Bidder must have at least three years’ experience
in providing cyber security monitoring and SOC
services in Kuwait

5 The SOC must be certified on below:

¢ 1S0 9001 (Quality Management Systems)

e ISO/IEC 200001-1 (Information
Technology Service Management System)

e IS0 22301 (Business Continuity
Management System)

e IS0 27001 (Information Security
Management Systems)

e PCI-DSS Certified

e SOC2 and SOC3 accredited.

6. The SOC should be running at least in last 3 Years
with all above mentioned certfication (should be
achieved at least for 1 Year previously)

7. Bidder must have at least (4) references using its

local Managed Security Services Center (SOC) in
Kuwait and Mideast (Bidder shall provide Client
name, Contact Details, scope of service and date

of implementation)




Bidder must have at least (4) references in MSS
Services in GCC or global. (Bidder shall provide
Client name, Contact Details, scope of service and

date of implementation)

Bidder must have the following certified IT
security consultants having comprehensive
expertise across various international standards,
frameworks and  security  technologies,
associated with them across the following
categories (Certified staff must be under Bidder’s
sponsorship), Bidder must provide CVs, Civil IDs
and Certificates as part of the proposal.

The vendor SOC staff should be on the Vendor

Payroll and they are not outsourced to another

company

. Offensive Security Certified
Professional (OSCP)

. Offensive Security Wireless
Professional (OSWP)

. EC-Council Licensed Penetration Tester
(LPT Master)

. EC-Council Certified Security Analyst
(ECSA)

. EC-Council Certified Ethical Hacker
(CEH)

. Certified Web application Penetration
Tester

. Certified Information Systems Security
Professional (CISSP)

. Certified Information Security
Manager (CISM)

. Certified Information Systems Auditor
(CISA)

. ISO 27001 Lead Audit

. ISO 27001 Lead Implementor

. Highest Certification for the proposed
solutions

. Digital Forensics Certified Engineer

. Certified Autopsy Digital Forensics




Certified in Professional VAPT Tools
5 SOC Security analysts to be certified
on the used SIEM

10. | Bidder should have highest level of partnership as
Expert or Advanced for the current security
devices

11. | Bidder shallinclude a detailed project plan for the

project deliverables including detailed
timeframes in WBS, detailed scope of work and
detailed roadmap to fulfill one (1) year project

duration.




Scope of Work

In its efforts to enhance its security posture and to enhance and enrich EPA s Information Security
Infrastructure, to stay up to date with latest Security Solutions, Technologies and Services to better
protect EPA 's environment.

Thus, EPA requires the following security services for project period of a one (1) year:

=

Managed Security Services (24x7x365)

Threat Intelligence feeds as services

Threat Intelligence advisory service

Vulnerability Assessment Service twice a year (Test and Retest)
Penetration Testing Service (Test and Retest)

Social engineering Service

Awareness session service

Incident Response Service

© @ N O v s W N

Website Security Monitoring

—
o

. Infrastructure security assessment

1- Managed Security Services (24x7x365)
EPA is seeking qualified local Bidders that are operating security operation center for the last three (3)
years to provide advisory services for security monitoring and analysis that will enhance EPA security
posture and visibility over security incidents.

Bidder must provide dedicated security analysts team in their SOC’s to provide cyber security advisory
and support services to EPA SOC on 24x7x365 under EPA supervision.

Bidder will be subject to EPA approval processes and security policies when access is required as per the
SLA provided in this RFP

Advisory and support services should cover but not limited to:

e Security incident analysis and log collection
e Security incident investigation and research
e Security Incident Response.

e Website Security Monitoring




* On-boarding devices / applications

* Off-boarding devices / applications

e Building correlation rules and use cases

e Building parsing rules

e Customizing dashboards and reports

s Weekly security reviews

* Monthly incident trends review and recommendation

Implementation Approach
1. The project should be done according to the following approach:
a. Gap analysis and understanding the EPA network
b. Development and Customization of the use cases
c. Monitoring, Alerting, and Reporting
2. Gap Analysis Stages: This stage will include following activities:
a) Review the current cyber Security policies and procedures
b) Recommend the Changes in the procedures
c) Develop Customized processes for the EPA in term of Incident management, Evidence
Management and Security monitoring “these processes should integrate the SOC tasks
within EPA IT and security operation “
3. Use case Development:
a. SOC should build all needed Reports, Dashboards, Alerts, and rules as per the EPA
requirement
b. Use cases related to insider threats and malpractices should be included in the use cases
development
4. Bidder should have the build the MSS KRI and KPI for EPA which include the Following areas (all
Mathematical Equations for such KPI's and KRI's should be provided as examples in the Bidder
proposal)
a. Vulnerabilities and Threat Management KPI, KRI
b. Attack Containment KPI's
c. Awareness Management KPI's
d. Access Controls Management KPI’s and KRI
e. Change Management KPI's
5. Monitoring, Alerting, and Reporting:
a. System should support retention for 1 year for the logs
b. The SOC should have the capability to stop the attack if required by the EPA
c. System should have multiple threat intelligence, and evidences for those Threat
intelligences is required




d. System should support multiple users and multiple access privilege with RBAC method
e. Online and offline reports should be supported
f. Integration and logs collection should be done through redundant data transit

MSSP Requirements:

Bidder shall provide the following security services and advisory security services on 24x7x365 basis as
part of the project requirement. Remote support should always be subject to EPA approval processes and
security policies. Bidder shall include in his proposal the approach for delivering these services.

This RFP lists detailed specification of services category as required by the EPA. Bidders are requested to
submit their proposals for providing the services against the requirements specified in this RFP. For each
of the requirement category mentioned in the RFP, the bidder response should include the following:

Process & methodology used to deliver the services
Description of tools used (where applicable)
Service delivery sample formats (reports, baselines, SOPs)

a0 oo

Experience of delivering the service for similar customers (with name and reference of
customers)
e. Professional Profiles for personnel as specified in this RFP

Compliance

(Yes/No) Comments

Requirement

Provide 24X7X365 monitoring and Security Analysis
of the infrastructure through the onsite solution.

Monitor all security incidents / logs using onsite
solution for 1,000 EPS covering around 100 network
and security devices

Management of Security devices/solutions including
rule base audit, management of devices and creation
of rules during non-business hours.

Monitoring 24x7 logs & audit trails for the security
events -To detect known as well as unknown attacks
and raising alerts on any suspicious events that may
lead to security breach into EPA’s environment.

Monitoring of 24x7 performance and service
availability so that the desired state and integrity of
the devices/solutions and services levels are
maintained.




Requirement

Compliance
(Yes/No)

Comments

To be able to support and provide scalability for any
additions/modifications or integration of
applications, services, devices and networks with the
existing architecture.

Carrying out event analysis with the statistical events

correlation rules. This should include the correlation
of the events from the devices/solutions under
scope.

Creation and adding custom correlation rules for the
EPA’s devices under scope. SOC will review and fine-
tune rules as and when required.

Providing online secured portal (web-based
Dashboard) for viewing real-time monitoring data of
all the security devices/solutions in scope. And to
Develop & recommend improvement plans for the
SOC monitored EPA’s facilities as needed to maintain
an effective and secure computing environment. The
activity to be carried out as when required by the
EPA.

Initiation of prompt corrective countermeasures to
stop/prevent attacks as per predetermined
procedures

Carrying out due forensic activities to identify the
origin of threat, mitigation steps and measures to
prevent recurrence.

Preparation of the daily/ weekly / monthly reports to
summarize the list of incidents, security advisories,
and other security recommendations. It should
include the operations trend analysis with the reports
correlation of the present and past data.

Detect and identify security incidents on 24/7 basis.

Validate that the incident is real and not false
positive.

Assess incident severity.




Requirement

Compliance
(Yes/No)

Comments

Provide incident details and recommendation by
email/phone with a predefined SLA.

Provide the required escalation, notification and
recommendation on 24x7X365 basis.

Manage log archiving.

Administer and support the provided solution to
maintain a 24/7 log collection, correlation and
analysis

Provide integration Support for all log sources such
as; (Network, Security, Windows, Databases and
Applications) whenever needed.

The Technology used should be able to collect
additional context beyond log data from devices such
as ( Actively discovering the devices within the
network with/without an agent.

Provide advanced content development for the
creation and testing of use cases, including Active
Channels, Rules, Filters, Trends, Dashboards, Alerts
and Reports.

Provide investigative assistance such as log evidence
collection and report generation.

Maintain solution configuration management and
fine-tuning.

Performing necessary backups and upgrades.

Create system performance metrics and trending for
capacity planning.

Adhere to EPA enterprise change management
procedures.




Requirement

Compliance
(Yes/No)

Comments

Maintain documentation for all systems and create
user guides.

Provide ongoing support.

Establish and maintain a close working relationship
with business units.

Create / Customize dashboard/reports when needed
during the contract.

Build new correlation rules and use cases whenever
needed during the contract.

Build parsing rule for new devices or applications
whenever needed.

The technology used should have parsing capabilities
to parse logs from internal developed application
with the following capabilities as minimum:

- Ability to define patterns that repeat as variables.
- Ability to define functions to identify key value pairs
- Ability to perform test and case functions

- Ability to perform transforms on the data at the
parsing stage.

Provide threat intelligence feeds to be correlated
with logs received and integrated with the solution.

Provide website security monitoring for EPA website
to detect and defacement attempts or malicious
changes




Compliance

Requirement (Yes/No)

Comments

Provide Incident Response Services through local
team with internal vendor support to assure
constancy in investigation and response and support
any court case. covering the following areas:

Identification: determination of whether a deviation
from normal operations within an organization is an
incident or not.

Containment: Limit the damage and prevent any
further damage from happening

Eradication: Removal and restoration of affected
systems

Recovery: affected systems will be brought back into
the production environment carefully ensuring that it
will not lead another incident.

Follow-up: Conduct follow-up analysis and
roundtable discussion and document lessons learned
then change preparation plans accordingly

2- Infrastructure security assessment
The Bidders should provide infrastructure security assessment service with the following minimum
requirements.

Requirement FC/PC/NC | Response

Evaluate the infrastructure and security practices in
the architecture and design, specifically targeting
separation of networks, hosts and virtual machines,
and virtual infrastructure management design.

Assess the configurations of sampled virtual
machines and the host against known industry best
practices and identify any insecure configuration
associated with the deployed machines.

Test the security from the logical network, virtual

server storage network and virtual infrastructure




Requirement FC/PC/NC Response

management network. The assessment should define
virtual infrastructure attack surface and the associated
risk.

The assessment must be conducted by a qualified
Security professional with experience in Cyber security

The assessment must include Active Directory group
and local configuration this include ( Security
Parameters , Access controls , AD trusts ,..etc)

The assessment must include Firewalls rule based
assessments and configuration assessment

The assessment must include Switches ( Edge and Core
) rule based assessments and configuration
assessment

The assessment must include DB’s Security
Assessment and this include Patches, Access controls,
Password management ,..etc

3- Threat Intelligence Services
The Bidders should provide threat intelligence services with the following minimum requirements.

Threat Intelligence Services Requirements

Requirement FC/PC/NC Response

Threat intelligence services should be able to deliver
contextual cybersecurity threat intelligence which
automates collection of publicly available
cybersecurity threat data, and applies contextual and
enrichment through internal analyst teams

Threat Intelligence feeds should be integrated and
applicable for a variety of industries

Threat intelligence information should provide:




1. Attacker information
2. Malware analysis capabilities

3. Where applicable, mappings against vulnerability
feeds

4. Anintegration mechanism to pull the intelligence
information into our own content/reporting
purposes

5. Recommendations on how to stay vigilant during
the potential threat alert

6. Indicators of Compromise (loCs) that can be fed
and correlated with various solutions

Provide Threat intelligence advisory service in order
to keep EPA updated with the latest cyber threats,
hacking groups.

Threat intelligence advisory must provide proactive
recommendations to EPA in addition to detailed
information about threats.

Provide Threat Intelligence feeds to be correlated with

security logs

4- Vulnerability Assessment Services
The Bidders should provide vulnerability assessment services with the following minimum requirements.

Vulnerability Assessment Services Requirements

network devices and 1500 workstations

Assess EPA Information Technology (“IT") assets and
resources (e.g., applications, database, end point devices,
network and servers), as requested;




Assess current network security measures to identify any
vulnerability exists in EPA’s network architecture

Conduct external and/or internal vulnerability scans to
identify any security vulnerability exists in EPA’s asset and
resources

Conduct web application security assessment

Vulnerability assessment scope should include all internal and
external assets

Upon completion of each Service, the bidder shall provide the
EPA with a vulnerability assessment report which includes the
following information at a minimum:
a. Executive Summary; a high-level overview of the
security posture, summary of findings and a summary of
high-level action plan.
b. Overview of the current Security Controls
c. Findings details; including identified weaknesses,
description, evidences, and recommendation.
d. Compliance sheets; compliance of systems against
security standards and best practices “OWASP top 10“.
e. documentation that include Results of Discovery and
Assessment

5- Penetration Testing Services

The purpose of Penetration test Assessment is to investigate and subsequently enumerate potential
weaknesses (i.e. the vulnerabilities) targeting EPA infrastructure, which pinpoints vulnerabilities, gaps
with industry accepted best practices to the architecture, configuration and ongoing management of
corporate assets.

The purpose of penetration testing is more specialized than a vulnerability assessment attempting to
simulate real-world attack scenarios the system or environment might be expected to encounter in the
field. The goal of a penetration test is to evaluate the overall security profile and, in turn, the
effectiveness of the specific security measures in place.

This document is intended to provide qualified, interested party’s information which will enable them to
respond with a proposal for vulnerability assessment and penetration testing on EPA infrastructure.

As a specialized security partner, Selected bidder should provide comprehensive views of EPA 's defenses
and controls through a certified penetration test service. Selected bidder will be provided with list of




applications and web services which are scoped in the project to conduct a penetration testing
assessment.

The main objective behind this service is to identify the potential loopholes within EPA systems and show
the potential impact of those threats. Both Black and Gray box testing needs to be performed on the
application.

The Bidders should provide penetration testing services with the following minimum requirements.

Penetration Testing Services Requirements
The External Penetration testing up to 10 External Ips including all published application.

Internal Penetration testing up to 200 IPs

The penetration testing assessment must accomplish
following main objectives:

* Testing systems cyber-defense capabilities.

+ Revealing vulnerabilities in servers, applications, and
networks.

* Finding security holes and plugging them.

+  Present an effective risk management by showing the
real risk involved with the vulnerabilities
encountered

= Ensure systems availability, business continuity and
risk level of EPA systems.

* Ensure compliance with applicable regulations and
certifications

+ Enhance information security posture based on the
outcome of the security assessment

To conduct detailed assessment from Internal and external
Prospective however using professional and Certified
Penetration test tools as the open source tools will not be
accepted,

Reconnaissance:

During this phase the auditor should be performing all
necessary activities to discover information that is




commonly used for social engineering and detecting data
leakage. The auditor also has t attempt to detect other
infrastructure-based systems such as a gateway device,
firewall and internal IP addresses.

e The activities should include the following areas as a
minimum:

Foot printing (Blackbox)

Who is record enquiry?

DNS enumeration

DNS brute forcing

Router enumeration (Blackbox)

Search engine reconnaissance (Blackbox)

Archive search, online directories, locations and
webcams (Blackbox) Malicious websites and
websites used for adding the attacker (Blackbox)
e Shared hosting enumeration (Blackbox) Gateway
device enumeration (Blackbox

Website mirroring

Full text search

Mapping the external outbound router

Mapping other internal server routers / firewalls

Potential zero-day threats and architectural flaws

During this stage, auditor(s) must be performing
enumeration techniques that would allow them to retrieve
system details such as software versions, system patches
and application details. This phase is necessary since
following the recommendations presented during this phase
will help protect against zero-day attacks by hiding the
details necessary of being detected as vulnerable in the first
place. During this phase, the auditor is required to perform
various techniques but not limited to:

Firewall / IPS behavioral analyses (blackbox)

Detection of different types of port scans

Detection of packet fragmentation

Detection of sweep ICMP attempts

Service detection (blackbox)

Web based service enumeration and banner

grabbing (blackbox)

* Mapping and banner grabbing of common services
(blackbox)

e FTP, telnet, SSH and SMTP




* Database related ports (oracle TNS listeners, MS SQL
and MySQL ports)

e Mapping and banner grabbing of common network
services (blackbox)

* Network device management services (telnet, HTTP
management consoles . . .etc) Detection of VPN
services

e Mapping other miscellaneous devices and services

(blackbox)

Microsoft architectural enumeration (blackbox)

NBNS enumeration

SMB enumeration

MS RPC enumeration

LDAP enumeration

Local / global NT account enumeration

Mapping and banner grabbing of common services

(blackbox)

o FTP, telnet, SSH and SMTP

* Database related ports (oracle TNS listeners, MSSQL
and MySQL ports)

* Mapping and banner grabbing of common network
services (blackbox)

* Network device management services (telnet, HTTP
management consoles . . .etc)

* Mapping and detection of management consoles
(blackbox)

* Mapping other miscellaneous devices and services
(blackbox)

Immediate Threat Analysis

The main goal of this stage is to detect the currently known
vulnerabilities or immediate threats on the targets within
the scope. Below is an outline of the areas on which the
auditor will focus on:

Automated Vulnerability Scanning (whitebox)

e Manual verification of known vulnerabilities on
services detected during Potential / Zero day threats
phase (blackbox)

e Assessment of service functionality and
misconfiguration (blackbox)

Detecting password protected services (blackbox)
OWASP top 10 based automated scan on web based
services (blackbox)




¢ Exploitation of manually discovered vulnerabilities
(blackbox or greybox)

* Exploitation of service functionality and
misconfiguration (blackbox or greybox) Performing
brute force attacks (blackbox)

* Exploitation of vulnerabilities detected by the

automated scanner (blackbox or greybox)

Exploitation of OWASP top 10 findings (blackbox)

Client base manual assessments WPAD (blackbox)

DNS tunneling (blackbox)

Assessment of domain controller misconfiguration

(whitebox)

Database assessment (blackbox)

e DHCP spoofing exploitation (blackbox)

s SMB relay attack (blackbox)

e Microsoft related activities

®* Passthe hash attack
* Token abuse

*  Privilege elevation

* Others
* Endpoint protection related attacks

* Disable, or stop endpoint client

* Manipulate system files

®* Manipulate registry entries

®*  Detection of known hacking tools

*  Detection of known packers and crypters

Wireless Assessment

The main goal of this stage is to detect the currently known
vulnerabilities or immediate threats on the targets within
the scope. The process if different among internal and
external assessments.

Bidder must use Certified WIFI Pineapple tool for WIFI
testing.

Below is an outline on the areas on which the auditor will
focus on:

®*  Wireless Cracking
®*  WEP Cracking
* WPA Cracking WPA2 Cracking




Guest WIFI assessment

Validate Internal network Isolation
Validate Client Isolation

Captive Portal Bypass Through Different

means Including DNS tunneling

Wireless client side attack

De-authentication

Disassociation attacks

Honeypot and Mis-association
Advanced Wireless Attacks MITM

attacks

WPS bruteForce
Evil Twin / Mac Spoofing

Social Engineering:

¢ The Bidder should conduct Phishing Campaign over
email for more than 100 Employee with Customized

Phishing Scripts




Approach

n s wmeNn

Grey-box testing, Black Box testing and White box testing
should be included

Passive scanning should be considered

Internal testing from within EPA network

External testing — outside of EPA network

Social engineering (if this is a separate service please
state separately with details)

EPA should be contacted before compromising systems
with suspected exploits and notification of 'urgent’
vulnerabilities found.

Each section of the Website(s) must be tested in detail.
The expectations are that the tests will incorporate The
Web Application Security Consortium’s Threat
Classification V2.0, with priority defined by OWASP Top
10 —-Web Application Security Risks as a minimum.
Discussions on exclusions can be done during Phase 1.
EPA expect Application Flooding tests and Brute-force
attack on passwords.

The bidder MUST perform a Re test after fixing the security
gaps to test and confirm that the issue has been solved

Provide Cyber security awareness sessions for EPA users.

Upon completion of each Service, the bidder shall provide
the EPA with a vulnerability assessment report which
includes the following information at a minimum:

a.

Executive Summary; a high-level overview of the security
posture, summary of findings and a summary of high-
level action plan.

Overview of the current Security Controls

Findings details; including identified weaknesses,
description, evidences, and recommendation.
Compliance sheets; compliance of systems against
security standards and best practices “OWASP top 10“.
documentation that include Results of Discovery and
Assessment




6- Incident Response Services

The Bidders should provide incident response services with the following minimum requirements.

Incident Response Services Requirements

Requirement

Compliance
(Yes/No)

Response

Bidder must have their own Incident Response team with
international vendor support.

The primary goal of the Incident Management process is to
restore normal service operation as quickly as possible and
minimize the adverse impact on business operations, thus
ensuring that the best possible levels of service quality and
availability are maintained. ‘Normal service operation’ is
defined here as service operation within SLA limits.

Bidder must have and provide their plan for maintaining
employee morale during an incident which may require
dedication 24 * 7 through an ongoing incident/crisis

Bidder must have an established incident response policy that
feeds into the incident response plan and procedures

Bidder must have and provide their base SLAs that have been
defined within their Incident Response service catalogue

Provide a consistent process to track incidents that ensures:
1. Incidents are properly logged
Incidents are properly routed
Incident status is accurately reported
Queue of unresolved incidents is visible and reported
Incidents are properly prioritized and handled in the
appropriate sequence
Resolution provided meets the requirements of the SLA for EPA

e i

In order to adequately determine if SLA's are met, it will be
necessary to correctly categorize and prioritize incidents quickly
The goals of proper categorization are:

1. Identify Service impacted and appropriate SLA and
escalation timelines

Indicate what support groups need to be involved
Provide meaningful metrics on system reliability

Any time a case is escalated, notification will occur to various

individuals or groups depending upon the priority of the incident




Requirement

Compliance
(Yes/No)

Response

Bidder to identify his escalation process

Cyber Security Services Advisory and Support Level Agreement (SLA)

Bidder’s local SOC should follow the following SLA's.

SECURITY OPERATION CENTER SERVICES SLA

e Bidder SOC should provide the required security advisory and support on 24x7/365 basis as

follows, not limited to:

o Assess and analyze security incident severity.

o Notify the EPA by email with security incident details and recommendation.

o Escalate severe security incidents (Critical and Emergency)

« The final Escalation Matrix will be agreed during the designing of the final process.

Time of Response

LO - within 15 min.

L1 = within 30 min

L2 — within 60 min.

Severity Definitions

In the event of a Case, the Customer shall make a preliminary assessment based on the categories set

out below:

Critical Case

A case shall mean total service outage. A real threat, which totally makes the service unavailable.

Major Case

A case shall mean service degradation. A Case which is not “Critical” but which imposes serious
limitations or restrictions on the availability to the service.

Minor Case

A case shall mean not service affecting. A Case which is not “Critical” or “Major” but which is of a
relatively minor or intermittent nature and does not significantly affect the availability of service.




Local IR security team should coordinate with EPA within 2 hours to help responding to severe
breaches and performing deep analysis. This should be based on:

o

Criticality of the breach

Bidder SOC should create new custom rules and reports and perform other based on EPA
requests and business needs. Requests can include but not limited to:

o

o

o

o

o

On-boarding devices / applications
Off-boarding devices / applications
Building correlation rules and use cases
Building parsing rules

Customizing dashboards and reports

7- Training Part
First Training: Training on the proposed SOC technology for 5 engineers from EPA.

The Ethical Hacking should cover the below:

Introduction to Ethical Hacking
Footprinting and Reconnaissance
System Hacking

Malware Threats

Scanning Networks

Enumeration
Denial of Service
Session Hijacking

Sniffing

Social Engineering

Hacking Web servers

Hacking Web Applications

Hacking Mobile Platforms

Evading IDS, Firewalls, and Honeypots
SQL Injection

Hacking Wireless Networks

Cloud Computing

Cryptography



8- Maintenance and Support for Security Devices

Bidder is requested to provide renewal along with maintenance and support co-termed till June 2024

For below security devices

Security Device

Serial Number

Model

EPA HO FortiGate Firewall FGT1KD3917801091 FortiGate 1000D

EPA HO FortiGate Firewall FGT1KD3917801155 FortiGate 1000D
EPA Salmiya FortiGate Firewall FG100E4Q17025057 FortiGate 100E
EPA Salmiya FortiGate Firewall FG100E4Q17024658 FortiGate 100E

EPA Forti Analyzer

FL-2KET318000127

Forti Analyzer 2000E

EPA Sandbox FSA3KE3R17000497 Forti Sandbox 3000E
EPA Web Application Firewall FV600DTA18900172 Forti Web 600D
EPA Web Application Firewall FV600DTA18900147 Forti Web 600D
EPA FortiClient Endpoint Manager FCTEMS0000097529 FortiClient EMS
EPA Email Security FEVM02MO000187548 FortiMail-VMO02

EPA required below services during the maintenance contract:

1- Configuration review for all systems with fine tuning as per vendor best practices.

2- Quarter health check

3- Minor and major updates and upgrades

4- On call and on site support
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Deviation Sheet

Specifications to be shown clearly for consideration. Deviations from owner’s If no such

deviations are shown, owner’s specifications will be final .

ltem No. Owner's Specification Deviation
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